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TABJIMIIA U3BMEHEHUHA

Bepcus | Jlata ABTOp HN3menenne

1.0 — — JIoKkyMeHT co3/1aH

2.0 — — Co3nana HOBas Bepcusi JOKYMEHTa B PaMKax pPa3BHTHUSA
ECHA B 2013 1.

2.1 — — Bnecensl ucnpaBieHus B IOKYMEHT:

—  YTOYHEHO ONHUCaHHe MPOIeAypbl MOJIUCAHUS 3ampoca
MIpU ayTeHTU(PUKALMK C TOMOIIIBIO TTpoTokoiaa SAML,;

— yrouHeHo onmcanue nepeynss SAML-atpubyTos;

— YTOYHEHO OIMCaHWE »JJEKTPOHHOTO CEpBHCA II0
perucrpauuu MOJIb30BaTENEH ECHUA,
omybnukoBanHoro B CMDB (nobaBneHo omucaHue
OpoUeAypbl  TONy4YeHUss JOCTylma K  CEpBUCY,
nobasiieHsl  uaeHtugukatopsl ceppuca ECHA B
CMDB, yTouHEHO OnMMCcaHUe METO/1a BOCCTAHOBJICHUS
JOCTYTA);

— YTOYHEHO oOmnHMcaHue obyacTeit jgocryma (SCOPE),
UCIONIB3YEMBIX TPOTPaMMHBIMH WHTepdeiicaMu Ha
ocHoBe REST.

2.2 — — VckiroueHO TNPUIIOKEHHE C ONMMCAHUEM BIIEKTPOHHBIX
cepBucoB ECUA nnst paboThl ¢ TOJDKHOCTHBIMH JIMIIAMHU
OI'B.  IlpousBeneHa  mepeHymepanuss  OCTaJIbHBIX
NpUIOXKeHUH. BHeceHbl yTOYHEHHs W JeTaju3alud B

TCXHUYCCKHUEC OIMMUCAHU BO BCCX NPUIIOKCHUAX

2.3 — — Jleranuzanus ONUCaHUS MEXaHU3Ma ayTeHTH(QHUKAUU C
ucnons3oBanueM OpenlD Connect 1.0

2.4 — — Jlo6aBneHO oOmucaHue MpPOrpaMMHOrO HHTepdeiica Ha
ocHoe REST no nomnyuenuto nanubix o punnanax u OI'B.
YTouHEeHO omucaHWe TMPOrpaMMHOIO HHTepdeiica Ha
ocHoBe REST mo monydeHHI0O IaHHBIX O CHCTEMHBIX
rpymnmnax.

W3meHeHo 0003HaYeHNEe TUIIOB YUETHBIX 3aruceil.
JloGaBnens! ccbuiku Ha TexHonorndeckuit mopran ECHUA.
YTouneHo omnucanue redirect_Uri mpu HCHONB30BaAHUU

cepsuca aBropusaiiuu ECUA Ha ocaoBe OAuUth 2.0.

YTOYHEHO OIHCcaHHue CCpBUCA MOJYUYCHUA HAaHHBIX O




cyonekre ([Ipunoxenue b.7).
YrouneHn gopmar aapeca, ucnonb3zyemsiii B REST-cepsuce
ECHUA

24.1

YTouneH gopmar 3anpoca Ha MoJIyueHHe MapKepa JI0CTyma
IIpY peajii3allud MOJEIM KOHTPOJS JIOCTylla Ha OCHOBE
MOJTHOMOYHUH CUCTEMBI-KJIMECHTA.

YTouHeH mpolecc 3aBeplIeHUs AKTUBHOM  CecCUu

MOJTH30BAaTEIs TIPH MCIOJL30BaHUH TIpoToKoma SAML

2.5

Jlo0aBIIeHO ONKMCAHUE:

— HOBBIX THUIOB JIOKYMEHTOB (DU3MYECKHX  JIHII,
nonydaembix uepe3 REST APl ECHUA;

— JaHHBIX O JeTax, moiydaembix depes REST API
ECHA;

—  HOBBIX BO3MOXKHOCTEH 1o HCIIOJIb30BaHUIO
ayreHTu(ukanuu ¢ ucrnonaszoanuem OpenlD Connect
1.0 (mpoBepka ayreHTHDHUKAINHA B (POHOBOM PEKHUME H
OTKPBITHE CTpPaHUIIBI ayTeHTU(UKAUN BO
BCIUIBIBAIOIIIEM OKHE);

—  BO3MOKHOCTEH o VIIPaBICHUIO JTaHHBIMU
OpraHu3aIny;

—  HOBBIX pa3pelieHni Ha JOCTYI K JJaHHBIM (SCOPE);

— BO3MOYKHOCTH BO3BpaTa IIOJIb30BaTeNsi B CHCTEMY,
HanpaBuBIlyl0  nonb3oBarenss B ECHUA g

BBITIOJIHEHUS OTIEPaIUid.

2.6

JloGaBneno onucanue cepuca «EguHBIA  cepBUC
YIPOIIEHHON WAeHTHU(PHUKAIUN Tonb3oBaTeneit Enunoi

CUCTEMBbI UIEHTU(UKAIIMY U ayTeHTU(QUKALTUN

2.7

JloGaBieHO OMHMCaHKE UCTIOIB30BAHMSI pa3perieHus (scope)

IJIg Iepeaavyun CBEJICHUM O JeTHIX.

2.8

Jlo6aBneHO ONMUCcaHne UCIIOB30BaHU pa3pereHus (scope)

«openid» AJId UHTCTrpaluu I/IH(l)OpMaI_II/IOHHLIX CUCTEM

2.9

Jlo6asneno B Tabnuny 11 «CoctaB Habopa JaHHBIX» ITYHKT
— MECTO pOXJAeHHs, mpu Bb3oBe ckoyna id doc wu
foreign_passport_doc

2.10

N3 TaGnuupl 11 UCKITIOUEH MMYHKT MECTO POKICHUS.
JloGaBneno onucanue ceppuca YIIPU/L.

YTouHneHa uHGopMaIys Mo CEpBUCY PEruCTparii.




Ho6asnen pa3aen b.9 [Ipenocrasnenue CITHCKA
WM3MEHEHHBIX MOJIb30BaTeNIel UM OpraHu3alui 3a Mepuoj
BpEMEHU

B tabnume 6 nobaBieHBI MapamMeTphl OTBETA HA 3alpoc O

MEPCOHAIBHBIX JaHHBIX MOJIb30BaTelis: Verifying u status.

2.11

K Tabnune 11 B npumeyannu 1006aBiieHO onMcaHue SCOPE,

ITO3BOJIOIIUX ITOJIYUYUTDb Fpa}K,Z[aHCTBO IIOJIB30BATCIIA.

2.12

YTouHEHO OMKMCaHUEe CTPYKTYPhl MapKepa UAeHTU(PUKALUU

(ITpunosxenue B.7).

2.13

B Ta6nume 11 mobasnen ckoyn «birthplacey.

2.14

B Tab6nuue 10 ucnpaBiaeHbl KOAbI OLINOOK.

2.15

B Tabnuue 11 no6asnen ckoym Usr_org.

2.16

JloGaBieHo onmcanue noyer «districty u «settlement» ms

arpubyta orgAddresses (Tabmuma 5).

2.17

17.01.2017

[Ipurapuna /1.A.

B Tabmuume 10 moGaBneH HOBBIM KOJI OIIMOKH TpH
OTCYTCTBUY Pa3pEIICHHUs Ha IOCTYI K YKa3aHHOMY CKOYITY.
B Tabnuue 6 moOaBieHbl mapaMeTphl OTBETa Ha 3alpoc O

KOHTaKTax moJyib3oBaress: VifValStu u verifyingValue.

2.18

31.01.2017

[Ipurapuna /1.A.

Jlo6aBiieH paszien ¢ ONUCaHUEM METOJla UMIOPTA Y4ETHOU

3anicu nosk3oBarens ([Ipunoxkenue b.9).

2.19

08.02.2017

Macaosa I'.B.

B tabnuie 6 usmenen napamerp fiasCode orsera Ha 3ampoc
O CBEJEHHMSIX 00 OTAETbHOM 3alUCU B NEpEeyHe aJpecoB

(u3nyecKoro Iuua.

2.20

09.03.2017

[Ipurapuna /1.A.

OOHOBNIEH aNropuT™M HMIIOpTa Y3, IpUMEp OTBETa Ha

3ampoc, 00s3aTebHOCTh noJiei aapeca (Ipunoxenne b.9).

2.21

10.04.2017

ITpurapuna /I.A.

Jlo6aBneHO ONUCaHWE TMOJNydyeHHs HWHPOpPMALUU Ui
ckoyma usr_org (ITpunoxenue B.4).

B TIlpunoxenun b.9 nob6aBneHo omnucaHue 3aroj0OBKOB
3ampoca (Request-Data, Request-Data Sign). O6HoBieHO
OINKCaHHME TMapaMeTpOB Series m number is TOKyMeHTa,

YIOCTOBEPSIOIIErO JTUYHOCTD.

2.22

02.05.2017

I'opbynosa O.E.

B Ilpunoxenue B.4 B nepeueHb CKOYNOB 100aBJIEH CKOYI
usr_avt.
Jlo6aBneHO OMUCaHWE TMONydeHHs] HWHPOpPMALUU Ui

ckoyma usr_avt (ITpunoxenue b.10).

2.23

04.05.2017

[Ipurapuna /1.A.

JloGaBineHo  omucaHue  OWMOOK  JUIsl  MapameTpa
errorStatusinfo (ITpunoxenue B.9).
OOHOBJICHO omucaHWe OTBeTa Juisi 3ampoca: https://esia-

8



https://esia-portal1.test.gosuslugi.ru/rs/orgs/100000/emps?embed=(elements.person)

portall.test.gosuslugi.ru/rs/orgs/100000/emps?embed=(ele
ments.person) (ITpunosxenue b.1).

2.24

20.06.2017

Macnosa I'.B.

OOHoOBIIeH mpuMep 3ampoca (BBI30OB CepBHCa B cpele
pazpabotku) B Ilpunoxkennu b.10 (moGaBnen mapamerp

«birthplacey.

2.25

03.07.2017

[Tpurapuna /I.A.

B pasnene 3.1.1 noGasiena nnpopmaiys 0 NpeKpameHu
nogyepxku SAML 2.0 8 ECUA.

B pasnmenax b.2, B.2.2, B.4, B.5 o0HOBJICHBI TIpUMEPHI,
Kacaroruecs ckoyma id_doc.

B pasgmenax B.6.2.2, B.6.2.3 00HOBIEHBI TpPUMEPHI

3aIIpOCOB.

2.26

18.07.2017

Macaosa I'.B.

Jlo6aBnena Tabmuma 10 ¢ komamMu OmMOOK OT CepBHUCa
HMITOPTA.

Jlis  mapamMeTpoB 3ampoca HMIIOPTa aKTyalu3HPOBAHbBI
¢bopMaThl JaHHBIX W 3HAYCHHE O053aTEILHOCTH IS
OTIIPaBKH B 3aIpoce.

B IMpunoxenusx b8, B 3.2, B4 ynanena wadpopmamus o
ckoyme shj_inf.

JloGaBneno mnpuioxenue [I4 mo ycTapeBHIUM cKoyHam

ECHA.

2.27

17.08.2017

[Ipurapuna /1.A.

OO6HoBIeHa 00s3aTEIBLHOCTh CIEAYIONIUX TOJEH 3ampoca
merona wumnopra (B.9): birthplace, series, number,

issuedBy.

2.28

29.08.2017

ITpurapuna /I.A.

B onucannu merona ummnopta (b.9) nobaBneH HOBBIM THIT
nokymenta — FRGN_PASS (3arpannysblii macmopt
rpaxaanuHa P®), OOHOBIEHO oOMNHUcaHUWE TIapaMeTPOB
3arpoca Juis JOKYMEHTa, Y0CTOBEPSIONIETr0 JTUYHOCTb.

B Tab6mune 11 ans mapamerpa flowDetails B mone name
nobaBieHO HOBOe 3Hauenue — raRegistrationEndorsement

(moaTBepkAeHNe peructpanu noyp3osareiaem no CMC).

2.29

08.11.2017

ITpurapuna /I.A.

O6HoBnena obs3arensHOCTh monst mMiddleName 3ampoca

metoaa ummnopta (b.9).



https://esia-portal1.test.gosuslugi.ru/rs/orgs/100000/emps?embed=(elements.person)
https://esia-portal1.test.gosuslugi.ru/rs/orgs/100000/emps?embed=(elements.person)

2.30

19.12.2017

Macimnosa I'.B.

OoHogiiena obOs3aTenpHOCTh ot MiddleName 3anpoca

metozaa ummnopta (b.9).

2.31

26.12.2017

Kykona JI.A.

JloOaByieHbl HOBBIC MApaMeTpbl B OTBETE Ha 3ampoc IpHU
MOJIYYCHUH JaHHBIX opranu3anuu (rs/orgs, b.4).
JloGaBiieHbI HOBBIE MTAPAMETPBI MPU OTBETE Ha 3aMPOC MPU

IIOJIY4YCHHU N CIIMCKa OpraHu3anysa IIOJIB30BaTECIA

(rs/prns/{prn_oid}/roles, B.4).

2.32

30.01.2018

Macimnosa I'.B.

Buecens!l yrounenus B Tabnuity 8.

2.33

02.02.2018

Macmnosa I'.B.

Buecens! n3menenus B paszzaen 3.5 «Bo3Bpar noip3oBares
B CHUCTEMY, BbI3BaBLIYIO Ipo¢uib noas3zoBarens B ECUA

WM peructpaiuio nojin3onarens B ECUA».

2.34

09.02.2018

Macmnosa I'.B.

HcnpasieHbl onevarku.
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2.35

01.03.2018

Hupuxos A.M.

Buecens! usmenenus B [punoxenne b.9 Umnopt yuetnoit

3aICH TIOJIb30BATEIS:

— B TabmuIe ¢ ONUCaHWEM [apaMeTpoB 3arpoca:
00s13aTeIbHOCTL MapameTpa JdokyMeHrta issuedBy —
HaMMEHOBAHHUE [10/IPa3/ICICHHUs, BBIIABIIETO MAacoOPT —
yka3aHa kak Y/N (o0si3aTesieH TOJIBKO JJIs MMacmopTa
rpaxxaanuHa P®D);

— B TpUMeEpe 3ampoca UMIOpTa Y3 CKOPPEKTHPOBAHO
coaepxumoe seMenTa addresses;

— CKOPPCKTUPOBaHbI TPUMEPHl OTBETOB Ha 3aIpoc
umnopra ¥Y3;

— Tabnuua 10 — Koas!l 1 onucanue omuOOK OT cepBuca
uMmriopta: noo6asnensl koxel ESIA-030007, ESIA-
032205, ESIA-039812, ESIA-039815, u ux onuMcaHus;

— Tabmuma 11 — [TapameTpsl OTBETA Ha 3aMpoOC O CTATyCe
NPOBEPKH JIaHHBIX IIOJIb30BATelis: B  OIUCAHUE
nobaeyieH mapametp personOid — wupenTudurarop
3aperuCTPUPOBAHHON YUETHOM 3aINCH,

— Tab6muma 11 — ITapameTpsl OTBETa Ha 3aIIPOC O CTATyCE
MPOBEPKMA  JAHHBIX IIOJIb30BATENS: B  IEPEUYCHD
BO3MOXXHBIX 3HAu€HUN arpubyra Name mapameTpa
flowDetails no6asneno 3mauenme «C» - omepauus
OTMEHEHA,

— CkopperupoBaH OCHOBHOM u N00aBJICHBI
JIOTIOTHATEIFHBIC TPUMEPhI OTBETOB HA 3alpoc O

CTaTyCEC BBIINIOJIHCHUA 3asBKU.

2.36

07.03.2018

XKyxosa [I.A.

HobGaBnen pasgen «YaaneHHas UACHTUQUKAIMSA C
UCIIOJIb30BaHUEM  OHOMETpUYECKOW  UACHTHU(UKAIII

(TTpunosxenwue B.8).

2.37

12.03.2018

Macaosa I'.B.

I/ICHpaBHCHH OIICYAaTKH.
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2.37

13.03.2018

Hupuxos A.M.

BeimonmHeHsl  10paOOTKM ¥ BHECEHBI W3MCHEHUS B

[Ipunoxenne b.9 Mnopt yueTHoM 3anucu Mojib30BaTENs:

— OOHOBJIEHA CXeMa, NpeACTaBICHHas Ha pUCyHKe 14 —
Auroput™ nmnopra ydetHol 3anucu B ECUA;

— CKOppEeKTHpOBaHa TaliMIa ¢ mapaMeTpamMH OTBETa Ha
3anpoc umnopra Y3 B ECUA:

— B [pPUMEYAHHAX  JI00ABIEHO  ONHCAHUE
BO3MO>KHBIX 3HAYECHUH BO3paIlaeMoro
napamerpa code (Koz 3aBepiieHus oneparun);

— B IpUMEYaHUSX  J00aBIEHO  OIHKCAaHUE
Ha3HAYECHUS BO3paIlaeMoro napamerpa
description  (TekcroBoe  omucaHue  Koja
3aBEPIICHUS OTIEPALIUH);

— B IpUMEYaHUSAX  JI00aBJIEHO  OIMCaHUE
HA3HA4YCHHs BO3pallaeMoro mapaMmerpa message
(TekcroBoe OTHCaHue Koza OLIMOKHU
BBIMOJIHEHUS OTICPALIVH);

— Tabnuma 10 — Koasl u onucanue ommbOOK OT cepBUca
UMITOpTA!

— CKOPpPEKTHpPOBAHO COJEpPXKMMOE CTOJI0ma ¢
ONKMCAHWEM KOJOB BO3BpaTa Uil HEKOTOPBIX
KOJIOB OIINOOK;

— nobasnen kon ommbOku ESIA-910307 wu ero

OITMCaHuC.
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2.38

10.04.2018

Hupuxos A.M.

BoinonHensl  10pa0OTKM M BHECEHBl HW3MEHEHUS B
[Ipunoxenne b.9 Mnopt yueTHoM 3anucu Mojib30BaTENs:
— Tabmuma 11 — [TapameTpsl OTBETA Ha 3aMpoc O CTaTyce
IPOBEPKM  JIaHHBIX  II0JIb30BATENs:  IepeueHb
BO3MOXHBIX 3HadeHUH arpulOyra Name mnapamerpa
flowDetails pa3znenen Ha 1Be BO3BpaliaeMbie IPYIIIbL:
® 3aJ]a4d U CTaTyChl U3 BBIIOJHEHHUS O MOMEHTa
3aBepuieHus nposepku CHUJIC;
® 3aJaud M CTAaTyChl HUX BBINOJHEHHUS MOCie
ycnemHoro 3asepiieHus nposepku CHUJIIC u
co3JaHus ynpoui¢HHo ¥Y3;
— CKOpPPEKTUPOBaHbl MPUMEPHI OTBETOB Ha 3alpoc O
CTaTyce BBINOJHEHUS 3aiBKM — B COOTBETCTBHUE C
pasziesieHneM CTaTyCcoB Ha JIBE€ BO3BpAIllaeMble TPYIIIbI

(mo u mocine mpoepku CHUJIC).

2.39

28.04.2018

Macmnosa I'.B.

Buecensl usmenenust B [Ipunoxenne b.1 ~ O0uue

CBesleHUs 0 mporpaMMHoM uHTepdeiice ECUA.

2.40

29.06.2018

XKyxosa [I.A.

OOHoBJIeHUE omnucaHus WHGOPMAIMA O TOJYYCHUH
aBatapa noss3oBarens ([Ipunoxenne b.10).

Jononnenue pasnena o0 yaaleHHOW HIAEHTU(UKAIIUU C
UCTIOJIb30BAHUEM  OMOMETPUYECKOW  WIACHTU(DHUKAIMH
pUMepaMu MOJTy4aeMbIX MapKepoB JOCTyTIa
(TTpunoxxenne B.8) u oOmielt cxemMol B3auMOJCHCTBHUS

Y4aCTHHUKOB.

241

04.07.2018

XKyxosa [I.A.

JloGaBnieHO omHcaHUe HOBOro SCOpe — «ext_auth_resulty
(ITpunosxenue B.4).

O6noBneHa nH(oOpMaIKsa O CTPYKTYpe MapKepa J0CTyIa,
BeimaBaeMoro ECHMA, B wyacTHOCTH 00 anropurme

um¢pposanus ([Ipunoxenue B.5).

2.42

17.07.2018

XKyxosa [I.A.

Jlo6aBneHbl HOBBIE THIBI CBUJAETENBCTBA O POXKICHUM U
HOBBIN apaMeTp (HOMep aKTOBOM 3alMCH) MPH MOJIyYEHUN
nH(pOpMaLIUY O TOKYMEHTaX MOJIb30BaTelNs U O TOKYMEHTax

nereit monb3oBarens. ([Ipunoxenue b.2).
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2.43

30.07.2018

XKyxosa [I.A.

JloGaBnena wHpOpMAUS O HEOOXOJUMOCTH HATHYHUS
MOATBEPIKICHHOTO MOOWIBHOTO TenedoHa B mpoduiie
M0JIb30BaTEIsl MPH HW3MCHEHHHM OCHOBHBIX [AaHHBIX B

CTaHIapTHOU U moaTBepxkaeHHom Y3 (1m.4.2.1).

2.44

26.09.2018

XKyxosa [I.A.

OOnoBiiena wuHPOpPMALUs O 3aBEPUICHUU YNAJICHHOU
UICHTUPUKAITUT M0JIb30BATENS (momyuenue
M0JIb30BaTeIbCKOro Mapkepa aoctymna) ([Ipunoxenue B.S,
m.2).

Jo6aBnen HoOBbIM kox ommOku B Tabmmmy 10 — ESIA-
032110 (ITpunoxenue B.9).

JloGaBnena undopmarius o 3aBepiiennu ceccuu ECUA npu
3akpbiTHU Opay3epa (11.3.2.1, m.3.3).

JNloGaBnena wHOpMAIMS O BO3MOXHOCTH OOMEHa
AaBTOPH3AIIMOHHOTO KOJAa Ha OJMH MapKep JOCTyIa

(ITpunosxenus B.2.3 u B.6.3).

2.45

5.10.2018

XKyxosa /I.A.

JlobGaBnena wHoOpManus O HACTPOHKE CPOKOB >KH3HH
Mapkepa noctymna u mapkepa ooHomienus (IIpumosxenue
b.1).

Jlo6aBneHa nHpopManus o JOMOJHUTEIbHBIX BO3MOMXKHBIX
KO/ax OmHOOK MpH MOJTYYSHUH MapKepa JI0CTyla B 0OMEH

Ha Mapkep oOHoBieHus ([Ipunoxenue B.2.4).

2.45

22.10.2018

[upuxos A.M.

[Ipunoxenue B.7 — B nonpaznen CBeeHus 0 CTPYKType
Mapkepa UACHTHPHUKAIUN: T100aBICHO OMUCaHHE
BO3MOXKHBIX TUTIOB CyObekTa (“urn:esia:shj:typ”).
[Ipunoxenune B.8 — VYnpanéwnas wunentuduxamus c
WCIOJIb30BaHUEM OHOMETPUYECKON HUICHTH(PUKAIIUU: B
noapaszfene «2. 3aBeplieHUe yAaleHHOW HASHTUDUKALIUN
MOJIB30BATENs, IOJIYYEHUE I0JIb30BATEIBCKOrO MapKepa
JOCTYIIa» CKOPPEKTUPOBaH puMep cocraBa

pacupenHoro mapkepa goctyna (PAYLOAD-vacts)

2.46

26.11.2018

Macaosa I'.B.

B IMpunoxenun b.2 REST-API /prns/{oid}/ctts/{ctt_id}

yaajieHa HHPOPMAIIHSI O CITYKEOHOM 3JIEKTPOHHOM MouTe.

14




2.47 27.11.2018 | Me3un [I.A B tabnuie 10 ckoppekTHpoBaHO OMTMCAaHUE KOJIOB BO3BpaTa
JUTSI KOJIOB OIITMOOK:
e ESIA-032205;
e ESIA-039815.
2.48 06.12.2018 | Macnosa I'.B. Ho6asnena unpopmanus o noanepxkke ['OCT P 34.10-

2012.
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CIIUCOK COKPAILIEHUH

Coxpamenue / HaumeHoBaHue / onpeaesieHue

TePMHH

EI'PUII EnuHbIil rocy1apCTBEHHBIN peeCTp UHAUBUYAIbHBIX IIPEANPUHAMATEIEH

EI'PIOJI Enunblii rocy1apcTBEHHBIA PEECTp IOPUANIYECKUX JTUIL

EIITY denepanpHas rocyaapcTBeHHas nHGpopManuoHHas cucteMa «EnuHbpIi
[OpTaJl TOCYAaPCTBEHHBIX U MyHULUIIAIBHBIX YCIYT ((QYyHKIIMM)»

ECHA denepanbHas TocyaapcTBeHHas HHPpopMarmonHas cuctema «Exqunas
cucreMa UJIeHTU(UKALUKU U ayTeHTU(PUKaLuu B UHQPacTpyKType,
obecneunBaromeil UHHOPMAILIMOHHO-TEXHOJIOIMYECKOE B3aUMO/IeHCTBIE
WH(POPMAIIMOHHBIX CHCTEM, UCIIOIB3YEMBIX JIJIS IPEIOCTABICHUS
roCy/1apCTBEHHBIX U MYHUIIMIIAJIBHBIX YCIYT B 3JIEKTPOHHON Gopme»

NHH NnentrudukaninoHHbIN HOMEP HAJIOTOILIATEIbIINKA

ncC HNudopmanmonHas cucrema

KO3II YcuneHHas KBaTu(pUIMPOBAHHAS AIEKTPOHHAS TTOAINCH

OI'B Opran rocynapctseHHo Biactu. denepanbHble OpraHbl HCIIOTHUTEIBHOM
BJIACTH, TOCYIaPCTBEHHbIE BHEOIO/DKETHBIE (DOH/IbI, OpPTaHbl
HCIIOJIHUTENBHOM BiacTu cyobekToB Poccuiickoit deneparuu, opranbl
MECTHOI'O CaMOYIPABIICHUS], TOCYJaPCTBEHHBIE 1 MYHUIIMIIAJIbHBIC
YUPEXAE€HUS,, MHOTO(QYHKIIMOHAIBHBIX [IEHTPOB MPEAOCTABICHHS
roCyapCTBEHHBIX 1 MyHHUIIMIIAJIBHBIX YCIYT, a TAKKE MHBIE OPTaHU3ALNH,
ornpezeneHHble (eepaabHbIMU 3aKOHaMU, akTamu [Ipe3nnenTa
Poccniickoit ®enepanuu u akramu [IpaBurenscrBa Poccniickoit
denepaunun

OI'PH OCHOBHOI TOCYJapCTBEHHBIN PErMCTPALIMOHHBIN HOMED

OI'PHUII OCHOBHOH TOCYIapCTBEHHBIN PETUCTPALMOHHBIN HOMEP UHANBUIYAIBHOTO
MpEATPUHUMATEIIS

Oneparop Bblaun Opran nim opranu3zaiys, 001a/1aromias IpaBoM COo3aHus (3aMeHbl) KIIroua

kiroua 1511 I191I1 B cootBeTcTBUU ¢ mocTaHOBIeHUEM [IpaBurtenscTBa PD ot 25 auBaps
2013 r. Ne 33 «O06 ucnonb30BaHUM MTPOCTOM FIEKTPOHHOM MOANKCH TPU
OKa3aHUM IOCYIapCTBEHHBIX M MYHUIIUIIAIBHBIX YCIYI». B COOTBETCTBUY C
yKa3aHHBIM 1ocTaHoBieHueM [IpaBurenscTBa, kauectBe OniepaTopoB
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Coxpamenue /
TePMUH

HaumeHoBaHue / onpeaesieHue

BbIaun kiatoua 1311 moryT BeicTynarts (heaepalibHbIe OpTraHbl
WCIIOJIHUTENIBHOM BJIACTH, TOCYAApCTBEHHBIE BHEOIOKETHBIE (DOH/IBL,
OpraHbl HCTIOJTHUTEIBHOM BJIacTH CyObeKTOB Poccuiickoit Deaepannw,
OpraHbl MECTHOT'O CaMOYIIPABJIEHUS, TOCYJapCTBEHHbBIE U MYHULIMIIAJIbHbIE
YUPEXKACHUS, MHOTO(QYHKIIMOHATBHBIE LIEHTPHI MPEJOCTaBICHUS
roCyJapCTBEHHBIX U MyHULIMIIATIBHBIX YCIYT, & TAK)KE UHbIE OpPraHU3alNH,
omnpezeneHHbIe (eaepaibHbIMU 3aKOHAaMU, akTamu [Ipesunenta
Poccuiickoit ®enepanuu u akramu [Ipasurenscra Poccniickoit
®depepannu (a TakKe YIIOJIHOMOYCHHBIC UMU OpPTraHU3aIim ),
OCYUIECTBJISIOIINE OKa3aHUE TOCYAAPCTBEHHBIX WM MYHULIMITAIBHBIX
yCIYT ¥ MOJKITIOYEHHBIE K HHPPACTPYKTYpE, 00ecrednBaroiei
MH(OPMALIMOHHO-TEXHOJIOTUYECKOE B3aUMOICHCTBUE HH(POPMAITMOHHBIX
CUCTEM, UCIIOJIb3YEMBIX JJIsl IPEOCTABIEHHUS TOCYAapCTBEHHBIX U

MYHUIIUTIATBHBIX YCIYT B 3JIEKTPOHHOU (hopme

Oneparop ECUA

MMUHUCTEPCTBO CBA3U U MAaCCOBBIX KOMMyHUKanui Poccuiickoi

®denepanun

Omnepatop UC

Opranuzanys, OCyIIeCTBISONMAas perucTpanuio u yrnpasienue C. B
kauecTBe orneparopoB VC, BKIIFOUEHHBIX B PETUCTP WH(DOPMALIMOHHBIX
cuctem ECHUA, MoryT ObITh OpraHu3aiuu, 00ecreynuBaroie pereHmue
CIIEAYIOINX 3a/1a4:

— TpeaocTaBleHUE TOCYIAPCTBEHHBIX U MYHUIIUTIANBHBIX YCIIYT;

— HCTOJHEHHE rOCyAapCTBEHHBIX M MYHHUIIUIAIBHBIX (QYHKIUH;

— ¢opmupoBanue bI'1P;

— MEXBEIOMCTBEHHOE DJIEKTPOHHOE B3aUMO/ICHCTBHE;

— WHBIC 33]]a91, IPETyCMOTPEHHBIE (eiepalTbHBIMK 3aKOHAMH,

axtamu [Ipesnnenrta PO u akramu IIpaBurenscrea PO.

ITons3oBarens ECUA

[Tonp30Barens HHHOPMAIMOHHO-TEIEKOMMYHUKAIIMOHHOM CeTH
«HuTtepHer», 3apeructpupoBannbiii B ECA B kauecTBe (hri3nueckoro
nuna. MokeT IMeTh pOJIM HHIMBUAYAIbHOTO IPEANPUHAMATEIIS,

COTPYAHUKA OPUAUYICCKOIO JIUIA, JOJKHOCTHOI'O JIMIIa OI'B
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Coxpamenue /
TePMUH

HaumeHoBaHue / onpeaesieHue

ITocTaBuuk ycmyr

NC, unrerpuposannas ¢ ECUA u ocyuiecTBisomas npeiocTaBieHue
noabs3oBatessiMm ECUA naHHBIX M yCIyT, B YaCTHOCTH, TOCYJIapPCTBEHHBIX U

MYHHIIMITAIBHBIX YCIYT B 3JIEKTPOHHOI Qopme

[1911

IIpocras 35eKTpoHHas OAIUCH

Pernmament

PermaMeHT B3anMOACHCTBHS Y9aCTHUKOB HH(OPMAITMOHHOTO
B3auMozeicTBus ¢ oneparopom ECUA u oneparopoM HHPpACTPyKTyphI
ANEKTPOHHOTO MPABUTENHCTBA MPU OpraHU3aINKi UH()OPMAIIMOHHO-
TEXHOJOTHYECKOTO B3aMMOACHCTBHSI HHPOPMAIIMOHHBIX CHCTEM C

ucronp3oBanneM ECUA

CMO5B

(DenepanLHaﬂ TroCcy1apCTBCHHAA I/IHCI)OpMaHI/IOHHaH cuctema «Eaunas

CUCTCMa MCKBCAOMCTBCHHOI'O 3JICKTPOHHOI'O B3aHMOﬂeﬁCTBHH))

CHUIIC

CrtpaxoBoil HOMep UHAUBUIYATEHOTO JUIEBOTO CYETa 3aCTPAXOBAHHOTO
JUIa B cucteMe nepcoHuduipoBanHoro yuera [lencrnonnoro gponaa

Poccun

Cnenunanuct Llentpa

Cotpynuuk Oneparopa Beinauu kitoua [1911, ocymecTustomuii

o0cy>)KUBaHUS MOATBEPKICHUE TUYHOCTH TTosib3oBaTeneit ECUA

TexHonornyeckui Crieninann3upoBaHHOE BEO-TIPUTIOKEHUE, PA3MEIICHHOE TI0 afpecy

nopran ECUA https://esia.gosuslugi.ru/console/tech. ITpeana3nadeHo, B 4aCTHOCTH, IS
ympasienus UC opranuzanuit

)50 damMunus, UM, OTYECTBO

Llentp obcmyx)uBaHUs

Lentp obcmy)uBaHMS OpraHa WM OpraHu3aluy, UMEIoLIel MpaBo
co3ianus (3aMeHbl) U Belaun kimroya [1311. B Lentpe obcmykuBanus
cnenuanuctamu LleHTpa o0ciyKUBaHUsI OCYIIECTBIISIETCS PETUCTPALIUS

W/WIH TIOATBEPKACHNUE THUYHOCTH Tonib3oBareneit ECUA

HOJI FOpunnueckoe nuio

OAuth OTKpBITHIN POTOKOJI aBTOPU3ALUN

REST Ilepenaua penpesentaruBHoro cocrostuus (Representational State Transfer)
SAML Security Assertion Markup Language

SMS Ciyx0a kopoTkux coobmenuii (Short Message Service)
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https://esia.gosuslugi.ru/console/tech

1 BBEJIEHMUE

[lepexon K OKa3aHUIO TOCYAApPCTBEHHBIX M MYHULMIAIBHBIX YCIYT B 3JIEKTPOHHOM BHJIE
TpeOyeT OT rocyaapcTBa MPEJOCTAaBUTH JIIOASM U OpraHaM TOCYIapCTBEHHOW BJIACTH BO3MO>KHOCTH
6e3omacHo uAeHTU(GUIUPOBATH APYT Apyra onjaiiH. Korja oA u opranbsl rocy1apcTBEHHON BJIACTH
MOTYT JIOBEPSThH pe3yybTaTaM HACHTU(UKAIMK APYT Ipyra, OHH MOTYT MPEIOCTABIATh M MOTPEOIISATH
YCIIyTH, YeTO HENb3st ObLI0 ObI JOCTHYD B IPYIOM Ciydae M3-3a OOJBIION CIIOKHOCTH MJIM BaXXHOCTH
YCIIYT.

B Tekymieli onnaiiH cpeme OT JroAed TpeOyeTrcs BeACHUE ACCATKOB pas3IMYHBIX HMEH
MOJIb30BaTEICH U TapoJjied — MO OJHOM Mape i KaKIoro BeOcaiiTa, ¢ KOTOPBIM IOJIH30BATEIh
B3aumojeiictByeT. COXKHOCTh TaKOTO IOAXOAa SBISETCS OpeMeHeM JUIsl JIoJIed U IMOTBOPCTBYET
TaKoMY MOBEJEHUI0, KaK TOBTOPHOE UCI0JIb30BAaHUE NAPOJIEH, UTO YIPOIIAET OHJIailH MOILIEHHUYECTBA
U HapylleHus uaeHTuukauud. B To ke BpeMs opranbl rocyJapCTBEHHOW BJIACTU CTAJIKHBAIOTCS C
IIOCTOSIHHO BO3pacTalolMMU 3aTpaTaMd Ha yIpaBieHUE YUYETHBIMU 3alUMCAMHU I10JIb30BATENCH,
MOCTICICTBUSIMA OHJIAWH MOIIEHHHYECTB M HEI(PPEKTHUBHOCTHIO AIIEKTPOHHBIX YCIYT B PE3yibTaTe
HEeXeIaHUs NOTEHIMAIbHBIMHU MOJIb30BATEISIMU IPOXOIUTh PETUCTPALIUIO €11I€ OAHOW YUETHOM 3aIUCH.

Cosnmannas MunkoMmcBsa3sio Poccuu @I'IC ECHUA:

1. IlpenoctaBisieT UCHOIB3YIOMIUM €€ MH(POPMAIMOHHBIM CHCTEMaM OpPraHOB TOCYJapCTBEHHOM
BJIACTU PEIIIEHHE IO JOCTOBEPHOW HACHTHU(UKAIMK IMOJb30BaTeNel (Kak (u3nuecKkux, Tak U
nomxHocTHBIX il FOJI u OI'B), nocturnyroit 61arogapst Tomy, 4To:

— peructpanus auna B ECHUA compsikeHa ¢ NMpoBEpKOM 3HAYMMBIX JUIS  yJIOCTOBEPEHMS
JIUYHOCTH KPUTEPUEB;

— ECHA o0ecneunBaer 3amuTy pa3MeUnIéHHOW B HelW HMHQOpMalMM B COOTBETCTBUU C
3akoHoarenbeTBOM Pocceuniickoit denepanuu.

2. SIBnseTcs OpHEHTUPOBAHHOM Ha MOJIB30BATENS — MPEIOCTABIIAET EMY BO3MOXKHOCTH:

— uIeHTUPUKAIMKU W ayTeHTH(PHUKAIMH C HWCIOJIB30BaHWEM €IMHON YYETHOW 3alucu Hu
IIUPOKOTO CIIEKTPa MOIJICPKUBAEMBIX METOI0B ayTeHTHU(PHUKAIINH TTPU JOCTYIIE K Pa3TMYHBIM
MH(OPMALIMOHHBIM CUCTEMaM OpPraHOB FOCY/IapCTBEHHOW BIIACTH;

— YIpaBli€HUs CBOMMH NEPCOHAIBLHBIMU JaHHBIMU, pa3MmenieHHbIMU B ECHA, 1 KOHTpOs Haj

HUX IpEAOCTABIICHUCM B I/IH(l)OpMaHI/IOHHI)Ie CHUCTEMBI OpPraHOB FOCYHapCTBeHHOﬁ BJIaCTH.
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1.1 Ha3nayeHue JOKyMeHTa
Hacrosimuit noxkyMeHT:
1. OnwuceiBaer 6a30BbIe clieHapUH Ucnoiab3oBanus ECHUA:
— uAeHTUUKAIMSA M ayTeHTH(HKANUs MOJb30BaTeNel MpU JOCTyNEe K HH(POPMAIMOHHBIM
CHCTEMaM OpPTr'aHOB IOCYAAapPCTBEHHOM BiacTH (paszaen 3);
— BEJCHHE HICHTHU(HUKAIIMOHHBIX JaHHBIX U MOJTHOMOYHIA MOJIb30BaTeei (pasaen 4);
— MoJy4eHHUs WH(POPMAIMOHHBIMH CHCTEMaMH OPTaHOB rOCYIapCTBEHHOW BIIACTH JAHHBIX U3
peructpoB, xpanuMbix B ECUA (pasnen 4).
2. Tloscuser mnopsamok BeneHuss B ECHA peructpoB (CIpaBOYHUKOB), HEOOXOAMMBIX ISt
peanuzanuu 6a30BBIX ClieHapHeB Hcnonb3oBanus ECUA:

— PETUcCTp (bHSH‘IeCKI/IX JINIT,

PErUCTp IOPUAUNYCCKUX JIUI U JOJDKHOCTHBIX JIMI FOPUIUYCCKUX JIUIL;

PETUCTP OPraHOB TOCYAAPCTBEHHOM BIIACTH U IOJKHOCTHBIX JIMI] OPTaHOB FOCYIapCTBEHHOU

BJIaCTH,

peructp HHPOPMALIMOHHBIX CUCTEM.
3. IlpenocraBiser MeToAMYECKHE PEKOMEHJALMU 110 MHTErpanud WHGOPMALMOHHBIX CHCTEM C
ECHA u oOecrieueHHIO COOTBETCTBHUS MOJOKEHUSIM HOPMAaTHBHO-IPABOBBIX aKTOB B YacTH

ncnoiibzoBanus ECHUA.

1.2 HopmaTuBHBIE CCHLIKHU

Hacrosimuii 1oOKyMeHT pa3paboTaH B LEISIX pealn3alud U BO MHCIOJHEHHE CIEAYIOIUX
HOPMAaTHBHO-TIPABOBBIX aKTOB:

— ®enepanpubiii 3akoH 0T 27 utons 2010 r. Ne 210-d3 «O6 opraHuzaii mpeaocTaBIeHUs
TOCYJapCTBEHHBIX U MYHHIIUTIAIBHBIX YCITYT.

— Oenepanbhblil 3akoH 0T 6 anperst 2011 r. Ne 63-D3 «O0 >71eKTpOHHON MOAHUCH.

— T'ocynapctennas nporpamma Poccuiickoit @eneparun «MHpopmannonnoe obmectso (2011
— 2020 ronael)», yrBepxkAcHHasA pacnopsbkeHueM l[IpaButenbcrBa Poccuiickoin @enepanyu
ot 20 okTs0pst 2010 . Ne 1815-p.

— Ilocranosnenue IIpaBurensctBa Poccuiickoit @enepannn ot 28 HosOps 2011 r. Ne 977 «O
dbenepasibHON  rocymapcTBeHHOW  uH(poOpmanmoHHOW  cucteme «EnmnHas  cucrtema
UACHTUGUKAIIMMY M ayTeHTU(UKauuu B HHQpacTpyKType,  oOecledrBarouIeil

I/IH(bOpMaI_[I/IOHHO-TGXHOJIOFI/I‘-IGCKOG B3aHMOI[efICTBHe I/IH(bOpMaI_[I/IOHHI:IX CHUCTEM,
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UCTOJNB3YyEeMBIX ISl MPEJOCTaBJICHUS TOCYJApCTBEHHBIX M MYHHIMIAIBHBIX YCIYr B
AJIEKTPOHHOHU (popMe».

[Tocranosnenue [IpaButenscTBa Poccuiickoit @enepanuu ot 9 deBpans 2012 r. Ne 111 «O6
JJIEKTPOHHOW IOAIMCH, MCIOJIb3YEMOM OpraHaMy HCIOJHUTENIBHONW BIJIACTH W OpraHaMu
MECTHOT'0 CAMOYIIPABJICHUS IPH OPraHU3aLMU SJIEKTPOHHOIO B3aUMOAECHCTBUS MEKIY COOOH,
O TOpsiiKe €€ MCIIOJIb30BaHMs, a TaKkKe 00 yCTaHOBJICHHWU TPeOOBAHUN K OOECHEUCHMIO
COBMECTHMOCTH CPEJICTB IEKTPOHHON MOITHCH.

[Tocranosnenue [IpaBurensctBa Poccuiickoit @eneparuu ot 25 suBaps 2013 r. Ne 33 «O06
WCTIOJB30BAHUU TIPOCTON AIIEKTPOHHOW TOJNHCHA TpPU OKa3aHWHM TOCYHApCTBEHHBIX U
MYHULUIAIBHBIX YCIYTI».

[Tocranosnenue IIpaButenscrBa Poccuiickoit @enepanuu ot 10 urons 2013 1. Ne 584 «O6
UCIOJIb30BaHUU (pefepaibHOM TOCyAapcTBEHHOM HH(POpPMAaLMOHHOM cuctembl «EnnHas
cucreMa WAEGHTUQUKAMM M ayTeHTu(uKauuu B HHQpacTpykType, oOecrneuynBaromeit
MH(POPMAIIMOHHO-TEXHOJIOTHYECKOE  B3aMMOJACUCTBHE  HMH(OPMAIIMOHHBIX  CHCTEM,
WCTOJNB3YEeMBIX ISl TPEJOCTABICHUS TOCYIJAPCTBEHHBIX W MYHHUIUIAIBHBIX YCIYyT B
3JIEKTPOHHOH (opme».

[Tonoxenne «O6 uHPpacTpykType, odecnieurBaromed HHHOPMaIMOHHO-TEXHOIOTHUECKOE
B3aUMOJICHCTBHE HMH(DOPMAIIMOHHBIX CHUCTEM, MHCIOJIb3YEMBbIX ISl PEJOCTaBICHUS
TOCYJapCTBEHHbIX M MYHHIMIAIBHBIX YCIYT B 3JEKTPOHHOH (hopMme», YTBEpKIEHHOE
nocraHoBieHneM [IpaButenscTBa Poccuiickoit @eneparmu ot 8 mrons 2011 r. Ne 451.
[Tonoxenne «O denepanbHO rocyaapcTBEHHONM HHpOpManMOHHOM cucteme «Ennnas
cucteMa WACHTH(UKAIMU U ayTeHTH(UKAIMU B HHPPACTPYKType, obOecreunBaronieit
MH(POPMAIMOHHO-TEXHOJIOTHYECKOE  B3aMMOJCUCTBHE  HMH(MOPMAIIMOHHBIX  CHCTEM,
UCTOJb3YEeMBbIX JJISi MPEJOCTaBIE€HUS] TOCYIAPCTBEHHBIX W MYHUIUNAIBHBIX YCIYI B
ANEKTPOHHOU popmey, yTBepxkAEHHOE TpukazoM MuHkoMmcBsizu Poccun ot 13 anpens 2012 .

Ne 107.
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2 OBHIEE OIIUCAHUE ECHA

B coorBerctBum ¢ mocraHosieHueM lIpaButensctBa  Poccumiickon = Penepauuu
ot 28 Hosi6ps 2011 r. Ne 977 ECUA noimkHa obecrneunBaTh CAaHKIIMOHUPOBAHHBIN JOCTYI YYaCTHUKOB
MH(POPMAIIMOHHOTO B3aWMOJCHCTBUA (3asgBUTENe W HoKHOCTHBIX jull OI'B) k wuHpopmanuu,
colepkamieiics B~ TOCYJapCTBEHHBIX  HMH(MOPMAIIMOHHBIX  CHUCTEMaxX,  MYHHULIUMAIBHBIX
MH(POPMAIMOHHBIX CHCTEMaX M UHBIX HH(OPMAIIMOHHBIX CUCTEMAX.

ITpu 5rom ECHA He obecrieunBaeT BBITIOJIHEHHE ITPOILIECCOB MACHTHU(MUKAITIH, ayTCHTH(HUKAITIH
U aBTOPHU3AlMU YYaCTHUKOB MEKBEJOMCTBEHHOI'O B3aWMOJCWUCTBUSA, BO3HHUKAIOUIUX B Ipoliecce
ucnonb3oBanuss CMOB, B 4YacTHOCTH, TpH B3aUMOACUCTBHHM HWH(POPMAIIMOHHBIX CHCTEM C
ucnosbs3oBanueM CMOB.

OcHoBHble GyHKIIMOHATBHBIE BO3MOXHOCTH ECUA:

— uJeHTU(UKaLUs U ayTeHTU(PUKALMS 0JIb30BaTeNEH, B TOM YHCIIE:

— OJHOKpaTHas ayTeHTH(UKamusa', KkoTopas maeT momb3oBatensm ECHUA crnemyromee
MPEUMYIIECTBO: MpoiAs mnpouenaypy wuaeHtuduxkauuu u ayreHtugukanuun B ECHA,
MOJIb30BaTeIh MOXKET B TEUEHHUE OJHOro ceaHca pabOThl oOpam@aThCs K ITIOOBIM
nH(OpPMALIMOHHBIM  cucTeMaMm, wucnoisdytomum ECHUA, mnpu 3ToM  MNOBTOpHas
UACHTUQUKAIUS U ayTeHTU(PUKALUSA HEe TpeOyeTcs.

— MOJJEpKKa Pa3IMYHBIX METOA0B ayTEHTHU(PHUKAIMU: 110 TAPOJII0, 10 AJIEKTPOHHOMN MOJIIHCH,
a Takke AByX(pakTopHas ayTeHTHU(PUKAIus (10 MOCTOSIHHOMY Iapojil0 U OJHOPA30BOMY
MapoJIto, BBICKIJIAEMOMY B BHJI€ SMS-COOOIEHUS);

— TOJJIEpXKKa YPOBHEH TOCTOBEPHOCTH MICHTH(UKAIMH MTOJI30BaTeNs (YIIPOIICHHAs ydeTHAsI
3aliCh, CTAHIAPTHAS yUeTHAsH 3alTUCh, OATBEP)KICHHAS YUCTHAS 3aIUCh).

— BCACHHUC I/II[GHTI/I(l)I/IKaHI/IOHHBIX I[.’:lHHI)IX2

, @ UMEHHO — BEJICHHE PETUCTPOB (PUIMUECKUX,
IOpUIMYECKUX JIUI, OPTaHOB M OpraHu3alui, JTOJKHOCTHBIX JIMI] OPTaHOB M OpraHU3alMi U
WH(OPMAIIMOHHBIX CUCTEM;

— aptopuzalus ynonrHomodeHHbIX Uil OI'B npu nocryne k cneayromuM ¢pyakiusm ECHUA:

— BeeHue peructpa aommkHocTHbIX Jull OI'B B ECUA;
— BEJCHUE CIIPaBOYHHKA MOoTHOMOouYui B oTHomeHnn MC u mpemocTaBieHre MOJIb30BATEISIM

ECHUA (3apeructpupoBanubiM B ECHUA kak nomxHoctHble yunia OI'B) momHomouunit mo

nocryny k pecypcam UC, 3apeructpupoBanubiMm ECUA;

! CootBercTByrommii Tepmun Ha anrmiickoM a3bike — Single Sign On
2 CooTBeTCTBYIOIIMII TEPMHH Ha aHTIMICKOM s3bIKe — ldentity Management
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— JIeJIETUPOBAHMUE BhINICYKa3aHHBIX TIOJTHOMOUHI YIIOJIHOMOYEHHBIM JinliaM HrpkecTtosumx OI'B.
— BEIEHWE W TpenocTaBlieHue HH(pOpMAIMM O TOJHOMOYHSIX IOJB30BaTEied B OTHOIICHUU

HH(pOPMAITMOHHBIX CUCTEM, 3aperucTpupoBanHbiX B ECHA.

OO0parenre y9acTHUKOB WH(GOpMaIMOHHOTO B3auMoieicTBusl K ECUA 1M0DKHO TIPOMCXOAUTH

tosibko 1o nporokosry HTTPS (ucnonwszoBate npotokon HTTP 3anpemeno).
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3 AYTEHTH®UKALUA NOJB30BATEJIEN YEPE3
ECHA

Pa3paboTuMKky TOCYAapCTBEHHBIX CAWTOB, MOPTAJIOB M IPOYMX BEO-IIPUIOKEHUH MOTYT
IIPEJOCTaBUTh CBOUM I10JIb30BATEISIM BO3MOKHOCTh BXOJIUTh B CUCTEMY, UCIOJb3Yys YUETHYIO 3aIIUCh
ECHA. D10 u3basnseT pa3pabOTYMKOB OT HEOOXOAMMOCTH JeNIaTh COOCTBEHHOE XPaHHUIIHUILE YIETHBIX
3amuceit, obecrieunBaTh 0€30MaCHOCTh XpaHEHHsI apoJieil, pa3pabaThiBaTh MEXaHU3MbI PETUCTPALINY,
ayTeHTU(UKALUY 110JIb30BaTeNeH, NOJAEP)KUBATh UX B pab04YeM COCTOSHUM.

ITon monw3oBarenssmu ECHUA  noHumarorcs — ClEAyHOIIME  KaTETOPUUM  YYAaCTHUKOB
MH(POPMAIIMOHHOTO B3aMMO/ICHCTBHS:

— (u3nueckue auIa, UMEIOLUe YUeTHYIO 3alluCh B peructpe pusnueckux aun ECUA;

— HMHIUBUAYaJbHbIE IPEIIIPUHUMATENH, T.€. GPU3NUECKUE JIMIAa UMEIOIINE IPU3HAK
MHAUBUYaAJIbHOTO NPEIIPUHUMATES;

—  JIOJDKHOCTHBIE JIMIIA FOPUINYECKUX JIMIL, T.€. PU3NUECKUE JIUIA, IPUCOETUHEHHBIE K
YYETHBIM 3anucsaM ropuaudeckux jmi ECUA;

— JIOJDKHOCTHBIE JIMIIa OPraHOB U OpraHU3aluid, T.e. pU3nuecKue a1, IpUCOeAMHEHHbIE
K yueTHbIM 3anucsm OI'B.

[Tonp3oBaTenu MOJy4arOT BO3MOXKHOCTH OJHOKPATHOM ayTeHTH(HKAIMUA. DTO O3HAYAET, YTO
npoiinsg npouenypy ayrentudukanuu B ECUA, monb3oBatesib MOXXET B TEUCHHE OJHOTO ceaHca paboThl
BOMTH B HECKOJIBKO CHCTEM, U IIPU 3TOM ITOBTOPHO BBOJMTH JIOT'MH U MApOJIb HE MOTpedyeTcs.

C nenpio obecnieuenus ykazanHoro ¢pynknuonaita B ECUA peann3oBaHo /1Ba albT€pHATUBHBIX
MEeXaHHM3Ma, KOTOpbIE IMO3BOJSIOT Pa3pabOTUUKy MCIONb30BaTh Haubojiee MOAXOIAMIMNA Ui €ro
CHUCTEMBI:

—  MEXaHW3M, OCHOBaHHBIN Ha cTtanaapte SAML Bepcun 2.0;

—  MexaHm3M, ocHoBaHHBIN Ha Mojaenu OpenlD Connect 1.0.

AyTeHTH(QUKALUSA ¢ HCNIO0Jb30BaHueM cTangapTta SAML

ECHUA wucnons3yer crangapr SAML Bepcum 2.0, koTopbiii Obu1 paspaboran B 2005 roamy
koHrepHoM OASIS. SAML 6a3upyercs Ha si3p1ke XML 1 onpenensieT criocoObl oOMeHa nHpopmanmen
00 ayTreHTU(]UKAIMK TOJb30BaTeNIel, UX TMOJTHOMOYUAX U HUIACHTU(PUKAIMOHHBIX JaHHBIX. B
COOTBETCTBHUH C NPUHATON B 3TOM cTaHAapTe TepmuHosiorueit, ECA BeicTymaer B pojiu JOBEPEHHOTO
noctaBuka uaeHtudukanuu (ldentity Provider), a cucrema BbICTymaeT B poiiy MOCTAaBIIUKA YCITYT

(Service Provider)®.

% TTompo6HOE omucaHme cXeMbl HHTErpanyy mocpeacTBoM SAML 2.0 npeicTaBIeHO B MPHIOKEHAN A.
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O6mas cxema noaxiroueHus cucrtemsl K ECHA npencraBieHa Ha pUCYHKE HIDKE.

. bpaysep
nonb3osartensa

(HTTP User Agent)

HTTPS HTTPS
SAML 2.0 SAML 2.0

nc ECHA

MocTaBwuK ycayr MocTaBLWMK MAEHTUDMKALMM
(Service Provider) (Identity Provider)

Pucynok 1 — Cxema B3aumoneiictsust UC ¢ ECHA ¢ nenbio uaeHTH(UKALUY U ayTEHTU(PUKALIN C
ucnonp3oBaHueM cragaapra SAML 2.0
AyTtentudukanus ¢ ucnojb3oBanuem moaean OpenlD Connect
B ECHA co3nan MexaHu3M ayTeHTU(UKAINK MTOJIb30BaTeNei, OCHOBAHHBIN Ha crieln(DUKAIMIX
OAuth 2.0 u pactmpenun OpenID Connect 1.0.
IIpoTokon onpeaenseT B3auMOICUCTBUE CIEAYIOIINX CTOPOH:

— BIajJeneln pecypca (resource owner) — CyIIHOCTb, KOTOpasi MOKET IMPEAOCTaBUTh AOCTYIN K
3alUIIaeMoMy pecypcey (Hampumep, pu3rdecKoe JIIo, 3aABUTEIb);

— cucreMa-kiueHT (client) — mpuaokeHHe, KOTOpPOE 3ampamiuBacT JOCTYN K 3allUAIaeMOMY
pecypcy OT UMEHH €ro BJaJesblia;

— cepBuc aBtopu3anuu (authorization server) — cepBUC, KOTOPBIA BBITYCKAET [JISI CHCTEMBI-
KJIMEHTa MapKephl HISHTH(DHUKAIINY C pa3pelIeHUsIMU OT BJIaJIeIbIa pecypca, a TakiKe MapKephl
JOCTYTIA, TO3BOJISIFOIINE TOYyYaTh JOCTYI K JaHHBIM;

— TOCTaBUIMK pecypca (resource server) — cepBHC, 00ECIeUnBaOMUN TOCTYI K 3alllUIIaeMoOMy
pecypcy Ha OCHOBE MPOBEPKH MApPKEPOB MACHTU(DUKAIMKA U MApKEPOB JOCTyMa (Hampumep, K
UICHTU(DUKAIIMOHHBIM TAHHBIM ITOJIb30BATEIsN).

Pactmpenne OpenlD Connect 1.0 mpeanonaraer ucronb3oBaHie Mapkepa uaeHtTudukanmm (1D
Token) B mensx mNpoOBEACHUS WACHTH(PHUKAIMKA UM ayTeHTH(HKAIMK TOJb30BaTeNiss.  Mapkep
UICHTU(PUKAIIUN COACPKUT UICHTU(PUKAIMOHHBIE JaHHBIC MOIH30BATElNs, a TAKKE PO CIYKEOHBIX

napaMeTpoB (JaTa BblAauu, BpeMsi OKOHYaHUS CpOKa JEHCTBUS U TIp.).
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Js mmumoctparuu ucnionib3oBanust OpenlD Connect 1.0 B ECHA mnpunsTa ciemyromias
TEPMUHOJIOTHSL
— BIAJENEI pecypca — 3TO MOJIb30BaTENb;
— CHCTeMa-KIMEHT — 3TO0 HuH(popManuoHHas cuctema uHTerpupoBaHHas ¢ ECHUA ¢ 1menbio
UACHTU(PUKAIMN U ayTeHTU(HUKAIIMH, HAIPUMEP PEerHOHATBHBIN MOPTaN yCIIyT,
— CEepBHUC aBTOPH3ALIUU U MOCTaBUIMK pecypca — 310 ECHUA.
O6mas cxema mnoxakmoueHus cucreMbl kK ECHWA gans mpoBeneHus ayTeHTH(DUKAIUU

IMpeaAcCTaBJICHA HA PUCYHKE HHUXKE.

Bnapeneuy pecypca

bpaysep
nosb3oBaTens

HTTPS HTTPS

e N

nc ECHA

HTTPS < CepBvC aBTOpPU3aLMM )
< Cucrema-KnneHTt > 4-REST->

<|_|0CTaBLLI,VIK VI,CI,eHTVI(I)VIKaLI,MVD

Pucynok 2 — Cxema noaxitodenus cuctemol kK ECHUA

3.1 Kak ob6ecnieunth BX0J nmojib3oBareJeii uepes ECUA

YroObl MpesOoCTaBUTh IMOJB30BATENSAM Balllell CUCTEMbI BO3MOXHOCTh BXOAMTH uepe3 ECUA,
UCIOJIb3YS TOT WJIM HMHOM MEXaHW3M, CO CTOPOHBI TMOJKJIIOYAlOIIecs CHCTEMbl HEOO0XO0IUMO
o0ecreunTh:

— Perucrpaumto MIC B peructpe undopmanuonusix cucreM ECHA (B cooTBeTcTBUH C

PermamenTtom?).

— Perucrpanuio cuctemsl ¢ LEIbI0 MIEHTUGUKALUU U ayTeHTHU(UKALUU B TECTOBOW cpeie B
cooteTcTBUM ¢ Permamentom®. McronHeHHe 3TOTO Tpoliecca MPeJoCTaBIseT BO3MOKHOCT
y4acTHUKY Npou3BoANTh B3aumojeiictue ¢ ECUA B TecToBoii cpene.

— BreinmonHenne a0paOOTKM MHTErpUPYEMOM CHCTEMBI C II€JIbl0 00ecredeHHs] MOAJIEPKKU

4 Paznen 6 Permamenra.
5 Pasznen 9 Pernamenra.
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BBEIOpAaHHOTO MEXaHW3Ma HICHTU(UKALIUN U ayTCHTH(PUKAIIH.
— TloxakmitoueHue NPOaYKTUBHON BEPCUU HHTETPUPYEMOM CUCTEMBI K TpoayKTUBHOM cpene ECUA
B COOTBETCTBHH ¢ Permamentom®.

Jlanee ka bl U3 MIaroB IS KaXJI0r0 MEXaHU3Ma ayTeHTU(DHUKAIINN PACCMOTPEH MOApOOHEe.

3.1.1 AyTeHTH(UKAILMS ¢ HCIOJIb30BaHHeM cTangapTa SAML’

Aytentuduxanus ¢ ucnonp3oBanueM SAML nocTymHa Ui UCOJIb30BAaHUS HUCKIIOYUTEIBHO
rOCyJapCTBEHHBIMM OpraHaMu W opranuzauusmu (ganee — OI'B), T.e. ¢enepanbHbIMH OpraHamu
UCTIOJIHUTENIBHOM ~ BJACTH,  TOCYHAPCTBEHHBIMH  BHEOIOJDKCTHBIMH  (OHJAMH,  OpraHamu
WCTIOJTHUTENIBHON BIIacTH CyObekToB Poccuiickoit denepanyn, opraHaMu MECTHOTO CaMOYIIPaBJICHHUS,
TOCYJapCTBEHHBIMM W MYHHULMIAIbHBIMH YUPEKACHUSAMH, MHOTO()YHKIMOHAIBHBIMUA LEHTPaMHU
IIPEIOCTABIIEHUS TOCYJAPCTBEHHBIX M MYHHULMINAIbHBIX YCIYTr, a TAKKE WHBIMH OpPraHU3alUsMU B
cltydasix, IpeyCMOTPEHHBIX (eepaTbHbIMU 3aKkoHaMu, akTamu [Ipesunenta Poccuiickoii @enepannn
n akramu [IpaButensctBa Poccuiickoit @enepannn.

1 u 2 mar: Perucrpanus UC

Peructpanus MC ocymectnisiercs cornacHo Pernamenty (paszaen 6).

3 mar: /lopaéorath cucremy

Pexomenayemas mociaeqoBaTebHOCTh ACHCTBUI:

1. CdopmynupoBaTh QyHKIIMOHAIBHBIE TpEOOBaHMS K B3auMoieiicTBHIO cBoel cuctembl ¢ ECHA.
st aToro cienyer:

—  M3YYMTh PEKOMEH]IyeMble CLIEHAPHH UCIIOIb30BAHUS U BHIOPATh HYKHBIE;

—  OIpeAenuTh IIepeueHb CBEeIEHUH O Mosb3oBarene, koropele Bameit UC tpeGyercs noiayyarsb

n3 ECHA B yrBepxkaenusx SAML;

—  OIpeAenuTh TpeOOBaHMSI K YPOBHIO JOCTOBEPHOCTH MIEHTU(UKALMHU MTOJIb30BaTENs (CM. II.

4.1.1).

6 Pasmen 10 PernmamenTa.

" Buumanue! B cBssu ¢ npekpamenuem noanepxku SAML 2.0 8 ECUA noakmouenne IC k ECUA
yepes 3ToT uHTepdeiic Oyaer npekpaimeno ¢ 01.01.2018 r., mosToMy /Ui HOIKITIOYEHUS PEKOMEHTyeTCS
ucnonb3oBare mpotokon OAuth 2.0 / OpenID Connect. 3amperieHO MOAKIIOYCHHUE MO MPOTOKOTY
SAML 2.0 u no npotokorry OAuth 2.0 / OpenID Connect ogaoBpeMeHHO. BO3MOXHOCTH M3MEHEHUS
napametpoB nojaxioueHus kK ECUA uepes unrepdeiic SAML 2.0 miist panee noaxmoueHHbx MIC Oyzaer

COXpaHEHa.
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2. IlpeacraBuTh MM CAMOCTOSATENILHO CTCHEPUPOBATh (HAIPUMEp, C IOMOLIBbIO yTHIUTHI Keytool
u3 cocraBa Java Development Kit) pans cBoeil cucrembl cepruduKar  KiIoya
HEKBATM(UIIUPOBAHHOM 3JIeKTpoHHON moamucu B (opmare X.509 Bepcum 3. Ceprudukar
tpedyercs misa uaeHtudukamuu KMC npu  B3aumoneiictBuu ¢ ECHA. Jlomyckaercs
UCIIOJIb30BaHUE CaMOITOIMUCAHHOTO cepTudukaTa. CrieruanbHble TpeOoBaHus: alroput™ RSA,
mmHa kimoda 2048 6ut. Bonee mompoOnHyro umHpopmammio o ceprudukare X.509 MoxHO

IOCMOTPETSH 110 cchuike http://tools.ietf.org/html/rfc5280.

3. PeamuzoBate mHTepdeiicel mocraBmuka ycnyr SAML. B kadecTBe MCXOAHBIX JAaHHBIX IS
pa3paboTKH ClIeyeT UCIIOIB30BaTh:
—  (QyHKIMOHANBHBIC TpeOOBaHUs, chOPMUPOBAHHBIC HA | 1are;

— cneuudukanus SAML 2.0 (mocrymnHa mo cebuike http://saml.xml.org/saml-specifications),

B TOM uucie ommcanue npodrmier Web Browser SSO, Assertion Query/Request, Single
Logout Profile;
— cneuudukanus Interoperable SAML 2.0 Web Browser SSO Deployment Profile (moctynua

o cceuike http://saml2int.org/profile/current);

— ommcanue Gpopmaros u npumepsl coodmernii SAML B ECUA (cm. 1. A.4—A.7 npuioxeHus
A);

—  PEKOMEHJAINH 110 NCIOJIb30BAHUIO TOTOBBIX pean3aliii MOCTABUIMKOB YCIYT C OTKPBITHIM
KOJIOM (cM. 1. A.2 nipuiokeHus A).

4. JlopaboTath nu3aifH caiiTa, BBIOpaB MeCTO JAJs pa3MmeleHus KHonku «Boiitu yuepe3 ECUA» n
peann30BaTh B CUCTEME JIOTHKY 00pabOTKH JTaHHBIX O MOJIb30BaTeNsAX, noiayyaeMblx u3 ECHA.
Henonyctumo otobpaxars crpanuny ayreHtuukanuu ECHUA Bo dpeiime caiira.

5. OOecrnieunTh B COOTBETCTBUHU C TPEOOBaHUSIMH 3aKOHOIaTENbCTBA KOMIUIEKC Mep, HEOOXO0IUMBbIX
uig  obecriedeHUss WHGOPMALMOHHON O€30MacHOCTH M 3aIUThl MEPCOHATBHBIX JIAHHBIX
MOJIb30BaTeNel, MOTy4aeMbIX MH(MOPMAITMOHHONW CHCTEMOW B IpOIEcCce €€ B3aUMOICHCTBUS C
cucremoit ECUA.

6. 3arpy3uTh aKTyalibHbIC METaJaHHbBIE TOcTaBIIMKa HaeHTHukammn ECHUA:

— MeTaJlaHHble TecToBOro mnocrtaBiuka wuaeHTHGuKanuu ECHA omyOnMKoBaHBI MO CCBHUIKE

https://esia-portall.test.gosuslugi.ru/idp/shibboleth?:

8 3necr u mamee esia-portall B cchlmke — UMs TECTOBOTO JIOMEHA B 3aBHCHMOCTH OT TECTOBOM CPEIBI.
KoHKpeTHy!0 TEeCTOBYIO cCpely Uld PETUCTPAllMM YCTAHABIMBACT OIEPAaTOp HSKCIUIyaTallud IpH
00paboTKe 3aIBKHU HA PETHCTPALIUIO.
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— MCTAAAHHBIC ITPOMBIIIJICHHOT'O ITOCTAaBIIWKa I/I,I[eHTI/I(l)I/IKaI_[I/II/I ECHUA OHY6J'II/IKOBaHBI IO CCBIIIKE

https://esia.gosuslugi.ru/idp/shibboleth.

7. TloAroToBUTH MeETaJaHHBIE HMHTEIPUPYEMOH cucTeMbl (TMOCTaBIIMKA ycuyr). YToOwl
MOJTrOTOBUTH UX MPABUIILHO, PEKOMEHIyeTCs HCIIOIB30BaTh CIEAYIONINE UCXOAHbIEC JaHHbIE:

— omnucanue (aia MeTanaHHbIX (1. A.5 npunoxeHus A);
— 1mabinoH Qaiiia MetagaHHbIX (1. A.6 npuiokeHus A);
— TpeboBaHMs Balllel CUCTEMBbI K THITY YYETHOU 3aIUCH:

- THUI POJIY NOJIb30BaTeNs ((PU3NIECKOE JINI0, UHAUBHUYaTbHBIN IPEANPHHUMATENb,
IPEJICTABUTEN FOPUIUYECKOrO JIMIA, JOJDKHOCTHOE JIMIIO TOCYIapCTBEHHOU
opranuzanun) — 610k SupportedGlobalRoles u MeTaganHbIX;

- jJomycTuMblii Meron ayreHTudukamuu (mo mnapomo, no KOII, ycunennas
ayrentudukamnus ) — 610k SupportedGlobalRoles MeTagaHHBIX;

- JIONyCTUMBII  ypoBeHb (CTaTyc) y4YeTHOW 3amucu (HOATBEPXKACHA WM
yIpOIEHHAsA/CTaHAapTHAS ~ ydeTHass 3amuch) — 0ok  SupportedAccTypes
MeETa/IaHHBIX.

— TpeOoBaHMs Ballell CHUCTEMBbI K TMEPEYHIO CBEIACHHI O TMOJIb30BaTelie, KOTOpbIE HYXKHO
nostydats u3 ECUA B yrBepxaenusax SAML;
—  cepTuduUKaT KIroya 3JeKTPOHHOM MOAMUCH.

8. CHHXpOHHM3HPOBATH CHCTEMHOE BpEMs cepBepa, Ha KOTOPOM YCTAaHOBJIEHA Ballla CHCTEMa
(mocTaBHIMK YCIYT), CO 3HAYEHHUEM TOYHOTO BpeMeHH. PacxokieHue Oojiee 4eM B MHUHYTY
MOYKET MPUBOJUTH K BO3HMKHOBEHHMIO OLIMOOK IMPH B3aUMOJCHCTBHUU IMOCTaBIIMKA YCIYT C
nocraBumkom uaeHtupukanuu ECUA.

9. Ocymectuth nogximoueHre MC k TecToBo# cpene u oTinaauth B3aumojelicteue ¢ ECHA B
TECTOBOII CpeJie B COOTBETCTBUM ¢ Permamentom®.

4 mar: BBectu 10padoTKy B IKCILIyaTALUIO

1. OcymecTBUTh perucTpanuio MeTaJaHHblX B mpombinuieHHOW ECHUA B cooTBeTcTBHH C
Pernamentom™.

2. Tlocne perucTpalid MeTaJaHHBIX MPOBEPUTH pPabOTy mnpombiiuieHHOW Bepcun ECHA ¢

MIPOMBILUIEHHON BEPCHUEN Balllell CUCTEMBI.

9 Paznen 9 Pernamenra.
10 pasnen 10 PersiamenTa.
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3.1.2 Ayrentuduxanus c ucnoabzoBanuem OpenlD Connect 1.0

1u 2 mar: Perucrpamus UC

Peructpanus UC ocymectsisiercs cornacHo Pernamenry (pasnen 6).

[Tpu ucnonp3oBaHuu criocoba ayreHTuuKanuu, ocHoBaHnHoro Ha OAuth 2.0 u pacumpenus
OpenlID Connect, ve Tpedyercst popMUpOBaHUE METATAHHBIX.

3 mar: lopaGoraTth cucremy

PexoMenmyemas mocieaoBaTeIbHOCTb I€UCTBUIM:

1. BrIMycTHTH KJIIOUEBOW KOHTEHHEpP M CepTH(HKAT KIH0Ya KBAIM(UIIMPOBAHHON AIIEKTPOHHOMN

HOJIKCH ISl TIOAKIoYaeMoil nHpopManmoHHoi cuctemsl (nomwkeH coaepxkats OI'PH HOJI,
SBJISIIOIIETOCS ONIEPaTOPOM UH(POPMALIMOHHON CUCTEMBI).
JlonoHUTENbHO NOAEPKUBAETCS paboTa ¢ KIIFOUEBBIM KOHTEHHEPOM M CepTU(PUKATOM Kiroua
HEKBATM(UITUPOBAHHON 2IeKTpoHHON moamucu B popmare X.509 Bepcun 3. B sTom cirydae
SIBIISICTCS JIOIYCTHMBIM CaMOCTOSITEIBHO CI€HEPHPOBATH (HAIPUMEP, C TIOMOIIBIO YTHIIUTHI
keytool u3 cocraBa Java Development Kit) mist cBoell cucTembl KIIOYEBOW KOHTEWHEp H
camonoanucanHeli ceptudukar. Ceprudukar tpeOyercs ans uaeHtuduxaunu HMC npu
B3aumoeiicteun ¢ ECUA. ECUA monaepkuBaeT anropuTMbl (OPMHUPOBAHUS DIIEKTPOHHON
noanucu RSA ¢ nunHo# kittoua 2048 OUT U adropuTMOM KPUIITOTPaQUUECKOro X3IIUPOBAHUS
SHA-256, a taxke anroput™msl anekrporHoit noanucu [OCT P 34.10-2001, TOCT P 34.10-
2012 u anroput™ kpunrorpapudeckoro xsmupoBanus 'OCT P 34.11-94.

2. PeanmsoBate umHTepdeiicel cuctembl-kimeHTa REST-cepBucoB ECHUA u Momenn KOHTpOIIs
nocryma, ocaoBanHoi Ha OAuth 2.0. JleTanbpHas uHGOpPMAIUS COACPIKUTCS B MPUIOKEHHUIX b 1
B.

3. Jlopabotare nu3aiiH caiiTa, BBIOpaB MecTo AJs pa3MmeleHus kHonku «Boiitu yepes ECUA» u
peann3oBaTh B CUCTEME JIOTHKY 3alpoca JaHHBIX O MOJIb30BATEINAX, MOJIY4aeMbIX C IIOMOILBIO
nporpammuoro uHtepgeiica ECUA. Henonyctumo otoOpaxkarh CTpaHMIly ayTeHTU(UKAIUU
ECHA Bo ¢peiime caiita.

4. OOGecneynTh B COOTBETCTBUU C TPEOOBAHUSIMH 3aKOHOAATENHCTBA KOMIUIEKC MEp, HEOOXOIMMBIX
Uit obecrieueHUsT WHQPOPMAMOHHON O€30MacHOCTH ¥ 3alllUThl TIEPCOHATBHBIX JTaHHBIX
MOJIH30BaTENCH, TOydaeMbIX WH(HOPMAIITMOHHONW CHCTEMOM B MPOIECCe €€ B3auMOJCHCTBUS C
cucremoit ECHUA.

5. CHHXpPOHM3MPOBATh CUCTEMHOE BpeMs CepBepa, Ha KOTOPOM YCTaHOBJIECH IMOCTABIIUK YCIYT, CO

3HaYeHHUEM TOYHOTO BpeMeHH. PacxoxaeHue Oosiee 4eM B MHHYTY MOXKET NPUBOAUTH K
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3.2
321

BO3HMKHOBEHHUIO OIMMOOK TMPU B3aUMOJEHCTBUM TIOCTABIIMKA YCIYT C [OCTaBUIUKOM
uneatudukarm ECHUA.

OcymectButh nojakiatouenrne MC k TecToBOM cpene W otiaauth B3aumojeiicteue ¢ ECHA B
TECTOBOIi cpejie B COOTBETCTBUH ¢ Permamentom™?.

4 mar: BBectu 10padoTKy B IKCILIyaTALNIO

Ocymiectsuts noaxmouenue UC k npomsimnensoit ECUA B cootserctBuu ¢ Pernamentom™?,

ITocne noaxmrouenust UC x mpomeiuiennoit ECUA nipoBepuTh paboTy IPOMBIIIUICHHON BEPCUHU

ECHA ¢ npoMbIIIZIEHHON BEpCHUEH Ballle CUCTEMBI.

Pexomenayemble cueHapuu uHTerpanun no SAML

Cuenapuu ayreHTH(UKAIMHU NOJab30BaTenel yepes ECUA

ba3oBblii cueHapuii ayreHTH(GUKALMH 110JIb30BATEJIS

ba3oBeIM clieHapueM sBIsIETCA CIieHapuil ayTeHTU(UKauu (U3NYEeCKOro Jjuia (HarmpuMmep,

SaHBI/ITeJ'IH). 9TO0T CI_IeHapI/Iﬁ MO3BOJIACT TOJYYUTH CBCACHUS 00 WHIAWBUAYAJIBHOM IIOJIb30BATCIIC

(pu3nyeckom HIle) B MOMEHT ayTeHTU(PHUKAIUHN U cOOTBeTCTBYeT npoduno Web Browser SSO Profile

craggapta SAML 2.0. Criienapuii BKJItOUaeT CIeAYIONINE Iary:

1.

[Tonb30Barens Ha)kKMMaeT Ha CTPAaHUIE CHUCTEMbl NOCTaBIUKA YCIyr KHONKY «Boiitu uepes
ECHA».

[TocraBmuk ycnyr ¢opmupyer u otnpaBiser B ECHMA 3ampoc Ha ayTeHTHQHUKALHMIO U
nepeHarnpasiseTr Opay3ep 1mojib3oBaTens Ha cTpaHuly ayreHtugukanun ECHUA.

ECHA nposepsier, cratyc ayreHTudukanuu noiszoBarens. Ecnu nonb3oBarens B ECUA He
ayTeHTU(ULUPOBAH, TO JUISl MPOAOKEHHUS IpoLecca OH JOJKEH MPONTH ayTeHTH(PHUKAILUIO
OJIHUM U3 JIOCTYIHBIX crioco6oB. Ecnu nonb3oBaTens emé He 3apeructpupoad B ECUA, To o
MOJKET IIEPENUTH K IPOLECCY PETUCTPALIUU.

Korna mnonw3oBatens ayrentuduuupoan, ECHUA mnpoBepsieT, 4To ypoBE€Hb JOCTOBEPHOCTH
UACHTU(DUKAIIMK  TI0Jb30BaTeNii  COOTBETCTBYET  TPEOOBAHUSAM  CHUCTEMBI,  KOTOpHIE
3a(pUKCUPOBAHBI B METAJaHHBIX.

Korna nonp3oBarens ycnemuo ayreHTuduuupoBad, ECHA mnepenaér B cuctemy OTBET Ha
3ampoc ayTeHTHU(PHUKAIIUK, KOTOPBIN colepuT Habop yrBepxaeHuii SAML (SAML Assertions)

O ITOJIB30BATCIIC.

1 Paznen 9 Pernamenra.
12 pasnen 10 PersiamenTa.
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6. IlocTaBUIMK yCIyr MPUHUMAET PEUICHHE 00 aBTOPHU3AIMHU TT0JIb30BATENIsl HA OCHOBE IOITY4eHHON

u3 ECHUA undopmarnmu.

MonbsoBaTtenb

(uepezBeG-Gpay3ep) M C EC M A
|
[

; [1onb30BaTens 3anpawmeaet pecype

HTTPsGET

" Py Ay

WC HanpaenAeTB ECW—‘»‘zanpoc Ha ayTeHTHUDHEALMIO
) SAML/MHTTPs Redirect

[onb30BaTens NPOXOMMT ayTEHTHHIKALIMIO
HTTPs POST I

ECWA HanpaenaeTe MC oTBET Ha 3anpoc Ha ayTeHTUKMEALIMI
SAMU/HTTPs POST

g

WC npenocraBnAeT pecypc

I TN
N R Wy ——

Pucynok 3 — Unentudukanys u ayreHTHdUKAU moib3oBateneii mocpenctsom ECUA npu ncrnonb3oBaHun
SAML 2.0

JIONOJTHUTEILHBIN ClEHAPHH ayTeHTH(PUKALMH N0J1L30BaTe I B Ka4ecTBe IPeACTaBUTeIsd
OpPraHu3auuu

ECHA Takxe no3BojseT ayTeHTUQHUIIMPOBATh 0JIb30BATENs B KAUECTBE NMPEACTaBUTEIIS:

— IOpUIUYECKOTrO JIHIA;
- OI'B.

Orta (yHKuMg BocTpeOOBaHA CHCTEMaMH, CPEAM IOJIb30BaTeNel KOTOPBIX €CTh COTPYIHUKU
OpraHu3alyii, HAIPUMED, BBICTYIAIOIINE KaK 3asBUTEIIN YCIYT WM Kak JoJpKHOCTHBIE inna OI'B. Ecnu
BKJIIOYUTh 3Ty (YHKIMIO B MeTaJaHHBIX mocTaBimuka ycayr, To ECHMA B oTtBere Ha 3ampoc
ayTeHTU(UKauuu OyJeT mepeaaBarh cBeleHHs 00 opraHu3aluu Nojb3oBarend. Eciau moib3oBarenb
SIBJISIETCS] yYaCTHUKOM HECKOJIBKUX opranuzanuii, To ECUA npensapuTenbHO MOMPOCHT MOTB30BATEIIS
Ty U3 HUX, OT JIM1Ia KOTOPOM OH OCYIIECTBIsAET ayTeHTupukanuio. Ecinu cucrema noanepxusaer padoty
M0JIb30BATENEH ¢ Pa3IMYHBIMU POJIIMH, TO B MpoIlecce ayTeHTU(UKAIUY T0Jb30BaTelb OyJeT UMETh
BO3MOKHOCTh CJIEJIaTh BBIOODP POJIM, B KOTOPOl OH Oyzaer padoraTth B nanHoi MC.

Jis  mpoBepkM HanmuyMs Yy ayTeHTU(UIUpoBaHHOTO coTpyaHuka FOJI HeoOXoauMbIx
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MOJTHOMOYMH CJIeyeT UCIIOb30BaTh (PYHKIIMOHA CHCTEMHBIX rpym (4.2.2.3).

Jis TpoBepKM HAIM4YUS Y ayTCHTU(HUIIMPOBAHHOTO JOJDKHOCTHOTO JIMIA HEOOXOIMMBIX
MOJHOMOYHI PEKOMEHIYETCS UCIO0Ib30BaTh cooTBeTCTBYIONece SAML-yrBepkaeHue (1. 4.3.3).

CueHapuii ¢ yCTAaHOBKOI JIOKAJIBHOM ceccuu

Kak Tompko  momp3oBaTenb — mpomren  ayreHTHukanuto, ECHWA  ycraHaBimBaer
I10JIb30BATEIBCKYIO CECCHIO, MPOJOJIKUTEIIBHOCTh KOTOPOH cocTasisieT 3 yaca. dakt Havana ceccun
3anuchIBaeTcsl B (Qailie cookie, KOTOpPbII XpaHUTCS Ha KOMIbIOTEpe mnosib3oBarens. [Ipu 3akpbiTn
moJib3oBareseM Opayszepa ceccHsi aBTOMaTHYecKH 3aBepiiaercs. CuctemMa MOXKET YCTaHOBUTBH JUIS
II0JIb30BATENSl CBOIO «IOKaJIbHYIO» ceccuio. PekoMeHayeMas NMpoJoJIKUTENbHOCTh CeCCUM — OT 15
MUHYT 10 3 4dacoB. [Ipu 3aBepiieHNHN «IOKaJIbHOW» CECCUU cucTeMa JoJDKHA Hampasisith B ECUA
HOBBI 3aMpOC HA ayTEHTU(UKALIUIO.

Cuenapuii ¢ aBTopu3anueil MoJb30BaTeJIs
Cucrema ECHUA obnanaer ¢GyHKIMOHAIOM I10 MPEAOCTABICHHUIO MMOCTABIIMKY YCIyT WH(POpPMAINU, Ha
OCHOBAHHU KOTOPOW BO3MOXKHO IPOBEICHHE AaBTOPU3ALUHM AayTEHTH(PHIMPOBAHHOTO IOJIE30BATES.

Pemenue 00 ABTOpHU3AlUH ITOJIB30BATCIISA MIPUHUMACT CUCTEMA, B KOTOPYHO ITOJIB30BATCIIb aBTOPU3YCTCA

(

Tabnwuma 1).

Tabnuna 1 — TpeGoBaHus K aBTOpU3allMU MOJIb30BaTENEH

TpebdoBanus PexoMenayemoe pemienune

OJIHOTO ceaHca paboThI (HampuMep, UMs, KOTOPBIM | HA ~ 3allpoCc  ayTeHTU(DHKAIMM  COJIEpIKalero
MOAMKUCHIBATh KOMMEHTApUU ToJib3oBaTessi). HeT | TpeOyeMbrit HabOp CBeJEHUM O MOJIb30BaTeNe
HEOOXOIMMOCTH XPAHUTh JAHHBIE 00 aKTUBHOCTH

MMOJIB30BATCJIA N0 CICAYIOLICTO CCaHCa

Tpe6yeTc;1 3HAaTb YTO-TO O IIOJIB30BATCIIC JJIA I[aBaTL HAOCTYII ITIOCJIC TIOJIYUCHU A U3 ECHA otBera

(HaCTPOﬁKH, 3asj1BKH, KOMMCHTapI/II/I) IMEPBOM BXO/JIC MOJIB30BATCIIA PCTUCTPUPOBATH €TI0

uAeHTUGUKATOp  mosb3oBaTens  (userid).

KOHTEKCT B IIPHUBS3KE K STOMY UJIEHTU(PHUKATOPY

Tpebyercs 3HaTh 4YrOo-TO O modb3oBarene | [laBare noctymn nocne nonydenus us ECHA otera
(manmpumep, ®UO, email u Ap.) ¥ JIUTENBHO | HA  3ampoC  ayTEHTU(DUKAIMM  COJIEPIKalIero

XPaHUThb MIOJIb30BATEIbCKHAN KOHTEKCT | TpeOyeMblil Habop cBelleHuH o noib3oBartene. [Ipu

nalLHeHIeM XPaHUTh IOJIL30BATEIbCKUM

TpeGyercst orpannunTh HabOp mpenocTaBisieMbix | J[aBath moctyn mocine nonyuenus u3 ECHA oreera
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GyHKMI B 3aBHCHUMOCTH OT THUIA YYETHOM
3allUCH, DPOJM IIOJIB30BATENs, HCIOJIB30BAHHOIO

MeTO/1a ayTeHTU(UKALUU

Ha 3ampoc  AyTEHTH(QUKALMH  COJCPIKAIIEro

TpeOyeMblii HabOp CBENIEHUH O MMOJIb30BaTEE.
[Ipu mnomnbiTKe

IIOJIB30BaTCIIA 06p aTUTBCA K

GbyHKIUY, 11 TPEOCTaBICHUS KOTOPOI TeKyIne

TAIl YYETHOM 3alMCH  IIOJIb30BATENs, POJb
MOJIB30BATENsl WM METOA  ayTeHTH(HKAINU
ABJIIIOTCA ~ HEJOCTATOYHBIMHU, BBIBECTH  €MY

COOOIIIEHHE C MOSICHEHUSIMH I10 JaJdbHEHIINM
nercTBusiM. PekoMeHayeMble COOOIICHUS It
Pa3NMYHBIX CUTyalluii MpHuBeeHBI B Ta0nuue 2. B
rmaBe 4.1.1 npuBeneHb CBEACHHS TIPO THUIIBI
3alucel  MoJb30BaTeley U

YUYCTHBIX poiin

OJIL30BaTenel

B CJ'IG,I[YIOH_[eﬁ Ta6J'II/II_[C INpUBCACHBI PCKOMCHAALIUU 110 IIPOBCPKE COOTBETCTBUA Tpe60BaHI/IHM

MH(OPMALIMOHHONW CHUCTEMbl THMA YYETHOMN

3aIIMcCu  IIOJIb30BaTClIAd,

poJin  IIOJIb30BATCIIA U

HUCITIOJB30BaAHHOT'O METOJa aYTGHTI/I(bI/IKaHI/II/I, a TaKKC JaHbl pCKOMCHOAIUHU 110 COO6HI€HI/I$IM, KOTOPBIC

CTOUT MNPEAOCTAaBHUTL IIOJB30BATCIIAM B CJIyda€ HCECOOTBCTCTBUA HX TpC6OBaHI/I${M CHUCTCEMBI H

MIPUBEICHBI PEKOMEHAINH 110 TaTbHEHIIIUM AeHCTBUSIM.

Tabmuia 2 — PekoMeHgamnuu 1o HHQOPMHUPOBAHUIO TIOJIB30BATENSI O HECOOTBETCTBHH

aBTOPH3ALIUU TPEOOBAHUSIM CUCTEMBI

(«HenpoBepeHHas»)
MOMBITANICS  00paTuThes K
GYHKIHSM, MTPEAOCTaBIIeMbIM | 5)
TOJIBKO

JJIs CTaHAApTHBIX

(«rpoBEpEHHBIX») 197070171
«IOJTBEPKACHHBIX» YUETHBIX

3anucen

Curyanus Kak onpeneanrs YT10 cO00IHUTH M NPENJIOKATH
CHUTYaLNIO M0J1b30BaTeTI0
[Tons3oBarens ¢ yderHoM | [IpoananmsupoBaTh I[Ipu  jgoctyme K QyHKIMAM,
3aMKChIO C TUIIOM YTIpOIleHHas | yrBepxkaeane SAML ¢ | TpeOyrommm CTaHJapTHOU

nuMeneMm assurancelLevel wim

personTrusted (cm. Tabmuiry

(mpoBepeHHOI) Y4eTHOH 3armcu:
«lns  nmoctyma BaM  HEOOXOIUMO

HpOfITPI Oponeaypy npoBEpKu CBOUX

JaHHBIX. Ecmu Balll1 JIMYHBIC
JAaHHBIC TOJIBKO qTo IpOonuInN

MPOBEPKY, TO BaM HY>KHO BOWTH B

CHCTEMY ITOBTOPHO.»

34




CchbliKa Ha IPOBEPKY JIaHHbBIX:

https://esia-
portall.test.gosuslugi.ru/validate

I[Ipu  jgoctyme K QyHKIMAM,

TpeOyroImmM MTOJITBEPIKICHHON
YYETHOU 3aIUCH:
«/lnst  moctyma BaM  HEOOXOIUMO

HpOﬁTH IpoucaAypY INPOBEPKHU CBOUX

JaHHBIX n MIOATBCPIKIACHMA

TUYHOCTH. EcCnu BBl TOJNBKO 4TO
HOATBEPAMIIA CBOIO JIMYHOCTB, TO
BaM HYXHO BOHTH B CHCTEMY
TIOBTOPHO.»

Ccblika Ha IPOBEPKY JIaHHbBIX:

https://esia-
portall.test.gosuslugi.ru/validate

[lons3oBarens ¢  ydeTHOH
3aMKChIO C THUIIOM CTaHIapTHAs
(mpoBepenHast) MOTIBITAJICS
o0paTuTbcs K  (QYHKIUAM,
MPEIOCTABISIEMBIM TOJIBKO IS
«IOJTBEPKACHHBIX» YYETHBIX

3aIrmcen

[IpoananusupoBath
SAML ¢

umenem assurancelLevel (cm.

YTBEpXKACHUE

Tabnuiry 5)

«na  nmoctyma BamM  HEOOXOIUMO

HpOfITPI Ipoucaypy noaATBEPXKACHUA

JUYHOCTH. EcCIM BBI TOJNBKO YTO
MOJTBEPIUIN CBOKO JIMYHOCTh, TO
BaM HYXHO BOWTH B CHCTEMY
TIOBTOPHO.»
Ccruika

Ha MOATBCPIKACHNC

JIMYHOCTHU:

https://esia-
portall.test.gosuslugi.ru/confirm
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ITons3oBarens ¢ yderHou | [IpoananmsupoBaTh Ecnu Heo6xoMMa polib COTpyTHUKA
3aIMChIO c ponwto | yrBepxkaenne SAML ¢ | FOJI u Tekymas ydeTHas 3amuch

(U3NYIECKOro JINIIA MOMBITAICS | IMEHEM globalRole U | IMECT THUII «ITOATBEPKICHAY.

obpatuthcst Kk QyHKmaM, | orgType (cm. Tabmmmy 5)% «ng  nmoctyma BaM  HEOOXOIUMO
MIPEIOCTABIIIEMBIM TOJBKO JJIsI BOWTH B CHCTEMy B KauecTBE
NIT / nomxuoctrbix i KOJI / COTPYAHHMKA IOPUIMYECKOro JIMIIA.
nomkHocTHRIX Jur OI'B Ecnu BbI siBiIsieTeCh PyKOBOAUTENIEM

IOPUIMYECKOTO JIMIIA, BBl TaKXKe
MO>KETE 3apEruCTpUPOBaTh YUETHYIO
3aIUCh FOPUAMYECKOTO JIUIIAY»
Ccbuika s peructparuu FOJI:

https://esia-
portall.test.gosuslugi.ru/org

Ecniu HeoOxomuma pons UII u
TEKyILasl y4eTHast 3alUCh UMEET THII
«TIOATBEPIKICHA!

«nsa  nmoctyma BaM  HEOOXOIUMO
BOMTH B CHCTEMY B KadecTBe

HHAMBHUAYAJIBHOI'O

OpCaAIIpruHUMaTCIA. Brr TaKXKEC

MOYKETE 3apETUCTPUPOBATH YUCTHYIO
3aIIHCh WH/TUBUTYITHHOTO
MIPEANPUHUMATEIS.»

Ccruika:

https://esia-
portall.test.gosuslugi.ru/orgs

13 Ecom madopMarmonHas cucteMa paboTaeT MCKITIOUNTENHHO C YUETHBIMH 3aITHCAMI FOPUINYECKIX
TUI] / TOCYAapCTBEHHBIX OpraHU3aIUii, TO PEKOMEHAYETCS HACTPOUTh €€ METaJaHHBIE TaK, YTOOBI
JOCTYIT K HEW MOTJIM IOJYYHTh TOJBKO TOJH30BATEIIA, WMEIONIUE TaKyH) YYETHYIO 3alliCh (CM.
[Tpunoxenue A.6). B aToM ciydae eciu Mmojib30BaTellb, MPUCOCTUHEHHBIH K OpraHHU3aIluH, paHee
ayreatuduimpoBaics B ECUA kak ¢usnueckoe nmro, Ho nepemien B 3ty UC, To ECUA obecnieunt
ABTOMATUYECKOE TIEPEKIIOUEHUE €r0 POJIU Ha POJb IOPUINYECKOTO JIHIIA (€CIH TPeOYyeTCs: — MOMPOCUT
MOJTK30BaTENIsl BEIOpATh OpraHU3aIlfio, OT KOTOPOi eMy TpeOyeTcst paboTaTh).
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Ecmm HeoOxouma poIb
nomwkHoctHoro suua OB m
TEKyILasl y4eTHasl 3alUCh UMEET THII
«TIOATBEPKICHA!

«/lnst  moctyma BaM  HEOOXOIMMO
BOMTH B CHCTEMY B KadecTBe
JIOJDKHOCTHOTO avua oprasa
roCcyJapCTBEHHOM BIIACTH.»

Ecmm I10JIb30BaTEIb uMeeT
YIIPOILICHHYIO (HEempoBepeHHy0) /
CTaH/IapTHYIO (IpOBEpEHHYIO)
YUYETHYIO 3alliCh, TO HEOOXOAUMO
ero pOUH(OPMHUPOBATH 0
HEOOXOJMMOCTH  IMOJATBEPXKICHUS
JIMYHOCTH. 310 ABJIAETCA
HEOOXOIUMBIM  IPEABAPUTEIbHBIM
YCIOBHEM  JJIsI  BO3MOXKHOCTH
TIOJTYYeHUs]  TIOJIb30BaTENIEM  POJIU
nomkaoctHoro Jmmna FOJI, OI'B umm

pomu UI1

Ilons30BaTenn,

ayTeHTU(OUITUPOBABIIUICS IO
MapOJIIO0, TIOTBITANICS MOTYYUTh
JOCTYT K ¢byHKIIUY,
TpeOyromel ayTeHTU(UKAITUN

110 2NIEKTPOHHOM moamcH ™

[IpoananusupoBath
yrBepxkaenne  SAML ¢
umenem authnMethod (cwm.

Tabnuiry 5)

«ng  nmoctyma BamM  HEOOXOIUMO
WCIIOJIb30BATh CPEIICTBO
KBATU(UIIMPOBAHHON DIEKTPOHHOMN
noamucn. Ecim  y Bac umeercs
CPEICTBO DJIEKTPOHHOW TMOATHKCH,
BOMIHMTE 3aHOBO, HCIIOIL30BAaB 3TO

CpEacCTBO.»

1% Ecim nrdpopmarmonnas ciuctema TpeOyeT HCKITIOUHTENFHO ayTeHTU(GHKAIINN O YIeKTPOHHOIM
MOJITMCH, TO PEKOMEHIyeTCsl HACTPOUTD €€ MeTa/laHHbIe TaK, YTOObI TOCTYI K HEM MOTJIM MOTYyYHUTh
TOJIBKO TOJIb30BATENH, ayTeHTU(DUIIPOBaHHbBIE TaKUM 00pa3oM (cMm. [Ipunoxenue A.6). B atom
ciyuae ECUA camocTosiTennsHO 00ecieyuT KOPpEeKTHOE HH(POPMUPOBAHHUE MOIB30BATENS O
HEOOXOAMMBIX IIarax Io MOJy4eHHUIO JOCTYIa.
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ITocne 3TOro COOOLLIEHUS
PEKOMEH/IyeTCsl Pa3MECTUTh KHOIKY

BbI30BaA €JIMHOT'0 3aBCPIICHUA CECCUU

Crenyer yuecTb, 4TO eciid HH(GOPMAIIMOHHAS CUCTEMa HampaBisieT mojs3oBarens B «[Ipodums
nosib3oBaresst ECUA» st coBepiiieHus: HEKOTOPBIX orepaluil (Hampumep, AJis BBIIOJIHEHUS IPOBEPOK
JMAHHBIX YYETHOM 3allMCH), TO IOCJE HMX BBIIOJHEHHUS IOJb30BaTelb HE OylIeT aBTOMATUYECKH
Bo3BpaiieH B MIC. B T0 e BpeMsi eciii COOTBETCTBYIOIIAs OTIEPALIHSI MOXKET ObITh BHIIIOJHEHA B TCUCHHE
OJIHOM ceccuu IMOJIb30BaTes, TO MOJIb30BATEN0 MOXKHO JJaTh BO3MOKHOCTb BEPHYTHCSI B CUCTEMY (CM.

m. 3.5).

3.2.2 Cuenapuii eIMHOr0 3aBepIIEHUS CECCUM

B Tedyenue neiicTBUS ceccHM IMOJBb30BATENh MOXKET 0€3 MOBTOPHOI ayTeHTHU(UKALUU BONTH B
OJIHY WUJIM HECKOJIBKO APYruX cuctem, noakinoueHHbix K ECUA. [Ipu BO3HUKHOBEHHH HEOOXOIUMOCTH
B OJJHOBPEMEHHOM 3aBEPIIEHUH CECCUM BO BCEX CUCTEMAaX MCIOJIb3YETCs COOTBETCTBYIOLIUM CLIEHApUH.
Enunoe  3aBepuieHue  ceccud  HEOOXOIMMO, — HAmpuMmep, TOpU  U3MEHEHHH  JaHHBIX
ayTeHTU(UIIMPOBAHHOTO II0JIb30BaTeNss — B ATOM ciydae s TOJIy4eHUus HH(POPMAIMOHHBIMU
cucreMaMy B yTBepkaAeHUsAX SAML 0OHOBIIEHHBIX JIaHHBIX MOJIb30BATElNb JOKEH COBEPIIUTH BBIXO]
U IOBTOpPHYIO ayreHTudukanuio B VIC.

Enunoe 3aBeprieHue ceccuu BBINMOJTHSETCS B COOTBETCTBUU ¢ mpodmiem Single Logout
craaapra SAML. [Ipouecc nHMIIMUPYETCS MOIB30BATENIEM IIPU HAKaTUU KHONKHU «BbIX0oa» B cucreMe
MOCTaBIIMKA YCIIYT, PeaTM30BaBUIETO yKa3aHHBIN creHapuil. MIHpopMaonHas cucremMa He JT0JDKHA
CaMOCTOSITENIbHO MHULIMUPOBATH €IMHOE 3aBEPILIEHNUE CECCHUM.

CueHapuil BKJIIOYAET CIIEeIyIOIINE IIaru:

1. Tlonp3oBaTenb HAXUMAET KHOMIKY «BBIX01» B cHcTEMe.

2. Cucrema ¢opmupyer u HampaBisser B ECHA 3anpoc Ha 3aBeplIeHHE CECCHM —
<LogoutRequest>.

3. ECHA ompenenseT oCTalbHBIX YYaCTHUKOB ceccuu. OCTalbHBIE YIaCTHUKU CECCHH — JTO BCE

CUCTEMBI, B KOTOPBIE IT0JIb30BaTelb Bomen yepe3 ECUA Ha npoTsbkeHnu tekymen ceccun. Ecnu

apyrue ydactHuku cymectByoT, ECUA otnpasnser 3anpoc <LogoutRequest> kaxmomy u3

HHX.
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4.

3.2.3

Cucrema, nonyumusmias <LogoutRequest>, 3aBepiiaer Ha CBOEM CTOPOHE AKTHUBHYIO CECCHIO
[I0JIb30BaTENs (WJIM IPOBEPSIET, UTO CECCHS K STOMY MOMEHTY YK€ HEaKTHBHA). 3aTeM
dbopmupyet u otnpasisier B ECHA otBeT 0 ToM, 4TO ceccus 3aBepiieHa — <LogoutResponse>.
Korma Bce octanbHbIe YY4aCTHUKH KOPPEKTHO 3aBepuiwin cBou ceccuu, ECUA dopmupyer u
otnpasisier oTBeT <LogoutResponse> cucreme, MHULMMPOBABIIECH IIPOLIENYPY 3aBEpILUCHUS
ceccuu. Ecni Kakoii-To U3 MOCTaBIIMKOB YCIIYT HE CMOT 3aBepiuuTh ceccuto, ECUA otobpakaer
MOJIb30BATENI0 BEO-CTpaHUILy, HHPOPMUPYIOUIYIO €r0 O TOM, YTO IMpoLEeaypa HE MOXKET ObITh
KOPPEKTHO 3aBepIlieHa U YTO MOJIb30BATEI0 HEOOXOAUMO NIEpe3ayCcTUTh Opaysep.

Cucrema, HHUIIMAPOBABIIAS MPOLEAYPY 3aBEPIICHHUS CECCHH, 00pabaThIBaeT MOTYYCHHBIA OT
ECHUA otBer. Hampumep, nepeHarnpaBisieT IMOJb30BaTeNii Ha BEO-CTPAHUIlY 3aBEPIICHHS

CCCCHUMU.

®opmaThl COO0IICHU

OcHosnble ucnoabzyembie B ECUA dopMaTsl 31ekTpoHHBIX coobmenniit SAML 2.0:
3anpoc ayreHtudukanmu (AuthnRequest);

OTBeT Ha 3arpoc ayreHTuukanun(AuthnResponse);

3ampoc 3aBepIIeHUs aKTUBHOM ceccuu moib3oBatens (LogoutRequest);

OTBET Ha 3aIpoc 3aBepiieHus aktuBHou ceccuu (LogoutResponse);

I[eTaanoe OIIMCAaHHC (I)OpMaTOB 9TUX DJJICKTPOHHBIX COO6IJ_ICHI/II\/'I, a TaKXeC Tpe6OBaHHI>'I K

(dbopMupoBaHHIO MeTaJaHHbIX JUIs uHTerpaunu ¢ ECUA, conepxutcs B IpUIoKeHUH A.

3.3

PexomenayeMblil CieHAPHI AyTEHTU(PUKANUY IPU UHTErPALUM 110

OpenlD Connect 1.0

ba3oBblii cueHapuii ayreHTH(UKAUT

bazoBeiM crieHapueM ayTeHTH(UKamu npu ucnonb3oBanuu OpenlD Connect 1.0 sBusietcs

clieHapuil ayTeHTUGUKauuu (PU3MYECKOTO JInla (HapuMmep, 3assBUTENS).

Cuenapuii BKIIOYAET CJIEYIOLIUE IIaru:

[Tonp3oBarenb HaXKMMaET Ha BeO-CTpaHHIIe CUCTEMBI-KIIMEeHTa KHOIIKY «Boiitu uepe3 ECHA».
Cucrema-kiaueHT ¢opmupyer u otnpasiasier B ECHMA 3ampoc Ha ayTeHTH(QHUKAIMIO |
nepeHarnpasisgeT Opay3ep M0JIb30BaTels Ha CHELHUAIbHYIO CTPAHUILY IPEJOCTaBICHUS 10CTYIIA.
ECHA ocymiecTBisieT ayTeHTU(UKAIHUIO TTOJIb30BaTENsl OTHUM M3 JOCTYMHBIX crioco6oB. Eciu
nosip3oBarenb emé He 3aperucrpupoBaH B ECHUA, To OH MOXeT mepelTtH K mpoueccy

PErUCTpaLAH.
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4. Korma momp3oBarenb ayreHTtu¢uiupoan, ECHA coolmaer monp30BaTento, 4To CHCTEMa-
KJIMEHT 3alpalliBaeT JaHHBIC O HEM B LIEJISIX MPOBEACHNUS UACHTU(DHUKAIIMY U ayTeHTHU(DUKALHH,
IIPEIOCTABIIAA [IEPEUEHD 3alIPAIINBAEMBIX CUCTEMON-KIIMEHTOM CBEICHUM.

5. Ecnu nosnp3oBarenb AaeT pa3pellieHre Ha NPOBeIeHHE ayTeHTU()UKALUU CUCTEMON-KINEHTOM,
To ECUA BblIaeT cucteMe-KIMEHTY ClielUalbHbli aBTOPU3ALMOHHBINA KO/,

6. Cucrema-knueHt Gopmupyet B aapec ECHA 3anpoc Ha moiydyeHre MapKepa UAeHTH(DUKALIUH,
BKJIIOYAs B 3aIIPOC IOJyYEHHBIM paHee aBTOPU3ALMOHHBIA KOJ.

7. ECHA mpoBepsieT KOPpEeKTHOCTh 3ampoca (HapuMep, YTO CUCTEMa-KIMEHT 3aperucTpupoBaHa
B ECHA) 1 aBTOpM3aIimOHHOTO KO/Ia M TIepPEaeT CUCTEME-KIMEHTY MapKep UACHTU()UKAIIUH.

8. CucreMa-KJIMEHT U3BIIEKACT UIACHTU(UKATOP MMOJIL30BATENS U3 MapKepa uaeHTuGuKamu. Eciu
UJCHTU(PUKATOP TOJIY4YEH, a MapKep MNPOBEpPEH, TO CHUCTEMAa-KJIMEHT CUUTAET I10JIb30BaTENs
ayTeHTU()ULUPOBAHHBIM.

[Tociie momydenusi Mapkepa HICHTU(UKANUUA CHCTEMa-KIUEHT ucrnoib3yer REST-cepBuchl
ECHUA g monydyeHuss JAONOJIHUTENBHBIX JaHHBIX O IIOJb30BaTese, IPEJBAPUTEIBHO IOJIYYUB

COOTBETCTBYIOIINI MapKep 1ocTyma (cM. puiiokenus b u B).

NMonb3oBarens mC ECHA
(yepes seb-Hpayaep) [cMcTEMA-KNAHEHT)

MNonbaosaTenb 3aNpalivBasT pecype

L 2

I
WMC HanpaenAeT 34Npoc Ha ayTeHTUDHKALMID
L

f\

k4

I
MNonbiosaTenb NPOXOAWT ayTeHTHdKa LI,I-!H}

L i

|
MonbIoBaTent AaeT paspelleHHe Ha Aochyn K CEOMM JaHHLIM

Y

I
ECKMA Bo3epawaeTlaBTOpHIALMOHH BN KO
]

R A S A —

|

HaeHTHd MK LKA

W

I
5!
1 3aNPOC Ha NONYHEHHE MapHEDa
I
L
|
" Mapkep HoeHTHGHKaLMK
-

MC El'ngE‘HTHd}HI.I,Hp',"ET NoALIOBEATENA

)

K

Pucynok 4 — MneHTHhUKAIMS 1 ayTEHTU(DHUKAIUS IT0JIb30BaTeICH
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pH ucnojbs3oBanuu Mexanusma OpenlD Connect 1.0

JIONOJIHUTEIbHBIH ClIeHAPUI ayTeHTH(PMKAIMY 110J1b30BATEJIs1 B KauecTBe MpeAcTABUTeIs
OpraHu3auuu

ECHA Ttakke 10o3BoJisieT ayTeHTU(PHUIIMPOBATH MOJIb30BATEIIS B KAUECTBE MPEICTaBUTENSA
opranuzauuu, s 3roro C nomxkHa:

— 3anpocuth y ECHA He TosbKO Mapkep UAEHTH(PUKALMK, HO U MapKep J0CTyMna (Ha MOJy4YeHHe
JIaHHBIX [10JIb30BATEIS);

—  C HCIOJB30BaHMEM Mapkepa jJocTyna u nporpammuoro uHTtepdeiica ECUA, ocHoBaHHOTO Ha
REST, mnomyunts wuHMOpMAIMIO O TOM, COTPYJHHKOM KAaKUX OpPTaHU3ALUN SBISIETCS
10JIb30BATENb;

—  3alpocCuTh y IOJIb30BATENs, OT UMEHHU KaKOM opraHu3aluu oH Oyzaer pabotarh B naHHoi MC
(ecnu MoIb30BATEND SABISETCS COTPYAHUKOM HECKOIBKUX OpraHu3aluil).

[Tpu Heo6xonumocTu MIC Takxke MOKET POBEPSITh, BKIOYEH JIM I0JIb30BATEIND B
HE00XO0/IMMBbIE€ CUCTEMHbIE IPYIIIbI FOPUIHMUECKOTO JIULIA, SIBJISETCS U OH PYKOBOJIUTENIEM
OpraHU3alMH.

Heo0xon1rMo mOMHUTB, YTO BEIOOP OpraHu3allii, OT UMEHH KOTOpoi OyzaeT paboTarh
nosib3oBarens B MIC, nommkeH nporcxoants Ha cropoHe camoii MC ¢ ucnonb3oBaHUEM €€ CPEICTB.

Cuenapuii ¢ yCTAHOBKOH JIOKAJTbHOM CECCHH

Kak  Ttompko  momp3oBarens  mpornen — ayreHtudukammio, ECHUA  ycranaBnuBaer
10JIb30BATEIBCKYIO CECCHIO, MPOAOIKUTEIBHOCTh KOTOPOMl cocTaBisieT 3 yaca. DakT Hayajga CECCUU
3anuceiBaeTcs B (haitne cookie, KOTOpPBIA XpaHUTCS Ha KOMIbIOTEpe Mmoisib3oBaTens. Ilpu 3akpbITHH
nojib30BaTeieM Opays3epa ceccusi aBTOMAaTHYeCKH 3aBepiuaercd. CucTeMa MOXKET YCTaHOBHTbH IS
MI0JIb30BATENSl CBOIO «IOKaJbHYIO» ceccuio. PexkoMeHayemas MpoJOoJKUTENbHOCTh CeCCUM — OT 15
MHUHYT 210 3 4vacoB. [Ipu 3aBepHieHUM <«JIOKaIbHOM» CECCUM CHUCTEMaA JOJKHA Hampaisite B ECHA
HOBBIH 3aIpoC Ha ayTEHTU(PHUKAIIHIO.

Cuenapuii ¢ aBTOpH3anueil M0JIb30BaTeNs

Cucrema ECHA oOnamaer (QyHKIMOHAJIOM IO TPEAOCTABICHHIO CHCTEME-KIUEHTY
nH(pOpMalMK, HA OCHOBAaHUU KOTOPOM BO3MOKHO MPOBE/IEHUE aBTOPU3ALUU ayTEHTUPHUIIMPOBAHHOTO
noJib3oBaress. Pemenre 06 aBTOpU3auy M0Jb30BaTeNs IPUHUMAET CUCTEMA, B KOTOPYIO MOJIb30BaTelb
aBTOPU3YETCH.

Jlnis momy4yeHus: aBTOPU3AIIMOHHBIX JJAHHBIX CJIeyeT UCIOJIb30BaTh MPOrpaMMHBIN HHTEpdeiic,

ocHOBaHHBIH Ha apxuTekTypHOM cTiiie REST (1. 4.3, npunoxenwne B). B atom cinygae momumo Mapkepa
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UACHTU(UKAIIMA CUCTEMa JOJDKHA TAaKXKE 3allPOCHTh MapKep JOCTYNa K HY)KHBIM aBTOPU3AIMOHHBIM
JAHHBIM.
ITosryunB mapkep nocryna, MC MokeT mosyduTh AAHHBIE O IOJIb30BATENE M HA UX OCHOBE

IIPUHATH pECHICHUEC O IMPEAOCTABICHHUHU AOCTYIIA I1OJb30BATCIIIO K CBOUM pECypCaM.

3.4 TpeboBaHuA K BU3YaJIbLHOMY 0()OPMJIEHHIO BX0/1a MOCPEACTBOM

ECHUA

[Tpu ucnons3oBanun ECUA nist unenTudukanum u ayreHTUu(UKaIMy M0Ib30BaTENEeH, a TaKKe
JUI X PErMCTPALIMU, BAPUAHTHI Pa3MELeHHUs KHOIIOK JJIsl BX0/1a MOT'YT pa3iinyaTbcs B 3aBUCUMOCTH
OT cuieHapus ucnosb3zoBanus ECHUA:

—  ayTeHTH(UKaLMs UCKIroUnTeNbHO nocpenctsoM ECUA;
— ayreHtudukanus nocpeactBom ECHA B kadecTBe OJHONO M3 BO3MOXHBIX BapHaHTOB
ayTeHTU(UKALIHU.

He3zaBucumo ot BBIOpaHHOTO CIIeHapHs, IpU 0(h)OPMIICHUH BXO/Ia B CUCTEMY C UCIIOJIb30BAHUEM
ECHA He pekoMeHTyeTCs HCII0JIb30BaTh CJI0BA «ayTEHTH(QHKAIM» UIH «aBTOPHU3AIIU», BMECTO
3TOrO CJIEyET UCIOJIb30BaTh CJIOBO «BXO.

Ecnu cuctema npon3BoauT ayrentudukauio rno nporokoiay Open ID Connect 1.0, To umeercs
BO3MOKHOCTH IMIPOBEPHUTH HalIMune y noib3oBarens ceccun B ECHUA B poHoBOM pexnme. MHBIMEI
CIIOBaMH, KHOTIKY «BX0/1» MOYXHO BBIBOAHMTH TOJBKO B TOM CITydae, €CIIM TOJIh30BaTENb HE HMEET

CeCCHHU, a €CJIN UMCCT — TO NIPOU3BECTHU BXO/ B CUCTCMY aBTOMaTI/I‘{eCKI/Ils.

3.4.1 AyrenTudukanus MCKJIYUTEIbHO mocpeacteom ECHUA;

Ecnu cucremoii nucnonessyercs ayrentugukanus nocpeactsom ECHA B kauecTse
€IMHCTBEHHOI'0 CI0C00a ayTeHTH(PUKALUH, TO B OOLIEM CIydae pEKOMEHIYeTCs Pa3MeIlaTh KHOMKY
«Bxon» B BepxHell mpaBoil 4acTu («B IIANKe») COOTBETCTBYIOIIEH CTPAHHULIBI.

[pn HaxxaTHH Ha KHOTNIKY «BX01» TOMKHO MPOMCXOANTH MIEpEHAIIpaBICHUE MTOJIH30BATENS HA

CTpaHUuIly aYTCHTI/I(I)I/IKaL[I/II/I ECHA B COOTBETCTBHH C IMPUMCHACMBIM CLICHApHUEM ayTeHTI/I(I)I/IKaL[I/II/I.

15 Cwm. TIpunosxenne B.6.2.2.
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3.4.2 Ayrentudukanus nocpeacrsoM ECUA B kauecTBe 0THOT0 U3 BO3MOKHbBIX

BAPHAHTOB AYTEHTU(PUKALUMA

Ecnu cuctemoit ucnonssyercst ayreHTudukanus nocpeacrsom ECHUA B kauecTBe 0HOTO U3
BO3MOXXHBIX CIIOCOOOB ayTeHTH(PHKAIIUHU, TO PEKOMEHAYETCS pa3MelaTh CCbUIKY MM KHOTIKY «Bxoz
yepe3 ECHA» B manke COOTBETCTBYIOIIETO CaliTa, PACIOIOKHB €€ PSJIOM CO CCHIIKOHN (KHOIKOM),

MO3BOJISIONIECH BOWTH B CUCTEMY IIPH IMOMOIIH aTbTEPHATUBHOTO IIpOBaiiiepa ayTeHTU(hUKALIIY.

3.5 Bo3Bpar nojib30Barelifi B CHCTEMY, BLI3BABIIYI0 NPOPUIIb

noJub3oBarteia B ECUA uiam perucrpauuio nmoan3osaresa B ECUA

Ecnu UC BoizbiBaeT ECUA 11 mpoBeieHNs UASHTU(PUKAIIMHT U ayTeHTU(DUKAIIH
M0JIb30BAaTEJIs, TO MOJIH30BATENb OYAET BO3BPAIICH B CUCTEMY Cpa3y Mociie MPOBEACHUS
ayreHTuukanuu. B To xe Bpems UC Moxker HanpaBuTh mosb3oBareliss B ECHUA co cienyrommmu
LEJAMMU:

— UW3MEHEHWE JaHHBIX B JIMYHOM Mpoduie (Hampumep, MPOXOXKIACHHE MPOUEAYPhl MPOBEPKH

JTAHHBIX MOJIH30BATEIS);

—  OPOXOXKAEHUE MPOUEAYPHl PETUCTPALUH.

3.5.1 Bo3Bpart noJib30BaTteJieil B cucteMy, BbI3BaBunyio perucrpanuio B ECUA
[Toce mpoxoxkIeHHsI MPOLeyphl PErUCTPALIUU TOJIb30BATENb ABTOMAaTHUECKH Oy1eT
Bo3paatieH B MC. [l Bo3Bpara B IC 10 okoHuanus nponenypsl perucrpanuu 8 ECHA
M0JIb30BaTEII0 HEOOXOJMMO BOCIIOIb30BATHCS CTAHAAPTHBIMH CPECTBAMU HaBUTrallMu Opaysepa.
Uro6st ECUA BepHyna 1onb3oBaTesnsi B CUCTEMY IOCTIE BBIIOJIHEHUSI yKa3aHHOM onepaluy,
N C npu nepeHanpasiieHUH [10JIb30BaTeNs 10JKHA EPEAaTh KOPPEKTHBIM KOHTEKCT BO3BpATa.
KoHnTekeT Bo3BpaTa onpenensercs CleyoluMI TapaMeTpamu:
—  <cid> — mHeMOHUKa HHPOPMAIIMOHHOMW CHCTEMBbI, IepeHanpaBuBIIeH mojbp3oBatess B ECUA;
— <rurl> — anpec, Ha KOTOpHII JOJDKEH OBITH BO3BpAlICH MOJIB30BATENb IIOCIE COBEPIICHUS
HEOOXOIMMBIX JNeUCTBHU (ITOT aapec AoinkeH BKmoyarh B ceds URL cucrembl, yka3aHHBIN B
TexHoIOorHuecKOM mopTase);
— <imm> mnpu3HaK, MO3BOJIIONIMN ONpPEAETUTh HEOOXOAWMOCTh BO3BpaTa B CHUCTEMY IOCIIE
pErUCTpallMM YIPOLIEHHOM yYeTHOM 3amucu (Ipu BbI30BE cTpaHulpl perucrpanuun ECHA);
BO3BPAT IOCJE PETUCTPALMM YINPOUIEHHOM Yy4eTHOW 3amucu OyAeT MPOU3BEAEH TOJBKO IPH

nepegave Mpu3Haka co 3HaueHueM «truey.
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[Tprmep cChUIKM C KOPPEKTHBIM KOHTEKCTOM BO3BpaTa JUlsl POLEAYPbl pErUCTpaLiu:

https://esia-portall.test.gosuslugi.ru/registration?cid=TESTSY S&rurl=http://test.ru&imm=true

3.5.2 B03BpaT moJib30BaTeE/JIist B CHUCTEMY, BbI3BaBIIIYIO l'lpO(l)I/IJ'lb moJib30BaTeJisd

ECHUA

B BeO-npunoxxennn «IIpoduins nonszoBarens ECMA» B TeueHue neiicTBUS MOIb30BaTEIbCKON
ceccuu Opay3epa o0ecrieunBaeTcsi BO3SMOXKHOCTb MTOJIb30BATEII0 IIEpEiTH 00paTHO B BHI3BABILYIO
ECHA cucteMy nocpeACTBOM HaKaTHsl Ha KHONIKY «BepHyTbCst Hazamy.

UYro6s1 ECHA BepHyna mosib30Bartens B CUCTEMY OCJe BBIIOJIHEHUS yKa3aHHOM onepaluy,

N C npu nepeHanpapieHuu N0OIb30BaTENs JODKHA IIEPeIaTh KOPPEKTHBIM KOHTEKCT BO3BpaTa.
KonTeker Bo3BpaTa onpenensercs cieIyoluMy apaMeTpamu:
—  <cid> — MmHeMOHUKa HHPOPMAIIMOHHOM CHCTEMBbI, IEpeHaNpaBUBILeH mojb3oBaTessi B ECUA;
— <rurl> — azmpec, Ha KOTOpBI JOHKEH OBITH BO3BpAILCH MOJb30BATEIb IOCIIC COBEPIICHUS
HEOOXOAUMBIX JIeicTBUI (3TOT ajzpec AobKeH BKiMoyath B ceOs URL cuctembl, yka3aHHBIN B
TexHOJIOTHYECKOM MopTale).

HpHMep CCBIJIKH C KOPPCKTHBIM KOHTCKCTOM BO3Bparta:

https://esia-portall.test.gosuslugi.ru/profile/user?cid=TESTSYS&rurl=http://test.ru
CJ'IC,Z[yCT IIOMHHUTB, UYTO IOCJIC 3aKPBITUA MTOJIB30BATCICM 6pay3epa KOHTCKCT BO3BpaTa HE

OyJIeT coxpaHeH.
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4 BEJAEHUWE PEIT'HCTPOB ECHUA

[Tporneccel 1 MexaHU3MBI BeieHUs NaHHbIX peructpoB ECHA nmerot cBoto ciennduky B

3aBUCHUMOCTH OT pErucCTpa U TUIIAa I1OJIb30BaTCIIA. Hepequb MCXaHHU3MOB U ITPOLECCOB NPCACTABJICH B

Tabimue 3.
Ta6mmima 3 — OCHOBHBIC MEXaHU3MbI BesieHus periuctpoB ECUA
IIpouecc Peructp Mexanuszm Cevtmiea a pasien
JAOKYMEHTAa
Peructpanus | Peructp Be6-unrepoeiic 411
(pHU3UIECKHX JIHIL [IporpamMMHBIil HHTEpEIiC, [Ipunoxenune I'
noctynHbii yuepes CMOB
Peructp Be6-unrepdetic 412
IOPUAMYECKUX JIUI]
Peructp OI'B Be6-unrepoeiic 413
Peructp UC BeG-unrtepdeiic 414,415
VYupasnenue | Peructp Be6-unrepoeiic 421
JTAHHBIMH (du3nYeCKUX JIUL]
Peructp Be6-unrepoeiic 422
IOPUINYECKHX UL IIporpammHbIif nHTEpQeEiic Ha [Ipunoxenue b
ocHoBe REST
Peructp OI'B Be6-unrepoeiic 4.2.3
IIporpammHbIif nHTEpQeiic Ha [Ipunoxenue b
ocnoe REST
Peructp UC Be6-unrepdoeiic 4.2.4
ITonyyenue Peructp IIporpammHbIif nHTEpQeiic Ha 4.3, llpunoxenue A
TAHHBIX (UBUYECKUX JIUIT ocHoBe SAML
[IporpamMMHbIil nHTEpdEIC HA 4.3, lpunoxenne b
ocHoe REST
Peructp IIporpammHbIif nHTEpGeEiic Ha 4.3, llpunoxenue A
FOPUTNYECKUX JTHI] ocHoBe SAML
[IporpamMMHbIil nHTEpdEIC HA 4.3, lpunoxenne b
ocHoe REST
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Peructp OI'B [IporpammHsIif nHTEpGEiic Ha 4.3, llpunoxenne A

ocnose SAML

Peructp UC [IporpammHeIit mHTEpdEIC HA 4.3, Ipunoxenue b

ocunose REST

4.1
411

Perucrpauus

Perucrpanus ¢pusuyecKux JIUI U NOJTyYeHUE PosieH

B ECHA npenycMOTpeHBI CIIEIYIOIINE POIH M10JIb30BATENEH!

du3nveckue Imia, MMEIIINe YIeTHYIO 3auch B peructpe ¢pusnueckux aun ECUA;
UH/IMBUyaJIbHbIE IPEANPUHUMATEINH, T.€. PU3NUECcKHe JIHIa UMEIOIUe PU3HAK
WH/JVBHIYaJIbHOTO IPEIIIPUHUMATE;

JIOJDKHOCTHBIE JIMIIA FOPUIUYECKUX JINIL, T.€. PU3nueckue Juia, npucoeannenusie B ECUA k
YYETHBIM 3anucsaM ropuaudeckux jmi ECUA;

JIOJKHOCTHBIE JIMIIa OPTraHOB U OpraHM3aluil, T.e. pu3nuecKue Jaula, IpUCcOeAUHEHHbIE B
ECHA x yuernsiM 3anucsim OI'B.

Hanuuune y IIOJIB30BAaTCIIA poIn IIO3BOJIACT I/IH(bOpMaI_[I/IOHHBIM CHUCTEMAM,

B3aHMO,[[eI>'ICTBy10H_II/IM C ECI/IA, HCIIOJIb30BATHL JTY I/IH(I)OpMaI_II/IIO JJIs BBIITOJTHCHHA COOCTBEHHBIX

MPOIIECCOB (HAIIPUMED, JIJISI aBTOPU3AIIHH).

[Tonb3oBarenu moryt umers B ECHUA onHy win Heckosibko posieid. bazoBoil siBisercs posb

(I)I/I3I/I‘-ICCKOFO JIM1a: YTOOBI MOJIYYHUTh OJHY M3 YKA3aHHBIX poneﬁ, MOJIB30BAaTCJIb JOJI2KCH OBITh

MEPBOHAYATILHO 3aPCTUCTPUPOBAH B KaUCCTBEC (I)I/I3I/I‘ICCKOFO JIMIa.

B ECHA npenycMoTpeHbl yueTHBIE 3aUCH (PU3NUECKUX JIULL CIETYIOIINX TUIIOB, KaXKIbIH U3

KOTOPBIX COOTBETCTBYET ONMPEACITICHHOMY YPOBHIO I/II[GHTI/I(l)I/IKaHI/II/I I10JIb30BaTEIIA.

yIpOIeHHAs (HEITPOBEPEHHAs) yUeTHAs 3aIUCh (COECPKUT MUHUMAIBHBINA HA0Op TaHHBIX O
MOJIh30BaTENE);

cTaHaapTHast (MpoBEpeHHast) yueTHas 3aluCh (JTaHHBIE O MOJb30Barese mposepensl B I MP);
MOATBEPIK/ICHHAS YUE€THAs 3aliCh (JTaHHBIE O TToJIb30oBaTee nmpoBepeHsl B BI MP, a muunocTh
M0JIb30BATENA—(PU3NUECKOr0 JIMIIA TOATBEPKI€HA OJJTHUM U3 JOCTYIHBIX CIOCOO0B
TIOJITBEPIKICHHS).

CXeMaTU4YHO CBS3b MCXKAY POJAMHA U TUIIAMU YYCTHBIX 3amnucen (1)I/I3I/I‘-ICCKOI“O JIM1a

0TOOpaXkeHa Ha pHuc. 5.
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MNonb3oBatenb cetn
UHTepHeT

4L

YnpouieHHan y4yeTHas 3anucb

- L

CTaHAaPTHaﬂ y4yeTHaA 3anucb

- L

nOATBep)KAeHHaﬂ y4yeTHaA 3anucb

4 8

NHauBuayanbHbli JONKHOCTHOE L0 JONKHOCTHOE L0
npeanpuHUMmarenb topuauyecKoro amua ors
Peructp
Peructp OB
OPUANYECKUX UL,

Pucynok 5 — Tunsl yueTHsIX 3anuceil v poau nojib3onatens B ECUA

4.1.1.1 Perncrpanus y4eTHOM 3anucu (pu3nyeckoro Jmna

Peructpanus ydeTHo# 3anucu GU3NYECKOro JTUIAa BO3MOXKHA CIEAYIOIIMME CIIOCO0aMu:

1. CamocrosiTenbHasi perucTpanusi TMoJb30oBaTelss uepe3 BeO-uHTepdeiic. B atom ciydae

MOJIb30BATEIO0 CAMOCTOSITEILHO HY>KHO TIPOMTH CIIEIYIOIINE IIary:

— pEruCTpaIys YIpOIICHHON (HEMPOBEPEHHOMN) YUETHOM 3aMCH T0JIb30BaTels (Tpedyercs
yKazaTh (haMHIIINIO, UM, OJTUH U3 BO3MOXKHBIX MOJITBEPKJICHHBIX KaHAJIOB KOMMYHUKAITH
— MOOWJIbHBIH TeneOH WK aapec FIEKTPOHHOM MOYTHI);

— MepeBOJI YUETHOM 3aIMCH B COCTOSHUE CTaHIapTHOM (ITpOBepeHHOM) (BKIIIOYaeT B ce0s
3ar0JIHEHUE MOJIb30BATEEM JIMUHBIX JIAHHBIX, MHUIIUMPOBAHUE MPOLIEAYPHI IPOBEPKHU
nu4HbIX JaHHBIX B BI' VP 1 aBTrOoMaTnueckyro BepuQUKaIuio THUHbIX JaHHbIX B BI'UP).

— TIepeBOJ YYETHOH 3aIiCH B COCTOSIHUE TTOATBEPKICHHOM (BKIIIOUAET B ce0s

MOATBCPIKACHUC IMYHOCTHU IMOJIL30BATCIISL OAHHUM U3 JOCTYITHBIX CII0c000B
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IOATBEPKIEHHS — C IOMOIIBIO OOpamIeHus B ofuH U3 LenTpoB obcmyxnpanms’®,

OTIIPaBKOM KO/1a MOATBEPKIEHUS JINYHOCTHU 110 ITouTe Win ¢ noMoiupsto KOII).

2. Perucrpauus nosip3osarens B oqHoM U3 LleHTpoB o6cnyxuBanus, UC koToporo ocymiecTsiser
BBI3OB OIlEepaIuii ¢ UCIOJIb30BaHUEM ITporpammHoro untepderica ECUA, omybiukoBaHHOTO B
CMDOB. [leranpHas undopmanus o nporpaMmmaom uarepderice ECUA pasmeniena B
npunoxenuu . B pe3ynprare perucrpanuu B LleHTpe 00CIy>KuBaHUs 110JIb30BaTENb Cpa3y

MOJy4aeT NOATBEPKACHHYIO yueTHYIo 3anuch ECHUA.

4.1.1.2 Haznauenue poJieii
Hasnauenue Bcex posneit pusnueckoro nuna B ECUA ocyiecTBisieTcs ¢ TOMOLIbIO BEO-

unTepdeiical’.
JleranpHas HHQOPMAIHS O HA3HAYEHHH OCHOBHBIX POIei (PH3MUECKOro JIMIA IPeICTaBIeHa B

Tabimue 4.

Ta6mmma 4 — CriocoObl Ha3HAYEHUS POJIeH

Poub Cnoco6 Ha3HaYeHHs POJIH

NHauBuyanbHbIM CamoctositennbHO  depe3 BeO-uHTepdeiic ECHUA ¢ momoripio
MpEeANPUHUMATEIb HanpasieHus 3asBku ¢ naHHbpMu U1, Brirouaromeid B ceOst:

- O®UO;

— WHH ¢usuyeckoro nuia;

— OI'PHUIL

3asBka npoxoauT npoepky B BI'MP. Ecnu B EI'PUII nelictBuTensHO
CyIIECTBYET 3allMChb C YKa3aHHbIMM JIaHHBIM, TO IIOJIb30BaTElb

MOJIY4acT poJib MHANBUAYAJIBHOT'O IIPEANIPUHUMATCIIA

JI0JDKHOCTHOE JTULIO ITonyuenne ponu pomxHoctHoro ymua FOJI B ECUMA mpoucxomur B

OPUINYECKOTO JIUIA pesyJbTare:

— peructpanuu OJI B ECHA, B 5TOM cily4ae perucTpupyromui
FOJI monb3oBarens nosry4aeT posib 10KHOCTHOTO Juna FOJI ¢

npaBamMu pykoBoautens (cum. 1. 4.1.2);

16 Tnst moaTBepsxaenHus TMIHOCTH LeHTPBI 06CTYKMBAHKS MOTYT UCTIOIb30BaTh COOTBETCTBYIOIIMI
nporpammusiii uaTepdeiic ECUA (cm. . I'.3 npunoxenust ).

Y Mnunuuposanue npurnamenus Ha NpucoeIMHEHKE OIb30BaTeNs K IopHarndeckoMy iy um OT'B
BO3MO>KHO C IOMOIIIBIO nTporpaMMHoro uHtepgerica ECUA. Jleranbnas nudopmanus — B
IIpunoxenun b.7.
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— TMpUIIALICHUS] PyKOBOJUTENIEM WM aJMUHUCTPATOPOM MPOPuis
OJI 8 ECUA cotpyaHuKa.

[Ipouenypa mnpurnameHuss COTPyAHUKA Ui TPUCOECIUHEHHUS K
OpraHM3allii BBINOJHIETCA ¢ MOMOIIbIo Beb-mHTep(eiica ECHA.
Bxurouaet B ce0s cienyrouye maru:

1. PykoBoaurens niam agMuHucTpaTop yuetHoil 3anucu FOJI B ECUA
dbopmupyet ¢ momonibio BeO-unTepdeiica ECUA npurnamnienne Ha
MPUCOEANHEHNE K OpraHU3aliy, BKIIOYaoIee B ceOs:

— aJipec 3JIEKTPOHHOM MOYTHI M0JIb30BATENS;
—  ®UO nonab3oBarteis;
— CHWIJIC nonw3oBarens (OMNIHOHAIBHO).

2. ECHUA ormpaBnsier Ha yKa3aHHBIA aapec SJIEKTPOHHOH MOYTHI
MOJIb30BaTENsl MPUTTIAICHUE CO CChUIKOWM I MPUCOEIUHEHUs K
OpraHu3aIiH.

3. Tlonmp3oBarenb, UMEIOIIUI MOATBEPKACHHYIO YYETHYIO 3aIUCh,
Bxoaut B ECUA no cceuike B npurnamenuu. Eciu ero ®UO u
CHWJIC coBmnagaer ¢ JaHHBIMM B TpUIJIALIEHHH, TO OH
npucoeaussiercd K yderHod 3anucu [OJI. Pusmyeckoe nuuo

MOJIy4aeT poJib JOKHOCTHOrO jauna FOJL.

HomxrocTtHOoe o OI'B

[Monyuenue ponu momkHoctHoro juna OI'B B ECHUA mpoucxoaut B
pe3yJipTare:

— peructpanuu OI'B B ECUA, B 3TOM cily4ae perucTpupyrommii
OI'B nons3oBaTeins mosrydaeT poiib JojpkHocTHOro auna OI'B ¢
npaBamu pykoBoautess (cM. 1. 4.1.3);

— TpUIJIALICHUs PYKOBOJAUTEIEM HIIM aIMUHUCTPATOPOM MPODUIIS
OI'B B ECHA cotpyaHuKa.

[Iponenypa npurmnameHust coTpygHuka uis npucoeauHenus k OI'B
BBITIONHSAETCA ¢ MoMomibio BeG-uaTepdeiica ECUAY u amamormdna

IpoLeccy MPUCOEANHEHHSI COTPYAHMKA K yueTHOH 3anucu FOJI

18 Ylrumuupoanne NpurianmeHys Ha IPUCOETHHEHNE TIONB30BaTeNs K IOPHANIECKOMY JTHILY
BO3MOYKHO C IOMOIIbIO TporpamMmmuoro uarepdeiica ECUA. Jleransnas nndopmarus — B

[Tpunoxennn b.7.

19 Mnunuuposanue npurnamenus Ha npucoeguHenne nop3oparens kK OI'B BO3MOXKHO ¢ HOMOIIBIO
nporpammuoro unrepderica ECUA. Jleransnas nadopmanus — B [Ipunoxxenun b.7.
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Onun nonb3oBatenb ECUA MOXET OJJHOBPEMEHHO SIBISTHCA JOJDKHOCTHBIM JIUIIOM B

Heckonbkux OI'B u FOJI, a Takke UMETh poJib OJHOTO UHAUBUAYATLHOTO MPEANPUHUMATEIIS.

4.1.2 Peructpaunusi OpUANYECKUX JUIL

Perucrparus FOJI (BHecenue 3anucu B peructp FOJI) ocymiecTBisieTcs: ¢ moMomso Beo-
unrepdeiica ECUA. Co3znaBars yueTHyro 3anuch FOJI MOXKHO TOJBKO W3 MOATBEP)KICHHON YUE€THON
3amucH (PU3MYECKOTO JINIA — PYKOBOAMTEIS OPTaHU3ALUHU WITH MIPEJICTABUTEINS FOPHINYECKOTO JIUIIA,
MMEIOILETo MPaBo JeHCTBOBATH OT UMEHH OpPTraHU3aluK 0e3 JTOBEPEHHOCTH.

[Ipouenypa peructpaunu FOJI u3 noaTBepxKACHHON YUETHON 3aMKMCH M10JIb30BATENS BKIIFOYAET B
ceOs cienyromye maru:

1. Ilepexox Bo Bkiaaky «OpraHuzauuu» npouis Mosib30BaTeNs U MHUIMHPOBAHUE MPOLEAYPHI
perucrparuu.

2. llogxmroyeHwe cpeacTBa SJICKTPOHHOM moamucu. Jljis perucTpanuu IOpUIUYECKOro JuIa
TpeOyeTcsl MCMOIb30BaTh KBANU(UIIMPOBAHHYIO JJIEKTPOHHYIO MMOANUCH, BBIIAHHYIO Ha UMS
PYKOBOJUTENS HOPUINYECKOrO JIMIIA WIM Ha JIMIO, MMEIOLIEe IMpaBo JAEHCTBOBAaThH OT MMEHU
IOPUANYECKOro JIMLa O€3 T0BEPEHHOCTH.

3. 3amonHeHue ¢GopMbl C JaHHBIMH O IOPHJIMYECKOM JIMLE U JAHHBIMH O PYKOBOJAUTENE
opranuzaiuu. OCHOBHBIE MOJISI TPEI3ANOTHEHb], OCKOJIBKY OHU OBLIIM CYMTAHBI U3 cepTH(UKaTa
JIEKTPOHHOW TOAMUCH, HEOOXOAMMO YyKa3aTh JHIIb PsJl JOMOJHHUTEIbHBIX CBEIECHUH 00
OpraHu3aIu:

— OpraHMU3alMOHHO-TIPaBOBYIO (pOpMY;

— aJpec JIEKTPOHHOM MOYTHI OPraHU3aLNN.

Ecnu B nuunbIX naHHbIX He Obl1 ykazaH MHH, To cienyer ykazate MHH monb3oBarens kak

¢dusmueckoro nuna (nim otMetuts, uto MHH otcyterByer).

4. OxujnaHue OKOHYAHHS aBTOMATHYECKOW MPOBEPKH JAHHBIX OpPraHMU3allMM U PYKOBOAMUTENS
opranu3zaiuu B denepanbHON HATOroBoi ciryx6e. Ecnu onmmbok He BOZHUKHET, TO FOPUANYECKOE
T OYAET 3aperucTpupoBaHo, T.e. OyaeT BHeceHa 3anuch B peructp HOJI. PykoBogutens HOJI,
ocymecTBiIsBIIMN peructpauuio HOJI, aBTOMatM4ecku NOJYYUT pOJib JOJKHOCTHOTO JIMIA

nanHoro FOJI m mpaBa pykoBoauTens.

4.1.3 Perucrpauus OI'B

B peructp opranos u opranuzaiuit ECHA MoryT ObITh BKIIIOUEHBI TOJILKO OpTaHHU3aIIHH,
noananaronue nox aeicteue [locranosnenus [lpasurensctBa Poccuiickoit deneparuu ot
28 Hos0pst 2011 1. Ne 977.
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Perucrpauus OI'B ocymectBisieTcs ¢ momoinisio enunoro Bed-untepgeiica ECUA,
npenycmorpernoro u ais FOJI. Cnenmduka 3akimodaercs B TOM, 4To pykoBoautens OI'B npu
pErucTpalyy B KAYECTBE TUIIA CBOEH OpraHU3alMK YKa3bIBaeT «I 0Cy1apCTBEHHBIN OpraH WiH
OpraHu3alysy, yKa3zblBaeT CBOI0 TEPPUTOPUAIBHYIO TPUHA/JICKHOCTD U BEIOMPAET CBOE BEJOMCTBO,
MOATBEPIKIAOIIEE CTATyC pEerucTpupyoieics opranuzanuu kak OI'B.

[Toce BbIMONHEHUS TPOBEPOK JAHHBIX OpraHU3aMK (POPMHUPYETCS 3aIPOC B BEAOMCTBO,
MIOATBEPKIAOIIIEE CTATyC perucTpupyrouerica opranuzanuu kak OI'B. Eciin 1aHHOE BEJOMCTBO
MOATBEPKIaeT, yTo opranu3zaius umeer cratyc OI'B, To ydeTHoit 3anucu OyaeT mpuCcBOEH 3TOT
NpU3HAaK U oHa Oynet BimroueHa B peructp OI'B. Ecnu He moaTBepkaaeT, 4To opraHusanus Oyaer

MMETh YUETHYIO 3aIKCh Iopuandeckoro guina (6e3 npusuaka OI'B).

4.1.4 Peructpauus HH(POPMALMOHHBIX CHCTEM
Peructpamuss MUC BbimonHsieTCsl opraHu3aiuei, spistonieiics oneparopoM aanHoit MC. Dta
OpraHuzalys npeaBapuTenbHO JODKHA ObITh 3apeructpupoBaHa B ECUA.
B ECHA nomxubl 0bITh 3apeructpupoBansl UC, koTopsie:
— wucnoab3yroT ECUA kak nmocraBumk uaeHtudukanuu (Identity Provider) ams uneHTndukanuu u
ayTeHTU(UKALIUY TI0JIb30BaTENEH;
— wucnons3yroT ECUA B kauecTBe mocrasiuka pecypca (s uaterpanuu no REST u OAuth 2.0);
— OCYIIECTBIISIIOT perucrpanuto nois3zopareneil B ECHA.

Hns peructpanmun MMC MoXHO Bocmosib30oBaThes (yHKIHEH TexHomornyeckoro moprana

ECHUAZ,

4.1.5 Peructpaumsi CHUCTEMHBIX I'PyNil

Jna cucrtem, unterpupoBaHHblx ¢ ECHUA, nmeercs BO3MOKHOCTb IPOBEPATh HAIWYHE Yy
MoJib30BaTesel crerupuuecknx MOJTHOMOYMH MO JOCTYNy K 3Toil cucreme. JlaHHas BO3MOXKHOCTb
obecrieunBaercss B ECHMA mocpeacTBoM MexXaHW3Ma CHUCTEMHBIX TIpynn (Tpymnm JgocTyna) — Juis
MpoBeACHUST aBTopu3auu coTpyaaukoB opranm3anuii (FOJI mmu OI'B). Omeparop MC wmoxer
3aperucTpUpoBaTh OAHY WM HECKOJIBKO CHCTEMHBIX I'PYII, KOTOpble OyAyT JOCTYIHBI OpraHU3aIiH,;
YIIOJIHOMOYEHHBIE COTPYIHUKH OpraHU3alMid CMOTYT BKJIIOYATh/MCKIIOYATh CBOMX COTPYJHHKOB C
nomoinpto BeO-uHTepdeiica ECHUA (em. m. 4.2.2.3). Tlocne ayreHTUUKAIMK JaHHBIE O

MPUHA/JIEKHOCTH COTPYAHHMKA OpraHu3allii K cucTeMHBbIM rpynnam aanHoil UC Oynyt nepenaHsl B

20 Pasnien 6 PeriiamenTa.
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SAML-yTBepKACHUAXK, a TAKKE JOCTYIHBI C IOMOILBIO MPOIPAMMHOT0 HHTEpdeiica, OCHOBAHHOTO Ha

apxurekrype REST.

PeFI/ICTpaHI/IIO CUCTCMHBIX TIpylIl MOXHO OCYHICCTB/IAITH C ITOMOIIBIO TexHoJIOrn4ecKoro

noprana ECHUA, npu ycrnoBuM, 4YTO JaHHOM OpraHu3aldd NPEAOCTAaBICHO IMPaBO CO3JaHUS

COOCTBEHHBIX CHUCTEMHBIX TPYIII.

B ECHA npenycMOTpeHBI CIEe1YIOIIME TUIIBI TPYI 10CTYNA!

nyOJIM4Has — JOCTYINHAs Ul Ha3HAYCHMs BCEM OpraHU3alMsM. Y TOJHOMOYEHHbIH COTPYAHUK
OpraHu3aluy (He SBJSIOILEHCS BJIAeNbleM PYIIbl) BCEraa MOXKET BKIIOYATh B 3Ty IPYMILY
COTPYAHHUKOB CBOEH OpraHU3alluH;

OrpaHWYeHHO AocTynHas (mpuBartHas) rpynna st OI'B — mocTynHas BceM opraHu3anusi,
umMeromum npusnak OI'B;

OTPaHUYEHHO JOCTyNHas (NpUBaTHas) — JOCTYNHAas OPraHU3aLUSAM TOJBKO C pa3perieHust
BIIJIEJIbIIA CUCTEMHOM I'PYIIIBL. Y IOJITHOMOYEHHBIN COTPYJHUK OPraHU3alMK MOKET BKIIIOYATh
B 3Ty I'PYIIy COTPYAHUKOB CBOE€H OPraHU3allMK TOJBKO I1OCIIE MTOIYYCHHUS OpraHu3auuel 1pas
JIOCTyTIa CO CTOPOHBI OpraHU3alnu-BiIaleIblia CACTEMHOU IPYIIIIBL.

OpFaHI/ISaHI/IH-BHaHeHeH OI'paHUYCHHO ,HOCTyrIHOﬁ TPYIIIBI MOXET NPCAOCTABUTE OPraHU3alluu

JOCTYII K TPYIINE B CAEAYIONINX PEKUMAX:

4.2
421

C BO3MOKHOCTbIO CBOOO/IHOTO BKJIFOUEHHS B TPYIITY COTPYIHUKOB;

C BKJIOUEHHEM B TIPYMNIY COTPYIHUKOB TOJIBKO C IEPCOHAIBHBIM COIVIACOBAHUEM JTOTO
BKJIIOYEHHUSI CO CTOPOHBI OpraHM3alMU-BIIAAENbIa 3TOW rpynnsl. B aTom ciaydae nobGaBnenue
COTpYJHHUKA B IPYIILY C IOMOIIbIO BeO-uHTepdelica min NporpaMMHOr0o UHTepdeiica BIeUeT 3a
co0Ol HampaBICHME 3alpoca B YYETHYIO 3allMCh OpraHM3allMU-BIaJeNbla IPYIIbl Ui €ro
pPacCMOTPEHHUs; TOJBKO IIOCJIE COIIACOBAaHMS 3alpoca CO CTOPOHBI OpraHW3allMU-BIIaJeibla

COTPYAHUK OyzeT 100aBiieH B IPyIIy.

YupagsjieHue J1aHHBIMU

YunpagsjieHue JaHHbIMU (PU3HYECKUX JIMIL

praBJ’ICHI/IC JaHHBIMHA HOHL3OB3.TCJ'I}I—(I)I/I3I/I‘-ICCKOF 0 JInIa OCYHIECTBIIACTCA UM CaMOCTOATCIIbHO

¢ nmomorsto BeO-uaTepdeiica ECUA. Jloctyn kK mpod o mob30BaTeNIst OCYIMIECTBIISETCS 1O CChUIKE:

https://esia-portall.test.gosuslugi.ru/profile/user/

K nepconanbHbIM faHHBIM, pazMenieHHbIM B ECUA, oTHOCSTCA:
OCHOBHas HH(pOPMALIUS:

- (amunus, UMs1, OTUYECTBO;
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- 10T

- JlaTa pOXKICHMUS;

- PEKBU3HUTHI YAOCTOBEPSIOLIEIO JIMYHOCTh JIOKyMEHTa (TOJBKO JJs  CTaHJApTHOM
(mpoBepeHHOI) ¥ IMOATBEPIKACHHOM YUCTHOM 3aIKCH);

- TpaXIaHCTBO (TOJILKO JUIi CTaHIAPTHOW (IPOBEPEHHOI) W TOATBEPXKICHHOW Y4YETHOU
3armcH).

—  UIEHTU(PUKATOPHI:

CHMIJIC (ToapKo i CTaHAApTHOMH (IPOBEPEHHOM) M IMOATBEPKACHHON YUCTHOM 3aIKCH ),
- HWHH (tonbko 1t NOATBEPKACHHON YUETHOM 3aIIUCH).

- AOKYMCHTBI:

BOJMTEIHCKOE YAOCTOBEPEHUE,
- CBHJICTEIILCTBO O POXKJICHHH,
- moauc OMC;
- 3arpaHHWYHBIN MACIOPT;
- BOEHHBIH OMIIET.
—  JaHHBIE O JETAX;

- KOHTaKTHas1 I/IH(i)OpMaHI/H[I

aZipec JIEKTPOHHOM MOYTHI;

- MOOWJIBHBIN TenedoH;

- JomManrHui TenedoH

- TIOYTOBBIN aJIpec;

- aJipec perucTparuu.

—  TPaHCIOPTHBIE CPEACTBA:
- TOCYHApCTBEHHBIM PErUCTPALMOHHBIA 3HAK TPAHCIOPTHOTO CPEACTBA M PEKBU3UTHI
CBHJIETENILCTBA O PETUCTPALH TPAHCIIOPTHOTO CPEICTBA.

IIpouenypa penakTUpoBaHMs psaa MOJEN pa3audaeTcs B 3aBUCUMOCTH OT TOTO, SIBISIETCA JIA
ydeTHas 3alucCh TOJIB30BATEN YIPOUICHHON (HENPOBEPEHHOM), CTaHIAPTHOW (TMPOBEPEHHOMN) WM
NOATBEpKAeHHOH. [l cTaHaapTHOMH (IPOBEPEHHOM) U MOATBEPIKIACHHON YYeTHOHN 3aliCH U3MEHEHHE
pszia mojed BO3MOXKHO TOJIBKO ITOCHE NMPOBEPKU ATUX NaHHBIX B BI'MP. Jlo Tex mop, moka JaHHbIE HE
OyAyT MOATBEPKIEHBI, U3MEHEHUE JIaHHBIX HE MPOU30UIET.

Jlns cranaapTHO# (POBEPEHHON) U MOATBEP)KIACHHOW YIETHOM 3allUCH W3MEHCHHE OCHOBHBIX

AAaHHBIX BO3MOKHO TOJIBKO ITPU HAJIMYUHW MOATBCPIKACHHOI'O HOMCPA MOOHUIILHOTO TCJ'IC(I)OHa.
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4.2.2 YnpapiieHue JaHHbIMH IOPUIHYECKUX JHUII

VYropaBnenue panabiMA  FOJI  ocymiecTBisieTcs  CaMOCTOSITENIBHO — PYKOBOJWTEIEM WM
anvunmcTpaTopoM npodus FOJI ¢ momompio BeG-mHTepdeiica ECUAZL. JlocTynHsl cnemyromye
byHKIMNU:

—  yhOpaBlieHHe UIeHTU(UKAIUOHHBIMU AaHHbIME FOJI;

—  ympasieHue corpyaaukamu FOJT;

—  ynpasnenue pumanamu KOJI;

—  ympaBlieHHE NPHUHAJICKHOCTHIO COTPYIHHKOB K CHCTEMHBIM T'PYIIIaM (IpyInaM J0CTYIIa).

Boiitu B npoduie opranuzamun ECUA u ynpaBisTh TaHHBIMHA OPTaHU3ALUU MOXET TOJIBKO
YIOJIHOMOYEHHBIN COTPYJIHUK — T.€. IIOJIb30BATENb, KOTOPBIN SBIISIETCS PYKOBOJUTEIEM OpPraHU3alUu,
BBIIIOJIHMBIIMM PETUCTPALMIO OPraHM3allMd, WM KOTOPBIM BKJIKOYEH B TIPYNIy aJIMHUHUCTPATOPOB

npodwmiss ECUA.

4.2.2.1 YnpasJienue uaeHTH(PUKAUMOHHBIMH JaHHBIMHU FOJI

VYII0IHOMOYEHHBIN COTPYAHUK UMEET BO3MOXKHOCTh peAaKkTUpOBaTh cienyromue gauuasie FOJI:
—  OpraHu3alMOHHO-TIpaBoBas Gopma;
—  aJpec IEKTPOHHOU MOYTHI;
—  IIOYTOBBIN aJpeEC;
—  TenedoH OpraHU3aIUY;

—  (akc opraHu3almy.

4.2.2.2 Yupasiaenue corpyauukamu FOJI

YIOTHOMOYEHHBIM COTpYAHUK c momouibio BeO-uHTepdeiica ECUA umeeT BO3MOXXHOCTH
IIPOCMOTPETH NEPEUEHb COTPYAHUKOB, T.€. II0Jb30BaTEIEH, IPUCOECIUHEHHBIX K Opranu3anuu. Takxke
OH MMEET BO3MOKHOCTD:

—  OTPENAKTHPOBATh CIEAYIOIINE NAHHBIE COTPYIHHKA:

- CIy)XeOHBIH agpec 3JeKTPOHHOM MMOUTHI;

- cIyXeOHbII HOMep TenedoHa;

- JIOJDKHOCTB.

— OTHpaBUTh MpUIJIALIEHHE I[0JIb30BATENI0 IS €ro MPHUCOEAMHEHHUS K OpraHu3auuu (CM.

n. 4.1.1.2), a Takke UCKIIOYUTh COTPYIHHKA U3 OpraHu3alyu. [Ipy UCKITIOYEHNH COTPYIHHUKA

21 Taxske BO3MOXKHO yIpaBJIeHHe JaHHBIMU OPTaHM3aIlMH C TIOMOIIBIO IPOTrpaMMHOTO HHTepdeiica Ha
ocHoBe REST (cwm. [Ipunoxenue B).
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ECHA ypanser nosp30Bartess U3 BCEX CUCTEMHBIX IPYI U UCKIItodaeT coTpyanuka usz F0J1, npu

9TOM YUCTHAA 3allUChb COTPYAHUKA HC YAAJIACTCA U3 peructpa (1)1/131/I‘ICCKI/IX HI/II_IZZ.

4.2.2.3 YupasJjieHUe NPUHALJIEKHOCTHI0 COTPYAHUKOB K CUCTEMHBIM Ipynnam

Jlns perynupoBaHus TOCTyNa COTPYAHUKOB K MHTerpupoBaHHbiM ¢ ECUA nHdopmManmoHHbIM
CHCTEMaM YIOJIHOMOYEHHBIM COTPYAHMK OpPraHM3allMd HMMEET BO3MOXXHOCTH C IIOMOUIbIO BeO-
unrepdeiica ECUA BKIIOYATh M UCKIIOYATh COTPYHMKOB U3 CUCTEMHBIX IPYyII~,

['pynnsl foctyna (CUCTEMHbIE IPYMIIBI) CBSI3aHbl C HH(GOPMALIMOHHBIMU CUCTEMaMHM, AOCTYI K
KOTOPBIM OHHU PEryiaupyooT. Eciu coTpyAHUK opraHu3anuy ObUI BKJIIOYEH B CUCTEMHYIO IPYMILY, TO
COOTBETCTBYIOIIME [aHHBIE CMOXXeT oOpabarbiBarh MC-Bragenen JaHHON CHCTEMHOH TPYIIIBI:
uHbOpMaNKs O IPUHAIISKHOCTH K CUCTEMHOH TpyIme Oyaer mepenana B yrBepxkaeHusx SAML, a
TaKKe MOXET ObITh II0JlydeHa C IIOMOINBI0O HPOrPaMMHOrO0 HUHTepdeiica, OCHOBAaHHOIO Ha
apxutektypHoMm ctuiie REST.

OO61mas cxema B3aMMOJEHCTBUS BBIMJISIAUT CIEIYIOIIUM 00pa3oMm:

1. OI'B peructpupyer B8 ECUA undpopmarnmonnywo cuctemy (MC-1), moctyn KOTOpOW JOKHBI

II0JIy4aTh [IPEICTaBUTENN OpraHu3aluii, 3apeructpuposanbix B ECUA. I1pu peructpannn NUC-

1 nanubnii OI'B omnpenernsier Ha3BaHUE COOTBETCTBYIOLICH CHCTEMHOI rpymmbl (cM. m. 4.1.4),

HanpuMep «rpymmna 1».

2. YTIOJTHOMOYEHHBIH COTPYIHUK OpraHu3al Hcroib3yer BeO-uHTepdeiic ECUA  mns

IIPOCMOTpA CYIIECTBYIOUIMX TPYII 10CTyNa. HaxoauT rpynmsl 10CTyma, CBSI3aHHBIE C CUCTEMOM

MC-1, ¥ BUMT, YTO B 9TOM TIepeuHe MOSBUIACh «rpymma-1»24,

3. YnomHomoueHHblii cotpynHuk OJI nmoGaBiser B «rpymnmy-1» COTpYTHHKOB OpraHU3aIHH,

KOTOpBIM OH paspemiaer aeiicrBoBats B UC-1 ot umenu FOJIL.

4. Corpynnuk HOJI, BKIIOYEHHBI B CHUCTEMHYIO TpYINy «rpymnmna-1», ayreHTHQUUUpyeTcs ¢
nomoisio ECHA B UC-1.
5. UC-1 momydgaet cpenu SAML-yTBepkieHnit HHGOPMAITHIO O TOM, YTO IOJIH30BATEh BKIIIOUCH

B «rpynmy-1» (mns storo anamusupyer yrBepxkiaeHue memberOfGroups — cm. m. A.S

OpUIOKEeHUs: A), M1 IPUHUMAET MOJIOKUTEIBHOE PELIeHHE O JAOCTYIE MOJIb30BATENs K CBOMM

pecypcam.

22 Bpmmii cotpymauk FOJI MoXeT TpoAOIKaTh HCIHONB30BaTh CBOIO ydeTHylo 3amuch ECUA,
HaIrpuMep, IS MOJIY4EHHUS TOCYIApCTBEHHBIX YCIIYT B 3JIEKTPOHHOM BHJE.
23 Ecniu cOOTBETCTBYIOMMME MH(DOPMAIIHOHHBIMU CHCTEMAMH MPEAyCMOTPEHBI TPYIIIBI JOCTYIA

(cuctemusbie rpymnmbl), M. 1. 4.1.5.
24 Ecnut 9T0 my6midHas TPYyINa WK OrPaHMYEHHO JOCTYIHAS IPYINa, JOCTYH K KOTOPOH MPea0CTaBIeH JaHHOH
OpraHu3alri.

55



6. Ecmu ppyras unrerpupoBannas ¢ ECUA MC-2 npu ayrentudukanuu oopadarsiBaer SAML-
YTBEP)KICHHUE O MPHHAJICKHOCTH MOJIB30BATENS K IPYIINaM, TO OHA HE YBUIUT WH(POPMAIIHIO O

«rpymre-1», noromy uto ganHas MC-2 He gBisieTcs BiIaAeibleM 3TOM TPYIIbI.

4.2.2.4 Yupasiaenue puanaaamu FOJ1

YTIOTHOMOYEHHBIH COTPYAHHMK ¢ momouibio BeO-uHTepdeiica ECUA mmeeT BO3MOXHOCTH
IPOCMOTPETH MepeueHb (PUITNATOB OpraHU3alUH, 3aPETUCTPUPOBATH HOBBIH (puiHa, a TaKxKe:
—  W3MEHUTH JlaHHbIE puinana;
—  YOPaBJATh COTPYAHUKAMHU (UIIHMANA U UX JaHHBIMU;
—  YOpaBJIATh NPUHAIICKHOCTHIO COTPYIHUKOB (HIIHAIIA K TPYIIIaM.
YkazaHHbIe onepanuu ¢ (puararaMu aHaJIOrHYHBl COOTBETCTBYIOIIUM OIEPALUSAM C YUETHBIMH

3aIIuCsiIMHU OpF&HH?»&LIPIﬁ.

4.2.3 Ynpasiaenue 1anabivu OI'B
Vupasnenne nanabiMu OI'B ocymiecTBisieTcs MO aHAIOTHH C YIPABICHUEM OOBIYHBIMU
OpraHMU3alMHU-IOPUINYECKUMHU JIIaMH, T.€. ¢ ToMoIIbto BeO-unTepdeiica ECUA.
VYmpasinenue ganapivu OI'B BkittouaeT B ceOsi:
—  ympaBieHHue JODKHOCTHBIMU Junamu OI'B;
—  yHpaBJIeHUE MOJHOMOYMSIMHU AOJDKHOCTHBIX Uil OI'B;

— ynpasnenue ¢punnanamu OI'B.

4.2.3.1 Yupagsienue 10/LKHOCTHbIMH Junamu OI'B

JloGaBneHne IOKHOCTHBIX JIMII OCYILECTBIISIETCS B pe3yjibTaTe BBIOJHEHHUsS ONepanuu
NPUIJIAIIEHUS T10JIb30BaTeNei—(hU3nueckux JUL, HMEIOIUX MHOATBEPKIECHHYIO YYETHYIO 3aIlllCh
ECHA. DtoT mporecc MOXKET BBIIOJIHATHCA C MOMOIIBIO BeO-npuioxeHus «[Ipopunb opranuzanuu

ECHA» no ananoruu c ynpasieHueM corpynaukamu FOJL.

4.2.3.2 YnpasjieHue NOJTHOMOYHAMM J0KHOCTHBIX jiull OI'B

[TomHOMOYHS JOTKHOCTHOTO JIMIIA PEryIUPYOTCA IIPHU MOMOIINN MCXaHNU3Ma CUCTCMHBIX T'PDYIIII.

BrImonmaseTcs mo aHaJIoruu ¢ TEM, KaK 3TO pCaIM3yCTCA Y OPUANIYCCKUX JIUL, HC UMCIOIHX ITPU3HAKa

OI'B (cm. 1. 4.2.2.3).

4.2.3.3 Ynpasaenue puaunaaamu OI'B

VYnpasnenue ¢unuaramu OI'B BwIMOTHSETCS MO aHAJIOTHH C TEM, KaK 3TO peaju3yercs y

IOPUIMYESCKUX JIHII, He uMerorux npusHaka OI'B (cm. . 4.2.2.4).
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4.2.4 Ynpasiaenue 1anabivu UC
N3menenue nanubix MC ocymiecTBiaseTcsi B COOTBETCTBUM ¢ PerjnaMeHToM. YTOJTHOMOYEHHbIN
corpynHuk omepatopa HWC wuMeeT Takke BO3MOXKHOCTh C TIOMOIIBIO  BEO-TIPHIIOKCHUS
«Texnonornueckuit nopran ECUA» ocyiecTBiIATh CleayIONIne 1eUCTBUS:
— 3arpyxarb u ynansath ceptudukarst UC;
— PpemaKTHpOBaTh CHUCTEMHBIE TpyNIbl (MpU HAJIUYMM HEOOXOJUMOTO TIOJHOMOYHUS Y

COOTBETCTBYIOIIECH OPraHU3aLIUN).

4.3 TlonyyeHue TaHHBIX

HNudopmannonnas cucrema, noaxiaoueHHas k ECUA c nenbio uneHTudukanuy u
ayTeHTU(UKALNY, TTOTy4aeT HH(POpPMALIHIO O CYyObEeKTaX, JaHHbIE O KOTOPBIX XPaHITCS B perucTpax
ECHA. C stoit nensto B ECUA nipeycMOTpeHBI CleayIoIIre mMporpaMMHbIe HHTEPHENCHI:
1. [Tporpammusiii uaTepdeiic Ha ocHoBe SAML 2.0. UC, unrerpupoBannas ¢ ECUA, nonxydaer
JaHHBIE MOJIb30BaTeNsl HAa MOMEHT ero ayreHTudukanuu B ECUA. Jleransnas undopmanus oo
HCIOJIb30BaHUU 3TOTO IPOrPaMMHOT0 UHTEpdeiica peacTaBiIeHa B MPUIOKEHHH A.
2. [Tporpammuslii nHTEpdeEiic Ha 6a3e apxuTekTypHOro cTis ‘“Representational State Transfer”
(REST). On no3Bonsier uaTerpupoBaHibiM ¢ ECMA MHpOpMAaIMOHHBIM CHCTEMaM IOJIy4aTh
noctyn k xpasmumcs B ECHA ngaHHBIM B TMPOU3BOJBHBI MOMEHT BpEMEHH IMOCIe
TIPeBAPUTENHLHOTO MOTyYeHHs pa3pelleHns OT Moib3oBarens>. ObecreunBaeTcs JOCTYN K
CJICAYIOIINM JaHHBIM:
— JaHHBIE O TMoOJb30BaTene (MACHTU(UKAIMOHHBIE JaHHBIC, JAHHBIE O TPAHCHOPTHBIX
CpeICTBaX, JAHHBIC O BXOXKICHUH B OpTraHU3aI1H);

—  JaHHBIE 00 opranu3anusax (uaeHTU(UKAIMOHHBIC JaHHbIE, TaHHBIE O COTPYIHUKAX);

— gaHHble 00 WMH(OPMAIMOHHBIX CHCTeMax (MASHTH(PUKAIMOHHBIE JaHHBIC, JaHHBIE 00
OpraHU3aINH-BIAICTIBIIE).

HetanpHas nadopmalus 06 UCIIOIB30BaHUH STOTO TPOTrPaMMHOTO HHTEpdeiica mpeIcTaBieHa

B [Ipunoxenusx b u B%,

25 33 uckmouenneM nomydenus AaHEbIx 006 UC (cm. m. b.7 npunoxenns b u n. B.3 npunoxenns B.
%6 [opsanox noxkmouenus kK ECUA ¢ Lenbio HCo/b30BaHUs IPOrPAMMHBIX HHTep(hEeHcoB OmicaH B
1. 9-10 Pernamenra.

57



4.3.1 Oco0eHHOCTH MOJTy4YeHHUsI JAHHBIX PU3UYECKUX JIUILL

HonyanL JaHHBIC (1)I/ISI/I‘ICCKI/IX JINAIY (C JIFOOBIMH POJIsIMH, 3a UCKITFOYCHUEM OOJI>KHOCTHBIX JIMI]

OI'B) MO’XHO ¢ TOMOIIBIO TPOTPAaMMHBIX HHTEpdericoB, ocHoBaHHbIX HAa SAML 2.0 u REST.

[Tony4yenne naHHBIX PU3HMUECKUX JIML, UMEIOLINX POJIb T0JKHOCTHOTO Jiniia OI'B, BO3MOHO ¢

MTOMOIIIbIO TPOTrPAaMMHBIX HHTEpdeElcoB, ocHOBaHHBIX HAa SAML 2.0.

[Tpu monydeHun JaHHBIX (PU3MUECKUX JIULL C TTOMOIIbIO HHTepdeiica, OCHOBAHHOTO Ha

SAML 2.0, cnenyeT npuHUMATh BO BHUMAaHHE CIEAYIOIIHE OCOOCHHOCTH:

NC nony4vaer naHHBIC MOJb30BATENSI HA MOMEHT €ro ayTeHTH(UKALUH, KaK pe3yibTar, eCliu
JIAHHBIC O IOJIb30BATENIC MEHSUINCh B TeYeHHE OJHOH ceccuu, TO MC CMOXKET MONyYuTh HX
TOJIBKO TTOCJIC MOBTOPHOH ayTeHTU(UKAIIMH TTOJIb30BATEIS;

WC umeeT BO3MOKHOCTb IOJIy4aTh TOJIBKO TE JIAHHBIC, KOTOPbIC OBUIN OINPEICIICHBI HA CTAIUH
noaxmodenus UC k ECUA (cm. 1. 3.1.1).

HpI/I MOJIYYCHHUHN TAHHBIX q)HSquCKI/IX JIi1n ¢ IOMOIIIBIO I/IHTep(beﬁca, OCHOBAaHHOI'O Ha

apxutektype REST, cneayer npuHUMaTh BO BHUMaHUE CIEIYIOIINE OCOOEHHOCTH:

4.3.2

W C nmostyyaeT IOCTYI K IaHHBIM O TIOJIb30BATENIE TOJIBKO MOCIIE SBHOTO PAa3pPEIICHUS CO CTOPOHBI
nojb30Bareis. Y TOJb30BATENsI HMEETCS BO3MOXKHOCTH BIIOCJICICTBHHM OTO3BAaTh 3TO
paspelieHue;

JUTSL TIOJTyYEHHsI JIaHHBIX O MOJIb30BaTesIe HET HeoOXoauMocTu uHTerpupoBathest ¢ ECUA 1o

npotokory SAML s ayreHTH(QHUKAINN TIOIh30BaTENCH.

Oco0eHHOCTH MOJIyYeHUS JAHHBIX PUANYECKUX JIUIL

[Tpu nonydyeHny JaHHBIX IOPUINUECKHX JIUL] C TIOMOILBIO UHTEp(eiica, OCHOBAHHOTO Ha

SAML 2.0, ciegyeT npMHUMAaTh BO BHUMaHUE CIEAYIOIINE OCOOEHHOCTH:

NC moxer monyyaTh TOJIBKO naHHble 00 ogHOM FOJI, B KOTOpOM COCTOMUT (PU3UUECKOE JIUIIO,
nporieniiee ayTeHTHUKauoo (moias3oBarenb BbIOpan FOJI, oT wMmeHH KoTOpol Oyaer
nerctBoBath B nanHou UC).

[Tpu nony4eHnn TaHHBIX FOPUANIECKHX JIUI] ¢ TOMOIIBI0 HHTEpdeiica, ocHoBaHHOTO Ha REST,

CJICAYCT IPUHUMATh BO BHUMAHHUEC CJICAYIOIINC 0COOCHHOCTH:

BO3MOXKHO TOJTy4eHHe 001muX AaHHbIX 000 Bcex FOJI, coTpyIHUKOM KOTOPBIX SIBISIETCS TaHHOE
¢du3nveckoe JHIIO.

MOJHBIA JocTyn K AaHHbIM FOJI MOXeT maTrh TOJBKO YHOJHOMOYEHHBINM coTpyaHuk HOJI
(Hampumep, ero PyKOBOAMTENb), OObIuHBIN coTpynHuk HOJI mMoxeT nath paspelnieHue Ha

MMPOCMOTP JIUIIIb OTPAHUYCHHOT'O obbeMa JaHHBIX.
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Cxema MMOJIYYCHHA JaHHBIX O IMPUHAAJICIKHOCTH COTPYAHHNKA K CUCTCMHBIM I'pyIlliaM

npencrasieHa B 1. 4.2.2.3.

4.3.3 Ocobennoctu nmosydyenusi 1aHHbIX OI'B 1 moJTHOMOYM TOMKHOCTHBIX JIHIL
Hannbie 06 OI'B MoryT OBITH MOTYYEHBI C IOMOIIIBIO TPOTPaMMHOTO HHTEpdeETica,
OCHOBaHHOTO Ha mpoTokoyie SAML (B paMkax Moiy4eHus JaHHBIX O JODKHOCTHBIX Juiax OI'B,
ayreHTuduupoBanubix uepes ECUA, cm. 1. 4.3.1).
Ecnu IC npon3BoauT naeHTH(PUKALNIO U ayTeHTU(DHUKAIUIO TOJDKHOCTHBIX il OI'B ¢
nomotuisio ECUA u y Hee BO3HHKaeT HEOOXOAUMOCTh NMPOBEPATH HAJMUKE Y MOJIb30BATENs
crenu(pUIecKuX MOJTHOMOYHIA, TO PEKOMEH]IyeTCs UCII0JIb30BaTh yTBepxkaeHus SAML

systemAuthority (cm. [Tpunoxenune A).

4.3.4 Ocobennoctu nmoxyyenus nanabix UC

[Tony4ats nanneie 00 uHTErpUpoBaHHbIX ¢ ECUA MH)OPMAMOHHBIX CHCTEMAaX MOKHO TOJIBKO
MOCPEACTBOM MPOTrPaMMHBIX HHTEP(EHCOB, OCHOBaHHBIX Ha apxuTekTypHoM ctiiie REST (cm. m. B.7
npuIoKeHus b).

YroOrl cucreMa mMoria ObITh uaeHTUGHIHpoBaHa cpenctBamu ECUA, oHa 1o/pKHA 3arpy3UTh B
ECHA cBoii ceprudukar (cm. 1. 4.2.4).

Urobsl cucrema Morna mnpousBoauTh uiaeHtuukauuto HMC yepes ECHUA, ona nomxkHa
NPEIBapUTENILHO TMOJNYYUTh pa3pelieHne Ha BbI30B cooTBercTByromero REST-cepsuca ECHA.
Heo6xoaumocte nosyyath aanHele 00 MC nomkHa ObITh yka3aHa B 3asBKEe Ha CO3JaHHUE 3alllCH

peructpa nadopMaruoHHEIX cucteM B ECUA (cpenu neneit nogxmouenns VIC 8 ECUA)?.

27 Cwm. paszen 6 Pernamenra.
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NMPUNOXEHWE A. NCITOJIL30OBAHUE ECHA B
IEJSIX UIEHTUO®UKAIIUU U AYTEHTUOUKALIUU
MOCPEJICTBOM CTAHJIAPTA SAML 2.0

A.1 OOmue cBenenus o crangapre SAML 2.0

Baumopeiicteue MC ¢ ECHUA ¢ nenpio uaeHTuGUKaIUU 1 ayTeHTU(GUKAITUN OCYIIECTBIISICTCS
MOCPEACTBOM ICKTPOHHBIX COOOIICHMIA, OCHOBaHHBIX Ha ctaHgapre SAML 2.0.

SAML 2.0 — ocnoBanssiit Ha XML cranaapt no oomeny nHpopmanueil (yTBepKIeHUusIMI) 00
ayTeHTU(UKALUY U aBTOPU3ALUU MEX]y TOBEPEHHBIMHU JOMEHAMU O€30MacCHOCTH.

OcHoBHBIMH KOMITOHeHTaMU SAML 2.0 aBistroTcs:

1.  VrBepxaeHnue — nuHGOpMaLHS O MOJUIMHHOCTH, aTPUOyTaX ¥ HA3HAYCHUSX,

2. [TpoTokoi — npaBwiIa GOPMUPOBAHUS 3aIIPOCOB U OTBETOB B MPOIIECCE B3aUMOJICHCTBUN Yepes
SAML 2.0.

3. CaszpiBanne — otobpaxenue npotokon SAML 2.0 Ha TpaHCHOpTHBIE MPOTOKOJBI CBSI3U H

nepeaaun COOOIICHUM;

4. [Tpodune — coueranue yTBEp>KICHHHM, IPOTOKOJIOB U CBSI3bIBAHUM 1J1s1 O/IEPKKU KOHKPETHOTO

CliCHapusa B3aHMOJECHCTBUS.

s ~
Mpodunu

CoyetaHue YTBBp)KAeHMI’L NPOTOKONOB NCBASLIBAHWA ANA NOAAEPKKN KOHKPETHOrO CUeHapua

e A
CBsi3blBAHUA
OrobpaxeHue npotokonos SAML Ha cTaHaapTHLIE NPOTOKONLI CBA3W M Nepeaaun
coobuienit
( N
MpoTokonbl

3anpoc W OTBET 4NA nony4eHnAa nomsepmemm W ynpasneHua
YAOCTOBEPEHNAMMN

YyTBEpPXKAEHNA

WHpopmayna o noaANMHHOCTH, aTpubyTax n HasHaYeHNAX

Pucynok 6 — OcHoBHBIE KOMIIOHEHTHI SAML 2.0
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SAML 2.0 onpexenseT CHHTaKCUC W CEMAHTHKY YTBEpXKICHHH, OTHOCAIIMXCS K
ayTeHTU(UKaIWU, aTpuOdyTaM W aBTOPU3ALMOHHON nHpopMmanuu. OmpenesneHbl CIEAYIONIHe THITBI
YTBEPKICHUI:

— YTBEpXKACHHE TIO ayTeHTHU(UKAUU — OIpeneNsieT, 4YTO JaHHBIH CyOBEKT mpomieln
ayTeHTH()UKALIUIO OTPENICICHHBIM CIIOCOOOM B OIpEIeTICHHBII MOMEHT BPEMEHH;

— YTBEpXKACHHE IO aBTOPH3AIMU — ONpEIENseT, HAa KaKkue JEHCTBHS aBTOPHU30BAH KOHKPETHBIN
CyOBeKT;

— YTBEpXKICHHE MO aTpudyTaM — OIpenenseT crenuduyeckyro MH(GOpManHi0 O KOHKPETHOM
cyOBeKTe.

SAML 2.0 onpexnensier cioco0 nepenauun yreepkaeHui B nmporokonax. B ECUA ucnons3yrores
cienyromue npotokoisl SAML 2.0 tuma 3anpoc/oTBerT:

— Authentication Request Protocol (mpotokoi 3anmpoca ayTeHTU(UKAIIMK) — OTPEACISIET CIIOCOObI,
KOTOPBIMH ayTEHTH(PHIMPOBAHHBIA CYOBEKT MOMKET 3alpOCUTh YTBEPXKICHHS, COACpIKaIIHe
ayTeHTH()HUKAMOHHBIC JAHHBIE U aTPUOYTHI CYOBEKTa;

— Single Logout Protocol (mpoTokos enuHOro BeIX0/1a) — ONMpEesieT MeXaHH3M OJIHOBPEMEHHOTO
3aBEpIICHNS AKTUBHBIX CECCUI, ACCOIIMMPOBAHHBIX C ayTeHTH()UIIPOBaHHBIM CyObEeKTOM. Brixon
MOYKET HHUIIMMPOBATHCS M0JIb30BATENIEM MJIH MTOCTABLUIMKOM UAECHTHU(PHUKAINH.

CeszeiBanust SAML 2.0 onpenensioT, Kak pa3iuyHble coolmieHus mnportokoioB SAML 2.0
MOTYT TIepelaBaThCsl MOBEPX TPAHCIOPTHBIX MpoTokojoB (Hampumep, SOAP, HTTP). B ECHUA
UCIONB3YIOTCS cienyomue cBsa3biBanus SAML 2.0:

— HTTP Redirect — ompenensier, kak coobrienust nmpotokonma SAML 2.0 mMoryt mepenaBaThCs,
ucnonn3ys coobmenns HTTP Redirect (orBetsl ¢ komoM coctostaust 302);

— HTTP POST — ompenenser, kak cooOmienuss nporokoia SAML 2.0 moryT mepenaBaTbesi ¢
ucnonb3oBanuem coodumennit HTTP POST.

[Mpodpmm SAML 2.0 onpenensitoT, Kakue YTBEPKACHUS, TIPOTOKOIBI U cBs3biBaHMs SAML 2.0
MOTYT HCIIOJb30BAThCSI B KOHKPETHBIX BapuaHTax wHcnoib3oBaHus. B ECHUA wncnons3yrores
cienyromue npopuarn SAML 2.0:

— Web Browser SSO - ompezesnsieT, Kak pealn30BaTh OJHOKPATHYIO ayTCHTH()HKALHUIO B
CTaHJApTHHIX BeO-Opaysepax;

— Single Logout — onpenernsieT, Kak BBIMTOIHUTH OJHOBPEMEHHBIN BBIXOJ U3 BCEX CECCHUI.

Kak mnpaBuio, mocraBHIMKY Ycuyr TpeOyeTcs — jaeTanbHas HMH(opMamus o pe3yibTrarax
NPOBEICHHONW ayTeHTUHUKAMU. OTa HH(OpMAIUS COACPKHUTCS B KOHTEKCTE ayTeHTH(HUKAIMHU,

nepeaaBaeMoM B yrBepikacHuIXx SAML 2.0. Ayrentudukannonasii KoHTekcT (authentication context)
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OIpCaACIIACT CUHTAKCHUC JIA OTIMCaHUA MEXaHHU3MOB ayTCHTI/I(bI/IKaL[I/H/I.

A.2 OOurue pekoOMeHIAIMHU M0 peaJn3anun nHTepdeiicoB NOCTABIINKA

yCayr

Junis peanuzanuu MHTEPQECOB MOCTABIIMKA YCIYT MOXHO HCIOJB30BaTh YK€ pa3paboTaHHbIC
Pa3IMYHbBIC PeATN3aLUHU OCTABIIUKOB YCIYT C OTKPBITHIM KOAOM. OJTHUM U3 TAKUX MOCTABUIHNKOB YCIIyT
aprsiercs OIOSAML, peanmusoBanHbi mOA pasnuuHble TATGOpMbl. Pasnuunbie peanu3anuu
OIOSAML MOYKHO MMOCMOTPETh Ha WH(POPMAITMOHHOM pecypce

http://digitaliser.dk/group/42063/resources.

[Tpumeuanue. B cOopku mocneauux Bepcuit OIOSAML paspaboTumku cTamu BKIIOYATH
oubmmoreku OpenSAML, kortopeie HecoBmecTuMbl ¢ ECHUA. B macrosmmii moment ¢ ECHUA
copmectuma Bepcusi 2.4.1. OpenSAML. Ckayatb [JaHHYIO BEpPCHUI0O MOXHO IO CCBUIKE:

http://www.shibboleth.net/downloads/java-opensami/2.4.1.

Elie oqHMM BO3MOKHBIM BaApHAHTOM peaM3alliy IOCTaBIInKa yeayr st cpex PHP sBistercst
SimpleSAMLphp. bonee moapobHyro wuHdpopmanuo o SimpleSAMLphp MoxHO mMONyunTh Ha

uHpopMarmoHHOM pecypcee http://simplesamlphp.org.

[Tpu camocTosATeNbHOM peanu3anuy HHTepdelcoB mocrapumka yciayr Ha Java uiu C++ ogaum
U3 BO3MOXHBIX BapHaHTOB SIBISIETCS WCIIONB30BaHUE HaOopa OMOIMOTEK C OTKPBHITHIM KOJOM
OpenSAML (ctporo Bepcuu 2.4.1.), KOTOpHI MOAIEPKUBAET padoTy co crermudukanusvu SAML
Bepcuu 1.0, 1.1 u 2.0. [TogpoOuyro nadopmaruio o oudbauorekax OpenSAML M0OXKHO TOCMOTPETh Ha

MH(POPMALOHHOM pecypce https://wiki.shibboleth.net/confluence/display/OpenSAML/Home.

[Tpumeps! koaa o ucnonb3zoBanuo OPenSAML ans Java npuBeneHst B paznene A.7.

A.3 OOmue TpeOoBaHus K peaju3anuu UuHTepgdeiica mocTaBuIuKa

yCJIyr
WuTtepdeiicsl nocTaBIInKa yCIyT JOJKHBI COOTBETCTBOBATH cieayromuM npopunsm SAML 2.0:
— Web Browser SSO ¢ yderom pekomenmanuii Interoperable SAML 2.0 Web Browser SSO
Deployment Profile;
— Single Logout.
3ampoc k cucreme ECHA oT uHPOPMALMOHHOM cHCTEMBl Ha WACHTUQUKAIMIO U

aYTeHTI/I(i)I/IKaHI/IIO IIOJIB30BATCIIA OOJIDKCH OBITh moAnmrMCaH C IOMOIIBIO 3aKpbITOI'O  KJIFOYA
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http://digitaliser.dk/group/42063/resources
http://www.shibboleth.net/downloads/java-opensaml/2.4.1/
http://simplesamlphp.org/
https://wiki.shibboleth.net/confluence/display/OpenSAML/Home

MH(POPMALIMOHHOMN CUCTEMBI C UCIIOJIb30BAHUEM CIIEIYIONINX AJITOPUTMOB:

— anroput™ C14n muisi KaHOHUKAIM3AIU cooOmeHus B popmare XML,

— amroputMbl SHA-1 / SHA-256 / SHA-512 u RSA — ans BelumcieHds nmudpoBOro ormevyarka
COOOIICHUS U KO/Ia TOATBEPIKICHHS IIETIOCTHOCTH cO00IeH . B kauecTBe MpoTOKOIa TOCTaBKU
JIOJDKEH MCIIOJIb30BaThbes MeTo cBs3biBanns HTTP-redirect;

OTBeT ¢ pe3ynbTaTaMu UACHTHU(PHUKAIUU U ayTeHTU(PUKAIIMK TOJIB30BaTeNsl, CPOPMUPOBAHHBIIH
cuctemoit ECUA, moamuceIBaeTcst ¢ MOMOIIBIO 3aKphITOro Kiroda cuctembl ECUA u nmpeoOpasyercs ¢
UCTOJIB30BAHUEM OTKPBITOTO Kitoya HH(OpManuoHHOW cucTeMbl. Ilpu 3TOM  wHcmonb3yroTcs
CIICAYIOIINE AITOPUTMBI:

— amroput™ C14n s kaHOHMKaIM3aUKuK coodieHus B popmare XML;

— amroputmbl SHA-1 / SHA-256 / SHA-512 u RSA — ans BelumcieHus nudpoBOro ormevyarka
COOOIICHHUS U KOJIa TIOATBEPKACHUS IIETOCTHOCTH COOOIICHHS;

— amroputMbl RSA u SHA-1 / SHA-256 / SHA-512 nis mepemaum Kiroda IpeoOpa3oBaHus
COOOIICHNS HAa OCHOBE OTKPBITOrO KIF04Ya MH(OPMAIMOHHOW cucTeMbl, anroputM AES s
OCYIIECTBIICHUSI TpeoOpa3oBaHUsl Ha IMEpPEIaHHOM Kirode. B kauecTBe MpPOTOKOJIA TOCTaBKU
coobmenusi ot cuctembl ECHUA nHbopMannoHHON cucTeMe HCIONb3yeTCs METOJ CBS3bIBAHUS
HTTP POST.

3anpoc k cucteme ECUA ot MC Ha 3aBepiiieHne aKTUBHOW CECCHUU TOJIB30BATENS JOJDKEH
OCYIIECTBISTHCS U3 Opay3epa Moab30BaTeNsI U JOJDKEH OBITh MOJIMICAH C TIOMOIIBIO 3aKPHITOTO KITF0Ya
MH(OPMAIIMOHHON CUCTEMBI C UCIIOJIb30BAHUEM CIIETYIOIINX alrOPUTMOB:

— cl4n;

— SHA-1/SHA-256 / SHA-512;

- RSA.

B xadecTBe MpOTOKOIIA JTOCTABKH JIOJDKEH UCTIONIB30BaThesl MeTo cBsizbiBanust HT TP-redirect.

3anpoc ot cucremni ECHMA k WC Ha 3aBepiieHHe AaKTUBHOM CECCHUU TIOJIB30BATEINS
MOMMKUCKHIBACTCA C UCMOJIb30BaHUEM 3akpbIToro kimoda cucteMbl ECHUA. [lpu 3ToM HCHoOnb3yroTcs
CIIEAYIONINE AITOPHTMBI:

— cl4n;

— SHA-1/SHA-256 / SHA-512;

- RSA.

B kauecTBe mpoTOKOJIA IOCTaBKH UCIOJIb3yeTcst MeTo cBsi3biBanuss HTTP-redirect.
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OTBeT ¢ pe3ylibTaTaMu 3aBEPIICHUS aKTUBHON CECCHH TOJI30BATENS OT MHPOPMAITMOHHON
cucrembl k cucreMe ECUA nomkeH ObITh TOAMHMCAH C MOMOIIBIO 3aKPBITOTO KITF04a HH(POPMALMOHHOM
CHUCTEMBI C UCIIOJIB30BAHUEM CIICIYIOITUX aJITOPUTMOB:

— cl4n;
— SHA-1/SHA-256 / SHA-512;
- RSA.

B kadecTBe IpOTOKOIIA TOCTABKH JIOJDKEH UCIIONB30BaThesi MeTo cBsizbiBanus HT TP-redirect.

OTBeT ¢ pe3ysbTaTaMU 3aBEPIICHUS aKTUBHOW CECCUU MoJib3oBarelsisa oT cucteMbl ECHA k
MH(POPMAITMOHHOM cCHCTEeME TIepe1aeTCs MOAMMCAaHHBIM C TIOMOIIBIO 3aKPBITOTO Kitoua cuctembl ECUA
C MCIOJIb30BAaHUEM CJICIYIOIIUX AJITOPUTMOB:

— cl4n;
— SHA-1/SHA-256 / SHA-512;
— RSA.

B kauecTBe MPOTOKOJIA TOCTABKHU UCIONIB3yeTcst MeTo cBsi3biBanust HT TP-redirect.

A.4 Omnucanue popMaToB IEKTPOHHBIX cO00menund SAML 2.0 B
ECHA

B nannoM pasznerne onuchiBalOTCs cienytomue mpotokoiasl SAML 2.0, uconszyembie ECUA
npu (GOPMHUPOBAHUHU HIIEKTPOHHBIX COOOLCHU:
— TPOTOKOJI 3aIpoca ayTeHTHU(UKAIIIH;
— TIPOTOKOJI €MHOTO BBIXO/IA.
3anpoc ayrenruduxamun (AuthnRequest)
3anpoc ayrentudukammu (AuthnRequest) mpexacrasiser co6oit XML-10KyMeHT, KOTOPBIi
COZEPIKUT CIICAYIOIINE DIIEMEHTHI:
1.  saml2p:AuthnRequest — onwmceiBaeT mnapamerpbl 3ampoca AuthnRequest u comepxut
CJIeAYIOIINEe aTpUOYTHI:
- AssertionConsumerServiccURL — URL mpoaiinepa yciyr, mNOpeqHa3HaYeHHBINH s
00pabOTKH OTBETOB OT MOCTaBLINKA UACHTU(DUKAIMY (HE0Os3aTeIbHBIN);
— Destination — URL-agpec WC-nocraBmuka wuaeHTH(GHUKANNUK, TpeIHA3HAUCHHBIN s
obpabotku AuthnRequest;
— ID — yHuKaIbHBINA UASHTH(PHUKATOP COOOLICHHUS;

— Issuelnstant — nata co3nanus 3anpoca;
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- ProtocolBinding — ucnone3yemas SAML npussizka.
2. saml2:Issuer — naenTudukaTop NocraBuMKa ycuyr, otnpasuBmiero AuthnRequest (sBisercs

BJIOKEHHBIM 110 OTHOILEHMIO K 31eMeHTy Saml2p:AuthnRequest).

CrpykTrypa AuthnRequest:
saml2p:AuthnRequest saml2:1ssuer
Pucynok 7 — Ctpykrypa AuthnRequest
[Tpumep AuthnRequest:

<?xml version="1.0" encoding="UTF-8"?>
<samlZ2p:AuthnRequest
xmlns:saml2p="urn:ocasis:names:tc:SAML:2.0:protocol"
AssertionConsumerServiceURL="https://atc-
504:7002/0iosaml/saml/SAMLAssertionConsumer"
Destination="https://esia-
portall.test.gosuslugi.ru/idp/profile/SAML2/Redirect/SSO"
ForceAuthn="false"
ID=" 054240e4-b2a8-48e9-b4c6-e0b5e84d3a35"
IsPassive="false"
Issuelnstant="2012-02-28T06:43:35.704z2"
ProtocolBinding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-
POST"
Version="2.0">
<saml2:Issuer
xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion">sia test</saml2:Issuer>
</saml2p:AuthnRequest>

Jnst crenepupoBanHoro SAML 2.0 coobmienust ¢ 3ampocom  AuthnRequest nomkHO OBITH
BoimosiHeHo cws3piBanue (binding) ¢ mporokonom HTTP mo merony HTTP-Redirect ¢ yuerom
CJIEIYIOIIUX OCOOCHHOCTEH:

—  cOOOIleHHEe MOAMUCHIBAETCS C MOMOILBIO MEKTPOHHON MOJIMUCH MOCTABIIMKA YCIYT, IpUYeM

MOJIIIFCaHa JIOJDKHA OBITh CTPOKA 3ampoca Ha ayTeHTH(HKAIMIO MOJTB30BaTEIIS;

—  TOANHUCAHHOE COOOIIEHHE CKUMAETCS U KOJUpyeTcs B KoaupoBke Base64.
B mporecce cBs3piBanus Gopmupyercs koneunslii URL AuthnRequest, koTopsiii B kadecTBe
GET-napameTpoB JOKEH CO/IEPIKATh:
—  SAMLRequest — AuthRequest B KoHEUHOM BHJIE;
— SigAlg — anropuT™ MOANKCH 3ampoca, ¢ MOMOIIBIO KOTOPOTO BBITIOJHSIACH MOJIHCH 3aIpoca
ayTeHTH(UKAIIH;

— Signature — moAnMuCk, MOTyYSHHAS B Pe3yJIbTaTe MOMMUCAHUS 3alIPpOCa ayTEHTH()UKAIHH.
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[Mpumep URL AuthnRequest:

https://esia-
portall.test.gosuslugi.ru/idp/profile/SAML2/Redirect/SSO?SAMLRequest=£fZJBa%2BMwEIX$2FitBdlgzYWyPilLS1bK
FLO%2BzuYS9FkSepwIGyGtn051dxEtpS6EUg90abmfc0v37b92SEgNa/muazoASc8z211ub0%2Bt%2FesotelOep9LwIgOcRXt4b%2FA
2AkgdChOr3UdAhOeYOW1dN7QOBWNapz%$2FHpXMhDoEH73xPSVLRAgxtbr1Doc9hAbCaA08rx9rs2Bhr JARXNOhpWikJdCSG5t%2F7Ygk
%2FHkfgNQcldGsc6HacVLhSOmnUwZrDzY6YjM0d5n3S7LAzcdgeextraHiag5GvobAATedM8UXLvg4Fp3ZpudY 9AycNdTVIEIcy22JR
SVPYVK%2FIrzTYm759%2BVVVFJTeiK0254koj2hE%$2Bi hEHeHAYtYs11SKXTEgmqlZUKp$2BpvMhmVfGPktXZghvrThH850vmIEL1u2
1XbPXUtJT8vUSZBPQcnJIg6h8%2BJI%2FQzWF4%2FpltndEpO%$2Fc%2F4Z2tThfv36JxTs%3D&RelayState= 12db488a-a516-41e3-
801c-3e8£235473146SigAlg=http%3A%2F%2Fwww.w3.0rg%2F2000%2F09%2Fxmldsig%23rsa-
shal&Signature=k1XL2WfE1KMHzaJtjjaL201lsoweYNMO6Xt50E20QgwRzVOBZ0T79HJIEjPMu3jBhDdmM47z1rswbhUFPV220Dbk5K
UXJ$2F5FVPWXCTefnVCZGXHUBb1SWuC%2FoK1TSxumbenoommHNS5S%2FeYAPISOKNNWS yEP3eJQHkecsTYUTKPmyP8%3D

OtgeT Ha 3anpoc ayrentudukamun (AuthnResponse).
B ciydae ycnemHoil ayTeHTH(HUKAIMHM IMMOCTABIIMK HMACHTU(UKAIUN (OPMUPYET OTBET Ha

3anpoc ayreHtudukaimuun — AUthnResponse, KkoTopslii comepkuT yrBepkacHue (Assertion) o6

ayrentudukanuu. AuthnResponse npeacrasnser coboit XML-10KyMeHT co cieayolen CTpyKTypoil:

ABTOp yTBEPXKAEHUS

saml2:lssuer

[MoaTeepxaeHve aBTopcTBa yTBEPXAEHUA

saml2:Signature

MonyyaTenb yTBepXOEHNS!

saml2:Subject

YcnoBus AeNCTBUS YTBEPXKAEHNS

Assertion saml2:Condition

ATpunbyThl 06bEKTA YTBEPXKAEHUS

saml2:AuthnStatement

[
|
|
! saml2:AttributeStatement
|

Pucynok 8 — Ctpykrypa AuthnResponse

Onementsl saml2:Issuer u saml2:Signature cozepxaT HIEHTU(PUKATOP MOCTABIIMKA
UACHTUGUKAIIMM U DJIEKTPOHHYIO MOJIHUCh, CO3/JaHHYIO C MOMOINBIO cepTH(]UKaTa MOCTaBIIMKA

UICHTH(PUKAIUH.
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Onement saml2:Subject copepxxut nnpopmammio o AuthnRequest, KOTOpOMy COOTBETCTBYET

nanablii AuthnResponse, u peacTaBisieT coO0 CIETYIOIIYIO CTPYKTYPY:

saml2:NamelD

saml2:Subject

saml2:SubjectConfirmation saml2:SubjectConfirmationData

Pucynok 9 — Ctpykrypa saml2:Subject

Onement  saml2:NamelD  comepKUT  YHUKaIbHBIA  MACHTU(DHUKATOpP,  MPUCBOCHHBIH
MOCTABIIMKOM HICHTH(UKAIMH COOTBETCTBYIOIIeMy AuthnRequest.

Onement saml2:SubjectConfirmationData comepxut HabOp aTpuOyTOB, B TOM YHUCIIE:

— InResponseTo — comepxut uaentuduxatop AuthnRequest (cootTBeTcTByeT 3HaUEHHIO aTpUOyTa
ID);

— NotOnOrAfter — conepxwur aaty, 10 Kotopoii naHHbli AuthnRequest gelicTBuTeneH.

— Recipient - URL  o6paborunka  AuthnResponse  (COOTBETCTBYET  3HAYCHHIO
AssertionConsumerServiceURL).

OnemeHT saml2:Condition coepKUT onMcaHKe YCIOBUM, TPU KOTOPBIX JaHHbINM AuthnResponse
cuuTaercs JeiicTBuTeNnbHbIM. JlaHHbBIN snemeHT uMeeT aBa atpudyra — NotBefore u NotOnOrA fter,
KOTOpPbIE YKa3bIBAIOT Ha BPEMEHHOM MPOMEXYTOK, B KOTOpBIN naHHbIM AuthnResponse neificTBuTeneH.
Takxe saml2:Condition umeer BioxkeHHBIN d1eMeHT saml2:AudienceRestriction, KOTOPBIA CONEPKUT
anemeHT saml2:Audience ¢ ykazaHueM YHUKAJIBHOTO HMACHTH(HUKATOPA MOCTABIIMKa yCayr (entity id).
VuukanpHbelii uaeHtudukarop cuctembl B ECUA (entity id) He momkeH comepkaTh CHMBOJIOB
KUPUJUTUIBL.

Onementsl saml2:AuthnStatement u saml2:AttributeStatement coxepxat wuHpopmanuio o
pe3ynbTaTax ayTeHTU(QUKAIIH.

OnemenT saml2: AuthnStatement umeet aBa atpulyTa:

— AuthnInstant — nara ayrenTrdukaimm;
— SessionIndex — yHUKaJbHBIA HMICHTU(PHUKATOP CECCHU TOJIb30BaTeNsd (C TOMOIIBIO HETOo,
HarpuMep, BBITIOJHACTCS MOBTOPHAs ayTeHTUUKaNus 1 oneparus Logout).

OnemeHT saml2:AttributeStatement cogep>XUT aTpuOyTHl MOJIB30BATENSI U UMEET CIEIYIONIYIO

CTPYKTYpY:
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saml2:Attribute saml2:AttributeValue

saml2:AttributeStatement saml2:Attribute saml2:AttributeValue

saml2:Attribute saml2:AttributeValue

Pucynok 10 — Ctpyktypa saml2: AttributeStatement

Onement saml2:Attribute umeer Tpu arpubyra:
— FriendlyName — cokpaiiieHHOe HaMMEHOBaHUE aTPUOYTa;
— Name — nosiHOe HauMeHOBaHME aTpUOYTa;
— NameFormat — ¢popmat morHOr0 HaMMEHOBaHUS aTPUOYTA.
Onement saml2:AttributeValues cocrout u3 aByx arpuOyroB: xmlns:xsi u xsi:type. OTu
aTpuOyThI ONpeAeNAoT GopMaT 3HaYEHUs aTpUOyTa OJIb30BATES.
[Tpumep AuthnResponse npusezeH B paznene A.9.
3anpoc 3aBepuieHUs1 aKTUBHOM ceccum nosb3oBartes (LogoutRequest)
3anpoc 3aBeprieHus aktuBHou ceccuu (LogoutRequest) mpencrasnser coboit XML-nokymeHT

CO CJIEYIOLIEN CTPYKTYPOU:

saml2:Issuer

saml2:LogoutRequest saml2:NamelD

| saml2:SessionIndex

Pucynoxk 11 — Ctpykrypa LogoutRequest
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3aBepileHre aKTUBHOW CECCUM TOJb30BATENsI MOXET OBbITh MHUIIMMPOBAHO KaK CO CTOPOHBI
MOCTABIIMKA yCIYT, TaK U CO CTOPOHBI MOCTABIIMKA WUIACHTH(UKAIMU. B ciydae, eciu 3aBepiicHue
CeCCHM MHUIMUPYET MOCTaBIIMK yciyr, To LogoutRequest nomxen copepxkarb 00s13aTENIbHBIN 3JIEMEHT
saml2:SessionIndex.

Onement saml2:LogoutRequest umeer crneayromue aTpuOyTHI:

— Destination — cogepxxut URL o6paborurika LogoutRequest. B ciyuae eciu 3aBepiiieHre CECCHU
WHUIIMUPOBAHO MOCTABIIUKOM yciyr, To coiaepxkurT URL mocraBmuka uACHTHPHUKAIU, U
HA000POT, €CITM MHULIMUPOBAH MOCTAaBIIMKOM uaeHTuukanmm — o URL SP.

— ID — comepxuT yHUKAJIBbHBIA UACHTUPHUKATOP COOOIICHHUS.

— Issuelnstant — nata ¢popmMupoBaHUs COOOIICHUS.

— Reason — npucyTcTByeT B cilyyae HHULMAIN3ALMN 3aBEPIICHHS CECCUU CO CTOPOHBI OCTAaBIIUKA
YCIIYT.

OnemenT saml2:Issuer B kauecTBe 3HAYCHHS COJCPKHUT HUAeHTHHUKaTOp (entity id) nHuImMaropa
3aBEpILEHHsI CeCCUU — JIM00 MMOCTaBIIMKA YCIYT, TU00 MOCTaBUIMKA UACHTU(UKALIUH.

Onement saml2:NamelD B kadecTBe 3HAu€HHUS COJEPKUT YHUKAJIbHBIM WICHTU(DUKATOD
MIPUCBOCHHBIA MOCTABIIMKOM HIIEHTH(UKAMU cOOTBETCTBYIoNeMy AuthnRequest.

OnemeHT saml2:Sessionlndex coOOep>KUT YHHUKaNbHBIA UAEHTU(PUKATOP IOJB30BATEINS,
CO3JIaHHBIN MPH ayTEHTHUPHUKALHH.

3arpoc Ha 3aBeplIeHNe CECCUH JOIDKEH MPOU3BOAUTHCS U3 Opay3epa (0T UMEHH MOJIb30BaTes).
B kadecTBe mpoTOKOJIA TOCTABKH JOJDKEH MCITOJIb30BaThest MeTo cBsi3biBanust HTTP-redirect.

[Tpumepsl 3anpoca 3aBEpLICHUs CECCUU:

<?xml version="1.0" encoding="UTF-8"?>
<saml2p:LogoutRequest xmlns:saml2p="urn:oasis:names:tc:SAML.:2.0:protocol"
Destination="https://esia-portall.test.gosuslugi.ru/idp/profile/SAML2/Redirect/SLO"
ID="_f51e2082-f899-476d-b88b-6dc743ch4969"
Issuelnstant="2012-03-01T13:46:01.984Z"
Reason="urn:oasis:names:tc:SAML.:2.0:logout:user"
Version="2.0"
xmins:saml2="urn:oasis:names:tc:SAML.:2.0:assertion">
<saml2:Issuer>sia_test</saml2:lssuer>
<saml2:NamelD Format="urn:oasis:names:tc:SAML.:2.0:nameid-format:transient">
_4b58555ef34dallfac0aa08e8987dbb3
</saml2:NamelD>
<saml2p:Sessionindex>
86e46a8d455acd02f5a9ef4072f7b66c46b4422bfc38631aabe50b8d3f032¢c43
</saml2p:SessionIndex>
</saml2p:LogoutRequest>

<?xml version="1.0" encoding="UTF-8"?>
<saml2p:LogoutRequest xmlns:saml2p="urn:oasis:names:tc:SAML.:2.0:protocol"
Destination="https://atc-504:7002/oiosaml/saml/LogoutServiceH TTPRedirect"
ID="_5741a3cde023a8a669dd720e283642df"
Issuelnstant="2012-03-01T13:51:41.7112"
Version="2.0">
<saml2:Issuer xmiIns:saml2="urn:oasis:names:tc:SAML.:2.0:assertion">
https://esia-portall.test.gosuslugi.ru/idp/shibboleth
</saml2:Issuer>
<saml2:NamelD xmlns:saml2="urn:oasis:names:tc:SAML.:2.0:assertion" Format="urn:oasis:names:tc:SAML.:2.0:nameid-format:transient™>
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_4b58555ef34dal1fae0aa08e8987dbb3
</saml2:NamelD>
</saml2p:LogoutRequest>

OtBeTt Ha 3anpoc 3aBepuieHus akTUBHOI ceccun (LogoutResponse).
OtBet Ha 3anpoc 3aBepieHus akTuBHOM ceccuu (LogoutResponse) mpeacrarmsier co6oit XML-

JOKYMEHT CO CJIEYIOIIEH CTPYKTYpOil:

saml2:lssuer

saml2:LogoutResponse

saml2:Status

Pucynok 12 — Ctpykrypa LogoutResponse

Onement saml2:LogoutResponse umeer cieayromue aTpuoyTh:

— Destination — conepsxut URL o6pabotunka LogoutResponse. B ciyuae eciu 3aBepiiieHne ceccuu
WHULIMUPOBAHO TIOCTABIIMKOM ycayr, To comepxxut URL mocrtaBumka uaeHTUPUKALNUHA, U
HA000POT, €CIIM HHUIMUPOBAH MMOCTaBIIMKOM uaeHTuuKanmu — 1o URL mocTtaBmuka ycyr.

— ID — conepXuUT yHUKaJIbHBIN UIEHTU(UKATOP COOOIIECHNUS.

— InResponseTo — coaepxur unentuduxarop LogoutRequest.

— Issuelnstant — nara ¢popmupoBaHus COOOILIEHHUS.

OnemeHT saml2:Issuer, B 3aBUCMMOCTH OT WHHUIMATOpa 3aBEpPLICHUS CECCUU, B KaueCTBE
3HAYEHUS COACPKUT uleHTuuKaTop (entity id) nHMIIMATOpa 3aBEPILIEHUSI CECCUM — JIMOO MOCTABIIMKA
ycayr, 1100 MOCTaBIIMKA UACHTUDHUKALIH.

OnemeHT saml2p:Status umeeT BIOXKeHHbIM 3meMeHT saml2p:StatusCode, umeronuii aTpuodyT
Value, B kauecTBe 3HaYEHHS] KOTOPOT'O NEPETAETCSI CTATyC ONEpaIiu.

[Ipy >TOM OTBET Ha 3ampoC 3aBEpIIECHHS CECCHM He CoAepkuT mapamerp RelayState,
NepeaHHbli N3HAYAIBHO NMPHU ayTEHTU(PHUKAIIMY TOJIH30BATEINS.

HpI/IMepLI OTBCTA Ha 3aIlIpOoC 3aBCPUICHUA CCCCHUU!

<?xml version="1.0" encoding="UTF-8"?>
<saml2p:LogoutResponse xmlns:saml2p="urn:oasis:names:tc:SAML.:2.0:protocol"
Destination="https://atc-504:7002/0iosaml/saml/LogoutServiceHT TPRedirectResponse"
ID="_a0b3a5b88cf9b96d509ee7b9d497f693"
InResponseTo="_f51e2082-f899-476d-b88b-6dc743ch4969"
Issuelnstant="2012-03-01T13:45:41.041Z"
Version="2.0">
<saml2:1ssuer xmins:samI2="urn:oasis:names:tc:SAML:2.0:assertion"
Format="urn:oasis:names:tc:SAML.:2.0:nameid-format:entity">
https://esia-portall.test.gosuslugi.ru/idp/shibboleth
</saml2:Issuer>
<sam|2p:Status>
<saml2p:StatusCode Value="urn:oasis:names:tc:SAML:2.0:status:Success"/>
</saml2p:Status>

70



</saml2p:LogoutResponse>

<?xml version="1.0" encoding="UTF-8"?>
<saml2p:LogoutResponse xmlns:samI2p="urn:oasis:names:tc:SAML.:2.0:protocol"
Destination="https://esia-portall.test.gosuslugi.ru/idp/profile/SAML2/POST/SLO"
ID="_472d992a-1e50-40ef-8207-fb556eee4893"
InResponseTo="_5741a3cde023a8a669dd720e283642df"
Issuelnstant="2012-03-01T13:52:08.177Z"
Version="2.0">
<saml2:Issuer xmIns:saml2="urn:oasis:names:tc:SAML.:2.0:assertion">
sia_test
</saml2:Issuer>
<sam|2p:Status>
<saml2p:StatusCode Value="urn:oasis:names:tc:SAML.:2.0:status:Success"/>
</saml2p:Status>

</saml2p:LogoutResponse>

A.S OnucaHue MeTaIaHHBIX MOCTABIIUKA YCJIYT

MeTtaianHbIe OCTABIIMKA YCIYT OMPEIEsIOT CIOCO0 OMMCaHUs KOH(PUTYPallMOHHBIX JAHHBIX
(manpumep, URL koHEeUHBIX TOUEK BEO-CITy»KO0, Kitroun Jiyist mpoBepku DI1). [l onmucanust MmeTagaHHBIX
NC nocraBummka yciyr ucnons3yercs s3pik XML. Ctpykrypa ¢aitna metananasix MC nocraBmuka

YCIIYT TIpUBe/IcHa Ha pucyHke 13.
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METAOAHHBLIE MOCTABLUWKA YCOYT

YHWKansHbIM WOEHTUPWKATOP CEPEMC NpoBaraepa

| http:ifisystem.gov.ru |

Ceptudmkat(el} X509 e chopmate DER w kogupoeke BASEB4
00:b4:31:98:0a;c4:bc:62:c1:88:aa:dc:b0:c8:bb:
33:35:19:d5:0c:64:b8: 3d:41:b2:86:fc:3:31:e1

URL obpaboT4rka cobeITUA MHULWaLWK 3aeeplueHua ceccn B UC

https:/isystem.gov.ru/oiosamlisaml/SAMLAssertionConsumer |

URL obpabotyuka cobbiTua ob ycnewHom sageplieHnn ceccun 8 ECUA

[ hitps:/l isystem. gov.ruisiosaml'saml/LogoutServiceHT TPRedirectResponse |

URL oBbpaboTt4mka OTBETOB NOCTABLLMKA MAEHTUHOUKALIMKM

| https:/isystem.gov.ru/oiosamlisamiiSAMLAssertionConsumer I

CeccuoHbBIn MAeHTUMKATOP 3anpoca CepBNG NpoBanaepa

| ofcd2082-1451-0238-9chB-e30bca7604g7 |

WMaeHTucbmkaTop ceccuy NOCTaBLWMKE WAEHTUDMKALMK

| 7c51a24-6387-4853-9cbB-e39bc14704c5 |

Boaepaliaemeie aTpubyTel NOL30BaTeNA

assuranceLavel orgiName
authnhethod orgDGRN
birthDate orzF osifion
firstNam e orgShortName
zender orzType
globalR.ole personCitizenship
lzstName personEMail
memberCfGroups personINN .
middlelame personiobilePhone
orgAddress personOGRN
orgBranchi PP personSNILS
oreC ontacts personTrusted
orgld personType
orgl NN principalC ontacts
orgk PP principall} ocum ents
orzl ezalForm system Authority

userld

userName

ﬂDﬂ.qep)KHEaeMblE PO KU TUNBI opranaau,Hﬁ

SupportedGlobalRoles
P - eDiesiekoe 1HI0
E = JomenocTHOS THIK OpTATHIIHA

SupportedOrgTypes

Supported AuthnMethods
PWD - AsTopHI=ING 10 EPOITH
DS - Aeropiezzines o K3T1

SupportedAcc Types
T - AETOpIIZINE TOMERD MONTESpETEREED V3

L-Az DL K e VE

Pucynok 13 — Ctpykrypa ¢aiina Mmetananusix MC nmocrapiuka yciayr (mpumep)



[lepeuens aTpuOyTOB MOJIB30BATENs (OpPraHMU3AIMH), COJACPIKAIIMXCSA B Qailie MeTaJaHHBIX
MOCTaBIIMKA yCIyT, MpuBeAcH B Tabnuie 5. Cucremam, unrerpupoBanHbiM ¢ ECUA, pekomMeHyeTcs
HE HCIIONB30BaTh WJIM OTKAa3aThCs OT HCIOJb30BaHMS YyCTapeBIIMX yTBepxkaeHuid SAML (cm.
[Mpunoxenue /1.2).

Eciu y monp3oBaTenst Wid OpraHW3allii OTCYTCTBYIOT T€ WJIM HWHBIE aTpUOYThI, TO OHH HE
nepenatorcs B SAML-yTBepkaeHusX.

Tabnuma 5 — [lepeuens atpubyTOB, copepxKamuxcs B (ailyie MeTalaHHbIX OCTABUINKA yCIYT

Ne | ATpudyr

Onucanune

Mpumeyanue

1. | assurancelevel

YpoBeHb JOCTOBEPHOCTH
HJeHTU(DUKAITIN
oJabs30Baress. Bo3MOoKHBI
CIICTYIOIINE 3HAYCHUS:
AL10 — ynpomennas
(nmempoBepeHHas) y4eTHas
3aI1Ch;

AL15 — crannaprtHas
(mpoBepeHHas1) y4deTHast
3aI1Ch;

AL20 — moarBepkieHHas
ydeTHas 3aIuch;

AL30 — moarBepkieHHas
ydeTHas 3aIncCh

(ayrentudukanus no KOII).

PCKOMCHII}’CTCSI HUCITOJIb30BaATh

aTpuOyTHI:

- personTrusted — mst
OIpEICIICHUS
MOATBCPKACHHBIX YYCTHBIX
3aInCeit;

- authnMethod — st
OIIpCACIICHUA MCTOa

ayTeHTU(UKALINH.

2. | attachedToOrg

[Ipu3HaK BKJIIOYEHHOCTH
(mpucoenuHeHus) K

OpraHu3aIu

HCO6XOI[I/IMO HUCIIOJIB30BAaTh

globalRole

3. | authnMethod

Meron ayreHTH(UKAIHY.
[Tpuaumaer cienyromme
BO3MOJKHBIC 3HAUCHUS:
PWD — ayrenTuduxanuu
10 JIOTHHY U NapoJIio;

DS — ayrentudukamnum mo

OIL
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ATpuOyT

Onucanune

IIpumeyanue

authToken

Wnentudukatop ceccun
I0JIb30BATENS B CHCTEME

ECHA

birthDate

[ara poxnenus
nosib3oBarens. [lepenaercs B

dbopmare DD-MM-YYYY

firstName

M monwp3oBarenda. He

OoJiee 256 cUMBOJIOB

gender

[Ton nosp3oBarens.
[IpuHnMaeT 3Ha4YeHMUS:
MALE — my»xckoii;
FEMALE — xenckuii.

globalRole

Ponb nonb3oBarens.
[IpuHnMaer cnepyromue
BO3MOXXHBIC 3HAUYCHU A

P — dwusunueckoe nuio
(Physical person);

E — nmomxHOCTHOE IHUIIO

opranusanuu (Employee).

inn

HH nons3oBarens

CoxpaneH 1151 obecrieueHus

COBMECTUMOCTH. BMecTo Hero

HE00XO0INMO UCIOJIB30BaTh

personINN

10.

lastName

®damunus mojp3oBareis. He

ooJiee 256 cUMBOJIOB

11.

middleName

OTtuecTBO MOJB30Barend. He

OoJiee 256 CUMBOJIOB

12.

memberOfGroups

[Ipunamie:xkHOCTH
IIOJIb30BATEIIS K IPyIIIaM
noctyna UC,
OCYILECTBIISAIOLIEN

UICHTH(DUKAIIIO U

Hcnons3o0BaTh A1 OIIPCACIICHUA

MPUHAJICKHOCTHU JOJPKHOCTHBIX

mun FOJI k rpynmam toctyma UC
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Ne | ATpudyrt Onucanue Mpumeyanue
ayTeHTH(UKAIIIO
NOKHOCTHERIX Jtur FOJI.
Ilepenaercs B BuzE
MHEMOHUK CHCTEMHBIX
TPYIII Yepe3 3arsTyro
13. | name Wmst mons30BaTens CoxpaneH 1151 o0ecreueHus
coBMmectuMoctu. Heobxoaumo
HCII0JIb30BaTh lastName /
firstName / middleName
14. | nsild Mmuemonuka OI'B CoxpaneH Ji1s1 o0ecrieueHus
coBmectuMoctu. Heobxogumo
ucnonb3oBats OrgOGRN u
orgType
15. | orgAddresses AJlpec opraHu3aium. Kax w1t anpec B HacTos1iee

[Tepenaercs B Bune XML

JIOKYMEHTa

BPEMsI OIMCBHIBACTCS CIICTYIOLIMMHU

aTpubyTamu:

<addressType> — tum aapeca, B

HACTOSIIEeE BPEMSI MOXKET

NPUHUMATh 3HAYCHHUS:

- ORG_LEGAL - ropuanaeckuit
anpec;

- ORG_POSTAL — nouToBsIii
anpec.

<contryChar3Code> — koj cTpaHbl

U3 Tpex cUMBOJIOB (11t Poccun —

RUS);

<index> — uHgeKc;

<region> — cyobekT PD;

<district> — BHyTpHUTOpOACKOI

panoH;

<settlement> — naceneHHbI

IYHKT; <Street> — ynuma;
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Ne | ATpudyrt Onucanue Mpumeyanue
<house> — nowm;
<COrpus> — KopIyc,
<structure> — crpoeHnue;
<flat> — xBapTupa.
Bce aTtpulyThl, HaunHas C
HH7EKca, — He Oojee 256
CHMBOJIOB.
16. | orgBranchKPP KIIIT ¢punnana, nepenaercs
B opmaTe XXXXXXXX,
rae X — mudpsl
17. | orgBranchName Nwms punmana
18. | orgContacts Tenedon u Email Kaxp1if KOHTaKT B HacTOsIIEEe

OpraHu3aluu. HepenaeTc;I B

Buge XML nokymeHnTa

BpEMSI OIMCHIBACTCS CIEAYIOIIIMHU

aTpubyTamu:

<contactType> — Tun KOHTaKTa, B

HACTOSIIEE BPEMS MOXKET

MPUHUMATH 3HAYCHHUS:

- PHN (tenedon);

- EML (appec anexTpoHHOM
MIOYTHI);

- FAX (daxc).

<value> — 3nauenue KOHTAaKTa, a1

TenedoHa u pakca umeer popmar

+7(XXX)XXXXXXX*YYYYYY,

riae *YYYYYY — no6aBodHbIN

Homep (tonbko st PHN,

ONIIMOHAIIBHO, He 60see 6 udp),

JUISL afipeca IEKTPOHHOU MOYTHI —

He 6onee 2000 CHUMBOJIOB;

<verificationStatus> — — craryc

MOJITBEPKICHUS KOHTAKTa, e S —
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ATpuOyT

Onucanune

IIpumeyanue

noaTBepkaeHo, N — He

MTOATBEPKICHO

19.

orgld

Wnentudukarop

OpraHu3aIyu.

CoxpaneH 1151 o0ecrieueHus

COBMECTUMOCTH. /{11 BHOBB

noakirouaeMblx M1C He00X0auMo

ucnonp3oBath 0rgoOid

20.

orgQid

Wnentudukarop
opranuszanuu. Jlroboe

IIOJIOXHUTCIBHOC YHUCIIO

21.

orgKPP

KIIIT opranuzanuu,
nepenaeTcs B popmare

XXXXXXXX, roe X —
nugpsl

22.

orgLegalForm

Opranu3alnOHHO-TIPaBOBast
(dhopMa opraHu3aIuy.
Ilepenaercs Ha3BaHUe
(hOpMBI IO CIIPAaBOYHHKY

OKOII®

23.

orgINN

WNHH opranuszanun
nosib3oBarens. [lepenaercs B
dopmaTe XXXXXXXXXX,
rae X — uugpsl.

JlanHbli aTpuOyT
yCTaHABJIMBAETCS TOJIBKO
JUISL Clly4asi, Korja aTpuoyT

globalRole = E

24.

orgName

HaunmenoBaHme
OpraHH3aIlNH MOJIb30BaTEIS.
He 6onee 4000 cuMBOIIOB.
JlanHblit aTpudyT

YCTaHaBJIMNBACTCA TOJIBKO

7




ATpuOyT

Onucanune

IIpumeyanue

JUIs ciydvasi, Korjaa aTpulyT

globalRole = E

25.

orgShortName

Kparkoe HaumeHOBaHuE
opranusanuu. He 6onee 500

CHMBOJIOB

26.

orgOGRN

OI'PH opranuzanuu
nonb3oBarens. llepenaercs B
dbopmate
XXXXXXXXXXXXX, Toe
X — mudpsl.

JlaHHBI aTpUOyYT
YCTaHABIIMBACTCS TOIBKO
JUIS cilydasi, Korja aTpulyT

globalRole = E

217.

orgPosition

JlOmKHOCTH T10JIb30BaTENS B
opranusanuu. He 6omnee 256

CHMMBOJIOB

28.

orgType

Tun opranuzanum.
[IpuHnMaer cnepyromue
BO3MO>KHbIE 3HAUECHHUS:

B — unauBHyanbHbIH
MpeaNpUHUMATEh
(Businessman);

L — ropuaudeckoe 1110
(Legal entity);

A — opran
WCIIOJIHUTENIbHOM BIIacTU
(Agency).

JlaHHBIH aTpudyT
YCTaHaBIIMBAETCS TOJIBKO
JUIS ciydasi, Korjaa aTpulyT

globalRole = E
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ATpuOyT

Onucanune

IIpumeyanue

29.

personCitizenship

['paxxmaHCTBO TOJIB30BATEINS
I'paxxmancTBO MIEepenaercs mo
cupaBoyHuKy OKCM.
3unauenue mis Poccuu —

«RUS»

30.

personEMail

AJipec 3JEeKTPOHHOM MOYTHI
nonp3oBarens. He Oonee

2000 cuMBOJIOB

31.

personINN

MNHH nons3oBarens.
Ilepenaercs B popmare
XXXXKXXXXXXXX, e X
— 1upsI.

JlanHblit aTpudyT
yCTaHaBJINBAETCS TOJIBKO
IUISL CITydasi, Korjia aTpuoyT

personType = R

32.

personMobilePhone

Homep moOunbpHOTO
TenedoHa MoIb30BaTENS.
[Tepenaetcs B hopmate

+7(XXX)XXXXXXX, toe X
— ¢ pbI

33.

personOGRN

OI'PHUII nonb3oBatens.
[Tepenaetcs B hopmate
HXXXAXX XXX XXXXXXX,
rae X — nudpsl.

JlaHHBIH aTpuOyT
YCTaHABJIMBAETCS TOJBKO
JUIS ciydasi, Korja aTpulyT

orgType =B

34.

personSNILS

CHUMJIC nonp3oBaress.

[Tepenaetcs B hopmate
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ATpuOyT

Onucanune

IIpumeyanue

XXX-XXX-XXX XX, rne X
— 1 peI.

JlaHHBI aTpUOyT
yCTaHABJIMBACTCS TOIBKO
JUTSL CTAaHJAPTHBIX
(IpOBEpPEHHBIX) U
MTOATBEPIKICHHBIX YUETHBIX

3amnucen

35.

personTrusted

[TonTBepxeHHas UK
HENOTBEePKICHHAs
(ymporieHHas uiu
CTaHJapTHAsl) yuyeTHas
3aIUCh M0JIb30BaTENs

Y — noATBepKeHHAs
yUYeTHAs 3aIUCh;

N — HemoATBEpKIEHHAS
(ympoleHHas uiu
CTaHIapTHAsI) yUeTHAasI

3aIllMCh

36.

personType

Kareropus nosb3oBaress.

CoxpaneH 115t o0ecrieueHus
coBMectuMocTh. HeoOxomumo

ucnons3oBath personCitizenship

37.

principalContacts

KonTakTHBIEC TaHHBIE
nonb3oBarens. llepenaercs B

Buge XML gokymeHnTa

KaxnpIii KOHTAaKT B HACTOSIIEE

BpEMSI OTIMCHIBACTCS CIIETYIOIIUMHU

aTpuOyTamu:

<contactType> — Tul KOHTaKTa, B

HACTOSIIEe BPEMS MOXKET

MPUHUMATh 3HAYCHUS:

- EML (ampec anexkrponHoi
MOYTHI);

-  MBT (Mo6unbHBII TenepoH);

- PHN (nomamnwuii Tenedon);
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ATpuOyT

Onucanune

IIpumeyanue

- CEM (cmyxeOHbIi aapec
ANEKTPOHHOU MOYTHI
MOJIb30BATEJIs, TOIBKO IS
citydasi, Korja aTpuoyT
globalRole = E);

- CPH (cmyxe0HbIi1 HOMEp
TenedoHa moIb30BaTeNs,
TOJILKO JUIS CITydasi, KOT/1a
atpu0OyT globalRole = E).

<value> — 3HaueHue KOHTAaKTa, IJId

TeneoHOB UMeeT Gpopmar

+7 (XXX)XXXXXXX, nis agpeca

AJICKTPOHHOMN TIOYTHI — HE OoJIee

2000 cuMBOJIOB;

<verificationStatus> — craryc

MOJTBEPKICHHUS KOHTAKTa, T1e S —

noareepxkieHo, N — He

MNOATBCPIKIACHO

38.

principalDocuments

I[OKYMCHTI)I I10JIB30BAaTCJIA.
[Tepenaercs B Bume XML

JIOKyMEHTA

Kaxx11p1i1 JOKyMEHT B HacTOsAIIEe
BpEMSI OTIMCHIBACTCS CIIETYIOIIUMHU
aTpuOyTamMu:

<documentType> — tun
JIOKYMEHTa, B HacTOsIIee BpeMs
s10 01 — macnopt rpaxnanuaa PO,
02 — TOKyMEHT HHOCTPAHHOTO
rpaxaaHuHa, 05 — BOAUTENbCKOE
ynoctosepenue, 06 — noauc OMC,
07 — 3arpanmacmopr, 08 —
CBHUJIETEIBCTBO O pokaeHuu, 09 —
BUJI Ha JKUTENILCTBO, 10 —

pa3spCuiCcHUC Ha BPDEMCHHOC
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ATpuOyT

Onucanune

IIpumeyanue

npokuBaHue, 11 — BOCHHbIN
ouner.

<series> — cepusi JOKyMeHTa, 4
CHUMBOJIA JJIs TACTIOPTa
rpaxaanuHa P®;

<number> — HoMmep JTOKyMeHTa, 6
CHUMBOJIOB JIJIsl TACTIOPTA
rpaxxnanuHa P@;

<issueDate> — nara Bpigaun
nokymeHnTa B ¢popmate YYYY-
MM-DDT00:00:00;
<verificationStatus> — craryc
MOATBEPKICHUS JOKYMEHTA, T/Ie S
— noarBepkaeHo, N — He
MOJITBEPKJICHO;

<issuedBy> — opraH, BeIJaBIIHIi
JIOKYMEHT, CTpOKa He 0oJiee 4eM U3

2000 cuMBOIJIOB

39.

principal Addresses

AJipec nmoap30Barels.
[Tepenaercs B Bume XML

JIOKyMEHTA

Kaxnp1it anpec B Hacrosimiee
BpEMSI OTIMCHIBACTCS CIIETYIOIIUMHU
aTpuOyTamMu:

<addressType> — tum aapeca, B
HacTosIIee BpeMs 3TO
«PERSON_REGISTRATION» —
aJipec perucTpaiu,
«PERSON_LIVE» — angpec
NPOKUBAHUS.

<contryChar3Code > —
TpeXOYKBEHHBIN KOJ CTPAHBI.
<index> — unpekc.

<house> — Homep noMa.

<COrpus> — KopIyc.
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Ne | ATpudyrt Onucanue Mpumeyanue
<flat> — kopmyc.
40. | snils CHWJIC nonws3oBares. CoxpaneH 1151 obecreueHus
JlaHHBI aTpUOyT coBmecTumocTH. Heobxonumo
YCTaHaBIIMBAETCS TOJIBKO ucnosub3oBath personSNILS
JUTSL CITydasi, Korja aTpuOyT
personType =R
41. | systemAuthority [TonmHOMOYMS TOMKHOCTHOTO | Mcrionb30BaTh 1Sl ONpeAeIICHUS
muna OI'B. Tlepenaercs B MOJIHOMOYUH TOKHOCTHBIX JIUI]
Buge XML C ykazanuem OI'B u IOJI. ins onpenenenus
MHEMOHHUKH TIOJITHOMOYHMS M | IPUHAIJICIKHOCTH MPEICTaBUTEIICH
MHEMOHHKHU CHCTEMBI IOPUAMYECKHX JIUIL K TPYIIIam
JIOCTYTIa HCITOJIB30BATh
memberOfGroups?®
42. | userld UucnoBoii uaeHTHPUKATOP
YYETHOU 3aIlIUCU
MIOJIB30BATENISl B CHCTEME
ECHA. JTIro6oe
MOJIOKUTETTFHOE YHCIIO
43. | userName Jlorud nosie3oBares. CoxpaneH Juis o0ecrieueHust
coBmecTumocTH. Heobxonnmo
HCIIOJIb30BaTh USerld,
personSNILS
44. | userType Tun nosb3oBaTeNst CoxpaneH 1151 o0ecreueHus
coBmectTumocTH. Heobxommumo
ucnonb3oBath globalRole

28 B mensx obecredeHnsl COBMECTUMOCTH CHCTEMEI, TIONYdaBIIHNe paHee MOTHOMOUHS FOPHIHYECKHX
JMIl B yTBep K aAeHUH SystemAuthority, mpomoinkar mony4ars 3TH JaHHBIE B 9TOM yTBepkIeHUU. OTHAKO
JanpHellee pa3BUTHE (PYHKUIHMOHAJA TMOJHOMOYMN OyAeT NMPOUCXOAUTh B TEPMHUHOJIOTHUU TPYIII
JOCTYIIa, B CBS3U C YEM STUM CHCTEMaM PEKOMEH/IYETCsl 0TKa3aThCs OT UCTIONB30BaHus SystemAuthority
U aHanu3upoBaTh yrBepxkiaeHus memberOfGroups. Ilpu perucrpanmun B ECHUA HoBhix UC,
OpHEHTUPOBaHHBIX Ha pabory c¢ HOJI, onn OyayT MMeTh BO3MOXKHOCTH 3aperHMCTPUPOBATH TOJIBKO
CUCTeMHBIE Tpymnmbl. JlaHHBIE 0 HUX OyayT nepenaBaThes B yrBepkaeHnn memberOfGroups.
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A.6 Illad6j0H daiiia MeTaZaHHBIX

<?xml version="1.0" encoding="UTF-8"?>
<!--TODO
HeoBOxonomMo yKaszaThb YyHMKAJIBHE (B paMKax NOCTAaBUMKA uIeHTubmkaumu) entityID cepBmc npoBaiizmepa.
PexoMeHOyeTCs, dYTOOB 3HaueHre arpubyTa entityID coOTBEeTCTBOBAJIO HOMEeHY MHOOPMAaLMOHHOM CUCTEMEH.
YHUKAJNbHEM MOeHTudukaTop cucremel B ECUA (entity id) He momkeH comepXaTh CHMBOJIOB KMPMIIIMLE. Hanpumep,
http://moscow.rt.ru
==
<md:EntityDescriptor xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata"
xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion”" xmlns:esia="urn:esia:shibboleth:2.0:mdext"
entityID="http://moscow.rt.ru">
<md:SPSSODescriptor AuthnRequestsSigned="true" WantAssertionsSigned="true"
protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol">
<md:KeyDescriptor use="signing">
<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:X509Data>
<ds:X509Certificate>
<!--TODO
Cioma HeoOXOOMMO BCTAaBUTH CepTudmkaT sJeKTPpoHHOM noammcu X509 cepBuc npomarnepa
dopmaTa DER B KOIOMPOBKE Base64
——>
</ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>
</md:KeyDescriptor>
<md:KeyDescriptor use="encryption">
<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:X509Data>
<ds:X509Certificate>
<!--TODO
Cioma HeoOXOoAMMO BCTaBMUTb CePTMOMKAT KJIIOUa BJIEKTPOHHONW noxmmucu X509 cepsuc
npoBannepa dopmaTa DER B komupoBke Base64
——>
</ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>
</md:KeyDescriptor>
<!--TODO
HeoOxoOomMO BanoJIHUThL aTpuOyTH BHB0Ba oOpaboTumka cepBuc npoBamnzepa (rer SinglelLogoutService),
oTBeYamlero 3a o6paboTKy COOHTUM 3abBepleHusa ceccum (logout) :

- Location - endpoint oBpaboTumka COOBITMI CEPBMC IpoBalmepa, OTBeudawumero 3a 00paboTKy
COOBMmEHMM OT MNOCTaBWMKA MIOEHTMOMKALMM O TOM, UYTO [IOJb30BATEJb MHMUMMPOBAJ COOHITME BaBEpPUEHMS CEeCCUM
[IOJIB30BATENS;

- ResponseLocation - endpoint URL oBpaboTumka COOHTMN CEepBUC IpoBayugepa, OTBEYAKIETO 3a
06paboTKy COOOWEHMM OT NOCTaBUMKA MOSHTUOMKALMM OO YCHEMHOM BHIIOJHEHMM ONEepaLuy 3aBEPULEHMS CEeCCUM
[IOJIb30BATENS .

-—>

<md:SingleLogoutService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"
Location="endpoint URL" ResponselLocation="endpoint URL"/>

<!--TODO

Heobxommmo sBanonHuTh aTpmbyT Location Tera AssertionConsumerService, onpegmensioumii endpoint
oBbpaboTuMKa COOEITMM CEPBMUC NpoBaKMIepa, OTBeYalLEero 3a o0O6paboTKy OTBEeTa OT MNOCTaBUMKA MIOSHTHMOMKALMM Ha
AuthnRequest 3amnpoc cepBuc npoeaizepa.

-=>

<md:AssertionConsumerService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
Location="endpoint URL" index="0" isDefault="true"/>

</md:SPSSODescriptor>
<md:AttributeAuthorityDescriptor protocolSupportEnumeration="urn:oasis:names:tc:SAML:1.1l:protocol

urn:oasis:names:tc:SAML:2.0:protocol">

<saml:Attribute NameFormat="urn:mace:shibboleth:1.0:nameldentifier" Name="transientId"><!--
CeccHOHBM MOEHTMOMKATOP 3ampoca CepBUC npoBanmepa--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="authToken" Name="urn:mace:dir:attribute:authToken"><!--lneHnTudmxarop ceccmum nOCTaBUMKA
uneHTubmukaumu-—></saml :Attribute>

<!--TODO

Ilasiee cienyeT CHOMCOK IOOINOJIHUMTEJIbHEIX aTPUOYTOB [IOJIB30BATENSA, KOTOPHE MOTYT OBTH BKJIOUEHE B OTBET
HocTaBuMKa uOeHTudmkalumum Ha AuthnRequest Bampoc cepBucC npoBammepa.

Heo6xoOoyMMO OCTaBUTE TOJIBKO Te aTpubyTE, KOTOPHE HeoOxommMel JUC.

-—>

<saml:Attribute NameFormat="urn:ocasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="userId" Name="urn:mace:dir:attribute:userId"><!--YHuKaJIbHEIN UIECHTUOMUKATOP [NOJIL30BATEJS B
paMKax [IOCTaBUMKa MAeHTuPuraumy--></saml:Attribute>
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<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="authnMethod" Name="urn:esia:authnMethod"><!--MeTon ayTeHTMOMKALMUYM C IOMOUBD KOTOPOI'O
[IOJIb30BATENIb [IPOLEJl ayTeHTuomrauyo--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="globalRole" Name="urn:esia:globalRole"><!--Posbp nom KOTOPOM ayTeHTMOMUMPOBAJICH
nojb30oBarTeNb--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="1lastName" Name="urn:mace:dir:attribute:lastName"><!--dammims nosyb30BaTEIII——
></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="firstName" Name="urn:mace:dir:attribute:firstName"><!--VMsa nojb30BaTENI——
></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="middleName" Name="urn:mace:dir:attribute:middleName"><!--OTuecTBO HNOJB30BATEJSI——
></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="personINN" Name="urn:esia:personINN"><!--IHH nomep30oBaTensa--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="personSNILS" Name="urn:esia:personSNILS"><!--CHUJIC nosb30BaTena--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="personOGRN" Name="urn:esia:personOGRN"><!--OTI'PHUIl nojb30oBarend--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="personEMail" Name="urn:esia:personEMail"><!--35JeKTPOHHEI aIpecC MOJIb30BATEJS——
></saml :Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="assurancelevel" Name="urn:esia:assurancelevel"><!--YpoBeHb IOOCTOBEPHOCTM MIAEHTUOMKALIL
nosib30BaTenda--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="birthDate" Name="urn:esia:birthDate"><!--Jlara poxneHmus noJjb30BaTeysa--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="gender" Name="urn:esia:gender"><!--Ilos nosb30BaTena--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="memberOfGroups" Name="urn:esia:memberOfGroups"><!--I[IpMHaIJIEXHOCTL IIOJIE30BATEJNS K IPyINaM
nmocryna--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="systemAuthority" Name="urn:esia:systemAuthority"><!--I[loHOMOUMS IOOJIKHOCTHOTO JIMla——
></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="personCitizenship" Name="urn:esia:personCitizenship"><!--T'paxmaHCTBO MNOJIb30BATEJII——
></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="personMobilePhone" Name="urn:esia:personMobilePhone"><!--Homep MOOMILHOTO TejedoHa
nosb30Barena--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="personTrusted" Name="urn:esia:personTrusted"><!--TlonTBepXxIeHHas WJIM HENONTBEPXIEHHAS
yueTHasda 3anuchb ojib3oBaTessa-—-></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="principalAddresses" Name="urn:esia:principalAddresses"><!--Ampeca NoJb30BaTEJSI——
></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="principalContacts" Name="urn:esia:principalContacts"><!--KoHTakKkTHLHE IaHHBEE I10JIb30BATEJISI——
></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="principalDocuments" Name="urn:esia:principalDocuments"><!--IJOKyMeHTE [OJIb30BATEJII——
></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgType" Name="urn:esia:orgType"><!--Tun opraHm3aumu OOJb30BaTensa--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgName" Name="urn:esia:orgName"><!--lMa opraHms3auumu NOOJib30BaTeys--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgOGRN" Name="urn:esia:orgOGRN"><!--OT'PH opranmsaumum Nojb30Baress--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgINN" Name="urn:esia:orgINN"><!--VHH opraHms3aummu HOJIb30BaTesnd--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgPosition" Name="urn:esia:orgPosition"><!--JloJpkHOCTbL [OJIb3OBaTEJII B OpPTaHM3aLUUM——
></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgAddresses" Name="urn:esia:orgAddresses"><!--Ampec opraumzaumm--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgBranchKPP" Name="urn:esia:orgBranchKPP"><!--KIII ¢ummana--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgContacts" Name="urn:esia:orgContacts"><!--Tenepor u Email opraHmsaumm—-—
></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="org0id" Name="urn:esia:org0id"><!--lneHTudmrarop opraums3aumm--></saml:Attribute>
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<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgKPP" Name="urn:esia:orgKPP"><!--KIII opraumzaummu--></saml:Attribute>
<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgLegalForm" Name="urn:esia:orgLegalForm"><!--OpraHnmsallOHHO-NPaBOBasa QopMa OpraHM3aLUNU-—
-></saml:Attribute>
<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgShortName" Name="urn:esia:orgShortName"><!--KpaTkoe HaMMEHOBaHME OPITaHM3ALUL——
></saml:Attribute>
</md:AttributeAuthorityDescriptor>
<md:Organization>
<!--TODO
HeoBxomuMO 3aloOJIHUTH ONMCAaHME OpTaHM3aluMM K KOTOPOM OTHOCUTCS MHTeTrpupyemas c ECUA UC:
- OrganizationName - mMsa opraHM3aLMK;
- OrganizationDisplayName - uMs opTaHM3alLuM, KOTOPas MOXET OTOOpaxaTbCs IOJIb30BATEJAM IIPU
NPOBELNEHUM NPOLENypPH ayTeHTUQUKaLINUM;
- OrganizationURL - URL web-calT KOMIaHUM.
-—>
<md:OrganizationName xml:lang="ru">0AO0 «PocTenexom»</md:OrganizationName>
<md:OrganizationDisplayName xml:lang="ru">Pocrenekom</md:OrganizationDisplayName>
<md:OrganizationURL xml:lang="en">http://www.rt.ru</md:0OrganizationURL>
</md:0Organization>
<!=-TODO
HeoBxommMMO 3BaloOJIHUTL aTpUOyTH OpTaHM3alMy, K KOTOPOM OTHOCUTCS MHTeTrpupyemas c ECHA mHbOOpMallMOHHAS
cucrTeMa :
- Company - mMMSA OpTaHM3aLMy, KOTOopasd OCYyINEeCTBJISeT SKCIJyaraumo JC;
- EmailAddress - sJeKTpOHHas nodra SKcmjyaTaumm JUC.
——>
<md:ContactPerson contactType="technical">
<md:Company>0A0 «PocrenexomMm»</md:Company>
<md:EmailAddress>support@rt.ru</md:EmailAddress>
</md:ContactPerson>

Kok ok ok kkokok ok k——>
<!--EXTENSIONS-->
Kok ok ok kkokok ok k——>

<md:Extensions>

<!--TODO

Ilajiee cienyeT CIOMCOK [OOOEPXMBAEMBIX [TOCTaBIMKOM YCJIyT IJIOOAJIbHEIX POJIENM MOJIb30BAaTEJIEV, a TakKxe
NonIepXMBaeMble TUIB OPTaHM3auuy (OId pOoJM OOJDKHOCTHOE JIMILO OpTaHM3aLum) .

HeoB®xoOMMO OCTaBUTB TOJIBKO Te POJM M TMIE OPTaHM3aluM, KOTOPHE IOANEPXMBATCSA IOCTaBUMKOM
YCIyT.

[lpuMeuaHue. B crydyae HeKOpPPeKTHOM ofOpaborkm Tera <md:Extensions> Bamer peanmszaumer NOCTaBIMKA
ycuayr, ,]IaHHI:IﬁI Tel' MOXHO 3aKOMMEHTHUPOBATE.

-=>

<!--TODO

B cnyuae, ecim VC He nmopmmepxmBaeT paboTy C posbild "IJOJDKHOCTHOE JMLO OpTaHM3aumm" OaHHBIL Ter He
obBsa3aTeseH.

B canyuae, ecnu UC nonmepxmuBaeT IioBajibHyl poJsib "IO/MKHOCTHOE JIMLO opraHms3aumum'" HeoOXOOMMO TakKXe
yKaszsaThk paboTy C IOOJKHOCTHEIMM JIMLAMM KakKUxX THUIIOB opTaHmz3aluum JC nommepxmbBaceTt.

B cnyuae, ecim VC nommepxmBaeT IJIoOalbHYyl poJsib "IIODKHOCTHOE JIMLO opraHms3auum" (3TOoT ciydan
BKJIIOUWAEeT OTCYyTCTBUSA Tera SupportedGlobalRoles), HO Ter SupportedOrgTypes orcyTcTByeT - ECHA OynerT
cumMTaTh, YTOo VMC nommepXuBaeT BCe TMIE OPTaHM3alLUM.

-=>

<!--B cnyuyae orcyrcrBusa Tera SupportedGlobalRoles, ECHA OGynmer cumrarhb, uTo JC nommepxmBaeT BCe
Ty100aNbHEIE POJIM——>

<esia:SupportedGlobalRoles>

<esia:GlobalRole ID="P"></esia:GlobalRole> <!-- dumsnueckoe JmIO ——>
<esia:GlobalRole ID="E"> <!-- JIOJDXHOCTHOE JIMIIO OpTaHM3aLMM ——>
<esia:SupportedOrgTypes>
<esia:0rgType ID="L"/> <!-- Opuanyeckoe JuLO —-—>
<esia:0rgType ID="B"/> <!-- VHOMBUIOYyAJILHHI NPEONPUHUMATEIE——>
<esia:0rgType ID="A"/> <!-- OpraH MCIOJHUTEJILHOM BJIACTU ——>

</esia:SupportedOrgTypes>
</esia:GlobalRole>
</esia:SupportedGlobalRoles>
<esia:SupportedAuthnMethods>
<esia:AuthnMethod ID="PWD"/> <!-- ABTOpMB3auMsd IO NAPOJIO ——>
<esia:AuthnMethod ID="DS"/> <!-- ABropmzaumsa no K3I —-->
</esia:SupportedAuthnMethods>
<esia:SupportedAccTypes>
<esia:AccType ID="T"/> <!-- ABTOPMB3aLMUsd TOJBKO MNONTBEPXIEHHHX Y3 ——>
<esia:AccType ID="L"/> <!-- ABTOpM3auMs YNPOUWEHHEX Y3, HO BKJIOYad NOLTBEPXIESHHBHE ——>
</esia:SupportedAccTypes>
</md:Extensions>
</md:EntityDescriptor>
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A.7 Pexomenaamuu no ykazanuw URL-aapecoB u BbIOOpY

HAEHTH(PUKATOPA NOCTABIIMKA YCJIYT

Bce URL-agpeca B MmeTagaHHbIX Ul IPOAYKTUBHOM CpElbl HE TOJKHBI coaepxkats IP anpeca —
00s13aTeNbHO yKa3aHHE JOMEHHOTO MMEHH MOpTaia HHPOPMALMOHHON CUCTEMBI.
[Ipumepsi:

1. IIpaBunbsno mns EquHoro moprana rocyapcTBEHHBIX YCIYT ((PyHKITUHN):

<md:SinglelLogoutService
ResponseLocation="http://www.gosuslugi.ru/pgu/saml/LogoutServiceHTTPRedirectResponse"
Location="https://www.gosuslugi.ru/pgu/saml/LogoutServiceHTTPRedirect"
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"/> <md:AssertionConsumerService
Location="https://www.gosuslugi.ru/pgu/saml/SAMLAssertionConsumer"
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST" isDefault="true" index="0"/>

2. HeraBI/IHLHO JJIs1 EI[I/IHOFO noprajia roCy1apCTBCHHBIX YCIYT ((I)YHKHHP'I)
<md:SinglelLogoutService
Responselocation="http://109.207.1.97/pgu/saml/LogoutServiceHTTPRedirectResponse"
Location="https://109.207.1.97/pgu/saml/LogoutServiceHTTPRedirect"
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"/> <md:AssertionConsumerService
Location="https://109.207.1.97/pgu/saml/SAMLAssertionConsumer"
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST" isDefault="true" index="0"/>

[Ipu BeIOOpPEe uUAcHTHUKATOpa TOcTaBHIMKa ycryr (entitylD) B mpoayKTUBHOUM cpene
PEKOMEHIyeTCsI PyKOBOJCTBOBATHCS CIACAYIOUIUMH MPUHITUTIAMHE:

1. [Tone EntityID nomkHOo onHo3HauHO coorBercTBoBaTh URL mopranma wuH(pOpMaAIMOHHOM
cuctemsl koTopast uurerpupyercs ¢ UIC ECHUA. Ilpumepst:
— Enaunblit nopran rocyaapcTBeHHbIX yeuyr (¢ynkimii): entitylD="http://www.gosuslugi.ru";
— Poccuiickas obmecTBeHHas nHunuaTHBa: entitylD="https://www.roi.ru".

2.  VYxazamsbeii B mone entitylD URL He momxeH comepxkats [P ampec — o0s3arenbHO yKa3aHHE
JIOMEHHOT'0 MIMEHH IopTaia nH(popMaMoHHON cuctemsl. [IpumMepsi:
— Enmunbli noptan rocynapcTBeHHbIX yeyr (GyHkimii): entitylD="http://www.gosuslugi.ru";
— HexoppexrtHsiii mpumep: entitylD="http://109.207.1.97".

3. VYkazannsii B nose entitylD URL He nomkeH copepikaTh CHMBOJIOB KUPUJUTHIIHI.

A.8 IIpumepsl koaa Ha saA3bIKe Java o ucnoab30Banuo OpenSAML

IIpumep Koaa mocTaBUIMKA YyCIYT

public class Resource extends HttpServlet {
private static SamlConsumer consumer = new SamlConsumer () ;
public void doGet (HttpServletRequest request, HttpServletResponse response)
{
requestMessage = consumer.buildRequestMessage () ;
response.sendRedirect (requestMessage) ;
}
public void doPost (HttpServletRequest request, HttpServletResponse response)
{
responseMessage = request.getParameter ("SAMLResponse") .toString() ;
result = consumer.processResponseMessage (responseMessage) ;
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IIpumep xkoaa co3nanus 3anpoca <AuthnRequest>

// Coszpnanue snemeHnra <Issuer>

// issuerUrl - sTo url cepBUC-NpOBaiIepa, KOTOPEI I'eHepupyeT coobumeHre <authnRequest>

String issuerUrl = "http://localhost:8080/saml-demo/resource";

IssuerBuilder issuerBuilder = new IssuerBuilder () ;

Issuer issuer = issuerBuilder.buildObject ("urn:oasis:names:tc:SAML:2.0:assertion","Issuer", "samlp");
issuer.setValue (issuerUrl) ;

// cospmanme 3anpoca <AutnRequest>

DateTime issuelInstant = new DateTime () ;

AuthnRequestBuilder authRequestBuilder = new AuthnRequestBuilder () ;

AuthnRequest authRequest = authRequestBuilder.buildObject ("urn:oasis:names:tc:SAML:2.0:protocol",
"AuthnRequest", "samlp");

authRequest.setForceAuthn (new Boolean (false));

authRequest.setIsPassive (new Boolean(false));

authRequest.setIssuelnstant (issuelnstant);

authRequest.setProtocolBinding ("urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST") ;
authRequest.setAssertionConsumerServiceURL (issuerUrl) ;

authRequest.setIssuer (issuer);

authRequest.setID (aRandomId) ;

authRequest.setVersion (SAMLVersion.VERSION 20);

Coobmienne <AuthnRequest> MokeT coiepkaTb W JPYTHe SJIEMEHTBI, Takhe Kak
<NamelDPolicy>, <RequestedAuthnContext>. 3OTtu >1eMeHTBI CO3JAIOTCA H JO0ABISIOTCS B
<AuthnRequest> ananoru4asiM 00pa3om.

CrenepupoBanHbiii 3anpoc  <AuthnRequest> momken ObiTh mpeobpaszoBano (marshaled) c
UCIoJbp30BanueM “org.opensaml.xml.io.Marshaller” u momxken 6bITh 3aK0IUpOBaH B KOaUpoBKe Base64
B URL c ucnone3oBanuem org.opensaml.xml.util.Base64.

CuutbiBanue oTBeTa <Response>

Jlnst cunthiBaHUs OTBeTa <Response>, Hampumep, W3 CEpBJIETa, OTBET H3BICKACTCS U3

ctpykrypsl “HttpServletRequest™:

responseMessage = request.getParameter ("SAMLResponse") .toString();

H3BnedyenHoe coobieHue “responseMessage” neobxoammo mpeobpaszoBats (Unmarshal) u u3Biedn
coobienue <Response>:

DocumentBuilderFactory documentBuilderFactory = DocumentBuilderFactory.newlInstance () ;
documentBuilderFactory.setNamespaceAware (true) ;

DocumentBuilder docBuilder = documentBuilderFactory.newDocumentBuilder () ;

Document document = docBuilder.parse (new ByteArrayInputStream(authRegStr.trim() .getBytes()));
Element element = document.getDocumentElement () ;

UnmarshallerFactory unmarshallerFactory = Configuration.getUnmarshallerFactory();
Unmarshaller unmarshaller = unmarshallerFactory.getUnmarshaller (element) ;

Response response = (Response) unmarshaller.unmarshall (element) ;

Hanee ¢ m3BnedyeHHbiIM SAML 2.0 Response message MOXHO BBIIOJHSATH omepanud. Hampumep,
u3BiedeM Subject's Name Id u ceptudukar:

String subject = response.getAssertions () .get (0).getSubject () .getNameID() .getValue () ;
String certificate =
response.getSignature () .getKeyInfo () .getX509Datas () .get (0) .getX509Certificates () .get (0).getValue();

A.9 IIpumep AuthnResponse

<?xml version="1.0" encoding="UTF-8"?>
<saml2:Assertion xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion"
ID=" f634aledd5a52c852641c0943475edd7" Issuelnstant="2012-03-01T06:30:00.307Z" Version="2.0"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<saml2:Issuer Format="urn:oasis:names:tc:SAML:2.0:nameid-format:entity">https://esia-
portall.test.gosuslugi.ru/idp/shibboleth</saml2:Issuer>

<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
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<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>
<ds:Reference URI="# f634aledd5a52c852641c0943475edd7">
<ds:Transforms>
<ds:Transform
Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"/>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">
<ec:InclusiveNamespaces
xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-cl4n#" PrefixList="xs"/>
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"”/>
<ds:DigestValue>6p7pdI3FulCoSG2kZbGOtW1GCag=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>
</ds:SignaturevValue>
<ds:KeyInfo>
<ds:X509Data>
<ds:X509Certificate>
</ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>
</ds:Signature>
<samlZ2:Subject>
<saml2:NameID Format="urn:oasis:names:tc:SAML:2.0:nameid-
format:transient"> a8e8800fal74£41782184cbbd2lee05£f</saml2:NameID>
<saml2:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:bearer">
<saml2:SubjectConfirmationData Address="127.0.0.1" InResponseTo=" 34efabb7-47e6-
41bb-b51b-fcb57b7a3£87" NotOnOrAfter="2012-03-01T06:35:00.307Z" Recipient="https://atc-
504:7002/0iosaml/saml/SAMLAssertionConsumer"/>
</saml2:SubjectConfirmation>
</saml2:Subject>
<saml2:Conditions NotBefore="2012-03-01T06:30:00.307Z" NotOnOrAfter="2012-03-01T06:35:00.3072">
<saml2:AudienceRestriction>
<saml2:Audience>sia test</saml2:Audience>
</saml2:AudienceRestriction>
</saml2:Conditions>
<saml2:AuthnStatement AuthnInstant="2012-03-01T06:30:00.1822Z"
SessionIndex="211f42f443924066aec4d5bc8740bcel7a93bal3358d9e7003333db957540116b">
<saml2:SubjectLocality Address="127.0.0.1"/>
<saml2:AuthnContext>

<saml2:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport</
saml2:AuthnContextClassRef>
</saml2:AuthnContext>
</saml2:AuthnStatement>
<saml2:AttributeStatement>
<saml2:Attribute FriendlyName="personSNILS" Name="urn:esia:personSNILS"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">000-000-000 00</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="userId" Name="urn:mace:dir:attribute:userId"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">2006101</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="snils" Name="urn:mace:dir:attribute:snils"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">000-000-000 00</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="authnMethod" Name="urn:esia:authnMethod"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">PWD</saml2:Attributevalue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="principalStatus"
Name="urn:mace:dir:attribute:principalStatus" NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-
format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">A</saml2:AttributevValue>
</saml2:Attribute>
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<saml2:Attribute FriendlyName="globalRole" Name="urn:esia:globalRole"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">P</saml2:AttributevValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="personEMail" Name="urn:esia:personEMail"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">sdf@ddd.ru</saml2:AttributeValue>
</saml2:Attribute>
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">SNILS</saml2:Attributevalue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="personType" Name="urn:esia:personType"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">R</saml2:AttributevValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="authToken" Name="urn:mace:dir:attribute:authToken"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">b0db6£fdl-d674-47bb-8£22-9£8291e59255</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="userName" Name="urn:esia:userName"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">000-000-000 00</saml2:AttributevValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="middleName" Name="urn:mace:dir:attribute:middleName"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">Iuurpuesnuu</saml2:Attributevalue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="attachedToOrg" Name="urn:esia:attachedToOrg"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">1</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="firstName" Name="urn:mace:dir:attribute:firstName"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">IOumurpuii</saml2:Attributevalue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="lastName" Name="urn:mace:dir:attribute:lastName"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">Imurpuen</saml2:AttributevValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="portalVersion"
Name="urn:mace:dir:attribute:portalVersion" NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-
format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">P</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="userType" Name="urn:mace:dir:attribute:userType"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">P</saml2:AttributeValue>
</saml2:Attribute>
</saml2:AttributeStatement>
</saml2:Assertion>
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NMPUNOXEHWE B. CEPBUCHI ECUA HA BA3E
MMOJAXOJIA REST

b.1 OOmmue cBenenus o nporpaMmmuom untepgeiice ECUA

B pamkax pasButus ECHA peann3oBaH NpHUKIaAHONW MpOrpaMMHBIM WHTepderc Ha 0aze
apxutekTypHoro cruis “Representational State Transfer” (REST). O mo3BosisseT HHTEIrPHPOBAHHBIM C
ECHA unpOopMallMOHHBIM CHCTEMAaM I0JIy4aTh JOCTyN K Xpansmmmcs B ECHA pecypcam, T.e. TaHHBIM
(HampuMmep, O MOIB30BATENAX WIM APYTUX WHPOPMAITMOHHBIX CHUCTEMax), a TAaKK€ BBITIONHATH Pl
ornepanuu.

BbI30B IpUKIIaTHOTO MPOrPaMMHOT0 HHTEpdeiica BO3MOKEH TOJIBKO TEMU HHTETPUPOBAHHBIMU
¢ ECHUA cucremamu, KOTOpbIE UMEIOT Ha 3TO COOTBETCTBYIOIIME MoJHOMOuYUs. KoHTposib TocTyma Kk
pecypcam ECHA ocymectBisier cepBuc apropuszaumun ECHUA, peanusyrommii Mojeinb KOHTPOJS
J0CTyIa, OCHOBaHHYIO Ha crenudukanusax OAuth 2.0 (cm. [Ipunoxenue B).

s 0003HaYeHHsI pecypcoB HCIOJIb3YIOTCS clieluanbHble uaeHTuGuKaTopbl. CaMu pecypcsl
OpPraHHU30BAHBI MEPAPXUYCCKH, YPOBHHU pa3JeICHBl KOCOH uepTtoii — “/”. Pecypchl Ooiiee «HU3KOTOY
YPOBHS SIBJISIFOTCSI COCTAaBHBIMH YaCTSIMU «POJUTEIBLCKOTO YPOBHSIY:

B ECHA ucnonb3yeTcs ABa TUIIA PECYPCOB:

—  OoKymenm COIEPXHUT HHPOpMaIHIO 00 OTACIbHOM OOBEKTE B 0a3ze JaHHBIX, KOTOPBIN
XapaKTEepPU3yeTCsl HEKOTOPBIMU MOJIAIMU M 3HaUeHUsIMU. Hanpumep, nipu foctyne Kk JOKYMEHTY
00 opraHu3aIiy cepBUC BO3BpalllaeT HauMeHoBaHue opranusaiuu, ee Tun, OI'PH u np. Kpome
TOTO0, B IOKYMEHTE MOTYT COJEPKAThCsl CChUIKA Ha CBA3aHHbBIE PECYPCHI: TAK, B JIOKYMEHTE 00
OpraHM3aliK pa3MeNlaloTcs yKa3aTelu Ha pecypchl (JOKYMEHTHI) 10 €€ COTPYAHHUKAM;

— KOJIeKyusl TIPEACTaBIseT COOOM CHHMCOK HEKOTOPBIX PECcypcoB, HaImpUMEp, JOKYMEHTOB.
[lepeuens opraHuzamuii, COTPYIHUKOB OTACIBHOM OPraHU3alMU — MNPUMEPHI KOJUIEKIIUH.
Pecypchl, KOTOpBI BKITIOYEHBI B KOJUICKIIMIO, CHA0KEHBI COOCTBEHHBIMU UIEHTH(PHKATOPAMU
(uri).  OObryHO I 0003HAYEHUS  KOJUICKIIMM  HWCIOJB3YIOTCS  MHOXECTBEHHBIC
CylIecTBUTENbHBIE (0rgS, Shjs u ap.).

Hns Be3oBa cepuca ECHA, mo3BOJSAIONIErO MOJYYUTh JAOCTYI K 3allMIIEHHOMY pecypcy,
CHCTeMa-KIMEHT JIOJDKHA HarpaBuTh B hitps-aapec mporpammuoro uatepdeirica ECUA 3ampoc. Jlns
3TOro (B 3aBHCHUMOCTH OT THIIa 3ampoca) Ucnoiab3yroTcs Metoasl GET unmu POST. B kaxmom 3ampoce
JOJDKEH OBITh YKa3aH WIAEHTH(UKATOp pecypca, K KOTOpOMYy 3ampammuBaetcs goctyn. Kpome Toro, B

3arpoc Ha Bb130B REST-API nomken ObITh 100aBjIeH cieayronmii header:

Authorization: Bearer <access token>
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<access token> — mapkep mocTyma, NpeIBapUTEIbHO MOJYYCHHBIH y CepBHCA aBTOPH3AIHH
ECHUA. Cpox paeiicTBus MapKepa IOCTyNMa pa3linyeH i KaKIoW MH()OPMAIMOHHOW CHCTEMBI H
HacTpauBaeTcss Aamunuctparopom B TexnosmormdyeckoMm noptaie ECHUA. OH He MOJKEH UCTeub Ha
MOMEHT BbI30Ba. Mapkep qocTyna J0JKeH ObITh BBIIAH CUCTEME-KIMEHTY Ha <SCOPEe>, MO3BOJISIOLINI
MOJyYUTh 3alpamidBaeMblil 3amuineHHblid pecypc. [Ipumep 3ampoca Ha moiyueHHE CBEICHHUU 00

opranuszanuu ¢ uaeHtuduxaropom 1000000000:

GET /rs/orgs/1000000000 HTTP/1.1\r\n
Authorization: Bearer 75b2c7cbb8dad403491c224c9e431lcefI\r\n
Host: esia-portall.test.gosuslugi.rul\r\n
Accept: */*\r\n
\r\n
B cnydae ycmenrHol TpoBEpKH 3ampoca MPOTrpaMMHBIN MHTEpQEic BO3BpaIlaeT JaHHBIC O
3alUIICHHOM pecCypce. HpI/I HCBO3MOXHOCTH BBIIIOJIHUTDH 3aIIPpOC BO3BPAIACTCA KO OLINOKH.
[Tpu BBI30BE cepBUCa MOTYT OBITh 3aJ1aHbI TApaMETPHI 3arpoca (query), KoTopbie 0hOpMITSIFOTCS
CTaHJapTHBIM criocoboM. Crlenyronmid 3ampoc MO3BOJMT IMOJYYUTh TEpBble 15 opraHu3anuii us3

COOTBETCTBYIOLICH KOJUICKI[UH OrgS:

GET /rs/orgs?pagelndex=0&pageSize=15 HTTP/1.1\r\n
Authorization: Bearer 75b2c7cbb8dad03491c224c9e431lcefI\r\n
Host: esia-portall.test.gosuslugi.ru\r\n
Accept: */*\r\n
\r\n
HpI/I BBI3OBC CCPBUCA MOKET OBITH YKa3zaHa KOHKPETHasA CXe€eMa NpPEeaoCTaBJCHUS JaHHbIX 00
00BEKTE. I[J'ISI 3TOro HeO6XO,Z[I/IMO HAaTb CCBUIKY Ha COOTBCTCTBYIOIIYIHO CXEMY B 3ar0JIOBKE 3aIllpOCC (C

nomoiso ACCEPT. Hampumep:
GET /rs/prns/402 HTTP/1.1\r\n
Authorization: Bearer 75b2c7cbd9db403489c224c9e431cef9\r\n
Host: esia-portall.test.gosuslugi.rul\r\n
Accept: application/json; schema="https://esia-portall.test.gosuslugi.ru/rs/model/prn/Person-1"\r\n
JlaHHbII 3ampoc MO3BOJSET MOJMYYUTh CBEICHHS O ToJib3oBaTene ¢ uaeHTudukatopom 402,
chopMHupOBaHHBIE cOrTacHO cxeme Person-1. 3to o3Hauaert, uto no mepe pazsutusi ECUA moxeT ObITh
M3MEHEH Tepe/iaBaeMblil aTpUOYTHBIN COCTAaB IaHHBIX O MOJIb30BaTENIe, B PE3yIbTaTe YEro MOSBIIAETCS
HOBBIE cXxeMbl — Person-2, Person-3 u 1.1. B cBsi3u ¢ 3TUM IS MOTYYEHHs] HEU3MEHHOTO COCTaBa
aTpuOyTOB PEKOMEHIYETCS B 3alIPOCE YKa3bIBaTh KOHKPETHYIO cxeMy. Eciu B kauecTBe cXeMbl yKazaHa
cxema /model/prn/Person 0e3 sSBHOTO yka3aHUs BEPCHH, TO BO3BpaIiaeTcs mnocieanss Bepcus. Eciam
cXeMa He yKa3aHa BOOOIIe, TO TaKXKe BO3BpAIIACTCS MMOCIETHSS BEPCUS CXEMBI.
B otBere Ha xoppekTHBIN 3ampoc Bbinaercss JSON-I0KyMeHT, KOTOPBIN MpeACTaBIseT coO0Oi
HaOOp map KiIIOY/3HAYCHHWE WM MaccHB 3HaueHuil. B 3arosnoBke (headers) orsera comepkarcs
CIEAYIOIIUE JaHHbIE:

1. Ccouiku (links) na cBsi3anHbIe pecypcbl. Hampumep, ecim B 3anpoce yka3zaH pecype ¢ JaHHBIMH

KOHKpPETHOTO Tmojb3oBaTens (Prns/402), To cceUiku OYyAyT COAEpKATh PECYpChl C €ro
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KOHTAKTHBIMU JAaHHBIMU, JOKYMCHTAMH, aApeCaM, TPAHCIIOPTHBIMU CPCACTBAMHU, a4 TAKKC Ha
«POAMTENILCKUI» PECYPC € IIEPEYHEM BCEX I0JIb30BATEIIEH B CUCTEME.

2. Tun mnpenoctaBnsembix aaHHbBIX (Content-Type) ¢ ykazaHHEM CXEMBI MPEIOCTABISIEMBIX
JaHHBIX. HaHpHMep, €CJIM 3allpallinBar0TCA JAaHHBIC O ITOJIB30BATCIIC B CXEME Person-l, TO 6y)1eT
ykazaHo cieayromiee 3Hadenue: Content-Type: [application/json; g=.2; schema="https://esia-
portall.test.gosuslugi.ru/rs/model/prn/Person-1"]

[pumep paznena headers (pa3pbIBbl CTPOK JaHbI I yA00CTBA YTCHUS):

Link:
[<https://esia-portall.test.gosuslugi.ru/rs/prns/402/docs>; rel=documents; schema="https://esia-
portall.test.gosuslugi.ru/rs/model/docs/Documents-1",
<https://esia-portall.test.gosuslugi.ru/rs/prns/402/addrs>; rel=addresses;schema="https://esia-
portall.test.gosuslugi.ru/rs/model/addrs/Addresses-1",

<https://esia-portall.test.gosuslugi.ru/rs/prns/402/ctts>;rel=contacts;schema="https://esia-
portall.test.gosuslugi.ru/rs/model/ctts/Contacts-1",

<https://esia-portall.test.gosuslugi.ru/rs/prns/>;rel=parent;schema="https://esia-
portall.test.gosuslugi.ru/rs/model/prns/Persons-1"]

Date: [Tue, 26 Nov 2013 10:04:24 GMT]

Transfer-Encoding: [chunked]

Location: [http://esia-portall.test.gosuslugi.ru/rs/prns/402]

server: [grizzly/2.2.16]

Content-Type: [application/json; g=.2; schema="https://esia-
portall.test.gosuslugi.ru/rs/model/prn/Person-1"]

ConeprkarenpHasi 4acTh OTBETA Ha 3aI1poc coJepKUTes B paszaene body. [Ipuvep Bo3BpamniaeMbIx

JTaHHBIX (Pa3pbIBbI CTPOK JIAHBI ISl YA00CTBA YTEHUS) O GPUZUUYECKOM JTUIIE:

{

"stateFacts": ["Identifiable"],
"firstName":"IleTp",
"lastName":"IleTpoB",
"birthDate":"1385409600",
"gender" . "M" 0
"trusted":"true",
"citizenship":"RUS",
"snils":"111-111-111 11",
"updatedOn":"1385460263"
}

Kaxnoe onucanue o0beKkTa WK KOJUIEKIUU COJIEPKUT nmapameTp stateFacts, yka3piBatromuii Ha
HEKOTOpHBIE (DaKThI O MPEIOCTABIAEMBIX CBEACHUIX. Bo3MoXkHBI crienyroniue 3Hauenus stateFacts:
— Identifiable - umeer unentTuukarop (HanpuMep, 3T0 KOHKPETHBIH KOHTAKT WM TIOKYMEHT);
— hasSize - umeer pasmep (HampuMmep, JUIS KOJUICKIIMM YKa3blBaeT HAa YHCIO 3JIEMEHTOB
KOJUICKIIUHN);
— FirstPage - mepBas cTpaHuIia CIIKCKa;
— LastPage - mocnenHsist cTpaHuIia CIIUCKa;
— Paginated - mocTpaHHYHBII CIHCOK;
— EntityRoot- kopHeBoli 00BeKT;
— ReadOnly - 06beKT TOMBKO TSI YTEHUS.
[Tapametp stateFacts mno3BosisieT, B YacCTHOCTH, IPOHM3BOAMUTH pa3ieieHUE BHIBOJAUMBIX
pe3ynbTaTtoB mo crpanuiaM. Cleayrouid OTBET MPEACTaBIsIeT CO00I MEPBYI0 CTPAHUILY HEKOTOPOTO

niepevHs (pparMeHT, pa3pbIBbl CTPOKHU JaHBI TS YA00CTBA YTEHUS ):
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{

"stateFacts": ["Paginated","FirstPage"],

"elements": [
"https://esia-portall.test.gosuslugi.ru/rs/prns/400",
"https://esia-portall.test.gosuslugi.ru/rs/prns/401"

] 4

"pageSize":"2",
"pageIndex":"1"
}

W3 nanHoro oTeera BUJIHO, UTO Ha KaXIO0W CTpaHUIIE OTOOpaKkaeTcs 1o 2 3JeMEeHTa.

s psima omepanuii MOIACPKUBACTCS BOSMOXKHOCTD ecmpaueanus (embedding) cBsi3aHHBIX
mAaHHBIX. J[IS 3TOrO B 3ampoce COOTBETCTBYIOIIETO pecypca HEeoOXOJMMO YKa3blBaTh IMapamMeTp
«embedy, a B kauecTBe €ro 3HAYEHHs — CYIIHOCTh, KOTOPYIO TpeOyeTCs BKJIKOUUTH B OTBET 3aIpoca.
Hampumep, mpu 3ampoce CIEAYIOIIEro pecypca OyayT OTOOpakaTbCs CCuLIKY HA KOHTAKTHI

nonbp3osareist 100000:

https://esia-portall.test.gosuslugi.ru/rs/prns/100000/ctts
OpHako ykasaHue mapamerpa «embed» [o3BOJISET TMONYYUTh JaHHBIE O KOHTAKTax

HCIMMOCPCACTBCHHO B OTBCTC HA CJIGILYIOHII/Iﬁ 3a1poc:

https://esia-portall.test.gosuslugi.ru/rs/prns/100000/ctts?embed=(elements)
B sToMm citydae 3anpoc qaHHOTO pecypcea OyaeT Bo3BpaIiarh OTBET ((hparMeHT, pa3pbIBBI CTPOKU

JaHbl A7 y100CTBA YTCHHUS):

{
"stateFacts": ["hasSize"],
"elements": [

{
"stateFacts": [
"Identifiable"

] 7

"idr: 194,

"iype": "MBT,

"yrfStu": "VERIFIED",
"value": "+7(910)1234567"

}
] r
"size": 1
B JaHHOM CJIydac€ Ha MECTEC CCbLIIOK Ha CBA3AaHHBIC 3JICMCHTBI BCTPAUBAIOTCA JaHHBIC KOHTAKTOB.
HpI/I BCTpauBaHUU COXPAHACTCA BO3MOKHOCTH IIOJYYATh CXEMblI BO3BpALIAC€MbIX PECYPCOB,

HalpuMmep:
https://esia-portall.test.gosuslugi.ru/rs/prns/100000/ctts?embed=(elements-1)
B stom cJ1ydac JaHHBIC 00 nireMeHTax 6yI[}/T BO3BpalIaTbCsA COTJIaCHO HCpBOﬁ cXeMme.

Taxxe BO3MOXHO BCTpanBaHHE HECKOJIBKHX PECYpPCOB B 3alpoce, HalpUMep:

https://esia-portall.test.gosuslugi.ru/rs/orgs/100000/emps?embed=(elements.person)
B 9TOM ClIydac B OTBETC BMCCTO CCBIJIOK HAa COTPYOIHHKOB OpIraHH3aAIInH 6YﬂyT nepeaaBaTbCsa

NepCcoHaANbHbBIE JJaHHbIE COTPYAHUKOB opranu3anuu: @O, otyecTBo, 1aTa U MECTO POXKACHUS, MOT U
T.1. Habop naHHBIX 3aBUCUT OT MH(OpMAINH, YKa3aHHOM B Mpo¢uiie COTPYAHUKA.

HpI/I BCTpanBaHUU HECKOJIbKUX PECYPCOB TAKIKEC BO3ZMOXKHO YKA3aHUC Ha BEPCUH, HAIIPUMCD:

https://esia-portall.test.gosuslugi.ru/rs/orgs/100000/emps?embed=(elements-1.person-1)
[TepedeHb CCHUIOK, KOTOPBIE MOT'YT OBITH BCTPOCHBI:

— JaHHBIC 0 (PU3UYECKUX JINIIAX:
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b.2

KOHTaKTHBIC JTaHHBIC (contacts);

anpeca (addresses);

JIOKyMeHTHI (documents);

TpaHCIIOPTHBIE cpeacTBa (vehicles);

OpraHu3aIH, K KOTOPBIM MPUHAIIISKUT (PU3UIECKOE IO (organizations);
JaHHbIE 00 OpraHU3aLMsIX:

KOHTaKTHBIC JJaHHBIE (contacts);

anpeca (addresses);

TpaHcopTHBIE cpeacTsa (vehicles);
JaHHBIE O COTPYAHHUKAX OPTaHU3AIHH:

JaHHBIE O COTPYIHUKE KaK (PU3UYECKOM JUIIE (person).
JaHHBIE TI0 CChUIKaM, OTOOpa)kaéMbIM B COJEp)KaHUU OTBETa B pasfene «elementsy
(BO3MOXKHOCTH BCTpamBaHHA elements ecTh BesJe, rie mapaMerp stateFacts mMeeT 3HaYeHHE
“hasSize”).
Jlanee npuBeieHbI OMUCAHMS CIEAYIONINX onepanuii mporpammuoro unrepdeiica ECUA:
MIPeI0CTaBIIEHNE TIEPCOHANBHBIX JAHHBIX MOJIb30BaTENCiH;
npoBepka (akTa yaaneHus: yu€THoM 3anucu nojibs3oBarenss ECUA;
MIPEOCTaBIEHUE CBEJICHNUN O BXOXKICHUH ITOJIb30BATENSI B TPYIIITBI U OPTaHU3aIH;
MIPEJOCTaBIEHUE JaHHbBIX U3 MPOQUIIS OpraHU3alMu;
IIPEJOCTaBIEHUE CITUCKA YYaCTHUKOB IPYIIIbI UM OpraHU3alluy;
IIPEAOCTABIICHUE CBEJICHUM O BXOKJICHUH I10JIb30BATENEH B ITPYIIIIBL,
yIIpaBJIeHUE TaHHBIMU OpTraHU3aINN;

npeaoCTaBJICHUC CBEJICHUI O CY6I>€KTG.

IIpenocTaBiieHHe MEPCOHATBHBIX IaHHBIX MOJIb30BaTe el

21.]'[5[ IMOJIYUYCHHU S NCPCOHAJIIBHBIX JAHHBIX O ITOJB30BATCIIAX CUCTEMA-KIIMCHT AOJIPKHA HAITPaBUTh

B https-ampec REST-API cucremsr ECUA? 3ampoc meTomom GET. B 3ampoce J1omkeH OBITh yKa3aH

pecypce, coaepkanuii HeoOxoauMele naHHble. Mepapxus unentudukaropos stux pecypcos B ECUA

UMECT CJ'IC,Z[YIOH_IHﬁ BU:

/prns/{oid}/{collection_name}/{collection_entity_id}, rxe:

prns — nepeyeHsb (KOJUIEKIIHS ) MoJIb30BaTesei, 3apeructprupoBaiHbix B ECUA;

29 B tecToBoii cpene cepsuc noctynen mo URL https://esia-portall.test.gosuslugi.ru/rs/prns
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— {oid} — Buyrpennuii uaeHTudUKaTOp 00BEKTA, B TOM YKCe mojib3oBateis, B ECUA;
— {collection_name} — ccbuika Ha mnepedeHb (KOJUICKIIMIO) THIIOB JAaHHBIX, YKa3aHHBIX
0JIb30BAaTEJIEM C JAHHBIM 0id, BO3MOYKHbBIC 3HAUCHHS:
- CttS — KOHTaKTHEIC JaHHBIC;
- addrs — anmpeca;
- docCs — mOKyMEHTHI MOJIb30BATEIIS;
- 0rgs — opraHu3aiuu, COTPYTHHUKOM KOTOPBIX SIBIISICTCS TaHHBIN MOTb30BaTEb;
- kids — neTu nons3oBareis;
- Vhls — TpaHCIOpTHBIE CpeCTBA MOJIH30BATEIIS.
— {collection_entity id} — BHyTpeHHuI uaeHTH(UKATOP dJIEMEHTA (HapUMEp, KOHTAKTa WIIH
noKyMeHTa) mojb3oBateisi B ECUA.
B 3ampoc momkeH ObITh no0aBieH header ¢ mMapkepom J0CTyIa, MO3BOJSIOIIAM IOTYYHUTh
JOCTYI K JaHHOMY pecypcy (6o scope id_doc ¢ mapamerpamu, 1100 OJMH WIIM HECKOJIBKO SCOPE,
06eCIIeuNBAONINX JOCTYH K EPCOHAIBHBIM JaHHEIM T0JIb30BATENs, C TapaMeTPaMu-L).

[Tpumep 3ampoca (BBI30B cepBHCca B cpesie pa3paboTKu):

GET /rs/prns/6924 HTTP/1.1\r\n

Authorization: Bearer 75b2c7cbb8da403491c224c9e431cef9\r\n
Host: esia-portall.test.gosuslugi.rul\r\n

Accept: */*\r\n

\r\n

Hannsie, kotropele ECHA Bo3BpaiaeT B OTBET Ha 3a1poc, pecTaBlieHs! B Tabnuie 6.

Ta6J'II/II_[a 6 —HapaMeTpLI OTBCTA Ha 3aI1pOC O NCPCOHAJIBHBIX JaHHBIX ITOJIb30BATCIIA

URI
Ne | 3ampammBaemoro | Onmcanue pecypca IIpenocraBisieMble JaHHbIE
pecypca
1. | /prns/{oid} JlaHHBIC O JlaHHBIE 0 DU3HUECKOM JIHIIE:
10JIb30BAaTeEJIE C <rldDoc> — uneHTU(HUKATOP TEKYILETO JOKYMEHTA
UACHTU(DUKATOPOM | MOJIb30BATEIS;
prn-id <firstName> — nms;

<lastName> — hamunus;

<middleName> — otuecTBO;

<birthDate> — nara poxxaenus (3agaercst Kak
Koam4ecTBO cekyH 1, mpomeamux ¢ 00:00:00 UTC
1 suBaps 1970 roma);

<birthPlace> — mecTo poxaeHHs MOIB30BATEIS,
<gender> - nio;

%0 Hampumep, fullname, contacts, email (cm. Tlpunoxenue B.4). Bee 5Tu SCOPE Takyke MO3BOJIAIOT
MOJIYYUTh JJAHHBIC O MPU3HAKE TOATBEPKICHHOCTH YUETHOM 3aIiCH MOJIb30BaTelsl (ATpHOYT
<trusted>). [1pu 3anpoce y cepBuca aBropuzanuu ECUA mapkepa JocTyna Ha yKa3aHHBIE SCOpE HE
HY)XHO B Ka4eCTBE IapameTpa yKa3blBaTh 0id 3TOro MOJIb30BaTEeIs.
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URI
3anpamuBaeMoro

pecypca

Onucanue pecypca

IIpenocraBiiseMble JaHHbIE

<trusted> — Tun y4eTHO¥ 3anucH (OATBEPXKICHA
(“true”) / me moarBepkacHa (“false”));
<citizenship> - rpaxxaancTBO (UACHTHPUKATOP
CTpaHbl TPAKIAHCTBA);

<snils> - CHUJIC;

<inn> - HH;

<updatedOn> - gara mocieaHero H3MEHEHHS
YUYETHOH 3aIKCH T0JIb30BaTEIIs (3a1a€TCs KaK
KOJIMUYECTBO ceKyH, npowmeamux ¢ 00:00:00 UTC
1 ssaBaps 1970 rona);

<verifying> - nporecc NpoOBEPKH JaHHBIX
(true/false);

<status> - craryc Y3 (Registered —
3apeructpuponana/Deleted — ynasnena).

/prns/{oid}/ctts

[Iepeuenn
KOHTAKTOB
(GU3NIECKOTOo ITUIa

[TepevyeHb KOHTAKTOB (DU3MUECKOTO JIHIIA (B BHIC
CCBUIOK Ha pecypc C ykazanuem {ctt_id},
COJIEp>KalNil TaHHBIE O KAXKJIOM KOHTAKTE)

/prns/{oid}/ctts/{ctt
_id}

Caenenus 00
OT/CIBHON 3amicHy B
MepeYHe KOHTAKTOB
(bu3nIecKoro IuIa

KonTakTHbIe TaHHbBIE:
<type> — THII 3aIKuCH, MOKET UMETh 3HAUCHUS:
“MBT” — MoOWIIbHBIN TeNEe(OH;
“PHN” — nomaminuii TenedoH;
“EML” — anexTpoHHas noyra.
<vrfStu> — cBefIeHUs O «ITOATBEPKICHHOCTI
KOHTaKTOB, MOXET UMETh 3HAYCHHUSI:
“NOT_VERIFIED” — ne noaTBepK/eH;
“VERIFIED” — noatBep/eH.
B nacrosmee Bpems cratyc “VERIFIED”
MO3KET OBITh TOJBKO Y MOOMIBHOTO TenedoHa
(“MBT”) u anpeca 31€KTPOHHON MOYTHI
(“EML>).
<value> — 3HaueHME KOHTAKTA,
<vrfValStu> — HeoOsi3aTenbHbII Tapamerp,
YKa3bIBAETCS B ClTydae, €CJIM KOHTAKT HAXOJIUTCS B
mpolecce MoATBEpkKAeHHs. MOKeT IPUHUMATh
CIIeTyoIIee 3HAUCHUE:!
“VERIFYING” — B nponiecce moATBEPKICHHUS.
B nacrosmee Bpems cratyc “VERIFYING”
MOJKET OBITh TOJIBKO Y MOOMIBHOTO TenedoHa
(“MBT”) u anpeca 31€KTPOHHON MOYTHI
(“EML>).
<verifyingValue> — 3HaueHue KOHTaKTa,
HAXOJISIIETOCS B MPOLIECCE MOATBEPIKICHHMS.

/prns/{oid}/addrs

[Iepeuens agpecos
(hbU3UIECKOTO JIHIIa

[Tepeuens aapecoB (HhU3NUECKOTO JTHUIA (B BUIE
CCBUTOK Ha pecypc C ykazanuem {addr_id},
COZIEpIKAIUil TAHHBIE O KaKIOM ajpece)
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URI
3anpamuBaeMoro

pecypca

Onucanue pecypca

IIpenocraBiiseMble JaHHbIE

/prns/{oid}/addrs/{
addr_id}

Csenenus 00
OT/IEJLHOM 3aIlUCH B
MepeyHe aJipecoB
(bu3MIeCKOro Iuma

Anpeca:

<type> — THII 3a1KCH, MOXKET UMETh 3HAYCHUSL:
“PLV” — anpec mecTa IpOKUBAHUS;
“PRG” — ampec MecTa perucTpaiuu.

<zipCode> — unyexc;

<countryld> — uaeHTuduKaTOp CTpaHsbI;

<addressStr> — aapec B Bue CTpOKH (HE BKIIIOYAsI

JIOM, CTPOEHHE, KOPITYC, HOMEP KBapTHPHI);

<building> — ctpoenue;

<frame> — koprmyc;

<house> — nowm;

<flat> — kBapTupa;

<fiasCode> — xox KJIAJIP;

<region> — peruoH;

<city> — ropoz;

<district> — BHyTpUTOpOICKO# paiioH;

<area> — paioH;

<settlement> — nocenenue;

<additionArea> — for. TeppuTOpHS;

<additionAreaStreet> — ynuia Ha I0I1. TEPPUTOPHH;

<street> — ynuna.

/prns/{oid}/docs

IIepeuenn
JOKYMEHTOB
(hu3MUecKoro numa

[TepeueHb JOKyMEHTOB (pru3HdecKOro juia (B BUIC
CCBUIOK Ha pecypc ¢ ykazanuem {doc_id},
COJIEPIKAIIUi JAHHBIE O KAKJIOM JOKYMEHTE)

/prns/{oid}/docs/{d
oc_id}

Csenenus 00
OT/IeNIbHOM 3aIiCH B
nepeyHe
JOKYMEHTOB
(u3nyeckoro imua

JlOKyMeHTHI:

<type> — TUII 3aIIUCH, MOXKET UMETh 3HAYCHHUS:

- “RF_PASSPORT” — nacnoprt rpaxnanvuHa P@;
“FID_DOC” — 1oKyMeHT HHOCTPaHHOTO
rpakaHIHA;

- “DRIVING_LICENSE” — BoguTenbckoe
YIO0CTOBEpPEHHUE.

- “MLTR_ID” — BoeHHbIi1 Ouiter;

-  “FRGN_PASS” — 3arpaHuuHbIii TacIopT;

- “MDCL_PLCY” — nomuc OMC;

- “RF_BRTH_CERT” — cBUJIETENBCTBO O
poxnenun — Poccus;

- “FID_BRTH_CERT” — cBui€ETENIHCTBO O
POXJIEHUH — JIpyTasi CTpaHa;

- “OLD_BRTH_CERT” — cBUAETEIHCTBO O
poxnenun — CCCP.

<vIfStu> — cBeIeHUsI O «IOATBEPKICHHOCTH

JIOKYMEHTOB, MO>KET UMETh 3HAUEHUS:
“NOT_VERIFIED” — He noATBEpKIEH;
“VERIFIED” — noaTBepk/eH.

<actNo> — Homep akToBOM 3anucu (s

ceujierenscTBa 0 poxaeHnu PO u CCCP);
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URI

Ne | 3ampammuBaemoro | Onucanue pecypca IIpenocraBJ/isiemble TaHHbIE
pecypca
<series> — cepust JOKyMEHTA;
<number> — HoMep TOKyMEHTa,
<issueDate> - nata BbIIaYM JOKYMEHTA;
<issueld> — xox moapasaeeHus;
<issuedBy> — keM BbIaH;
<expiryDate> - cpok JeiiCTBHS JOKYMEHTA,;
<lastName> — ¢amuius (J1st 3arpaHUIHOTO
racropTa);
<firstName> — ums (Ji71s1 3arpaHUYHOrO MMACIOPTA).
8. | /prns/{oid}/orgs [epeuenn [Tepeuenb opraHu3anuii, COTPYIHUKOM KOTOPBIX
OpraHu3aIuii, siBJsieTcsl hu3ndeckoe Mo ¢ AanHbM {0id} (B
COTPYTHUKOM BHJIE CCHIJIOK Ha pecypc ¢ ykaszanuem {0id},
KOTOPBIX SIBJISICTCS COZICPIKAILUI JJAHHBIC O KAXK/I0W OpraHU3allnH )
JaHHOE (PU3HUYECKOE
JIUILIO
9. | /prns/{oid}/kids [epeuens 3amuceii o | [lepedyens aereit Gpusudeckoro juia (B BUIE
JeTX (U3HUYECKOro | CChIJIOK Ha pecypc ¢ ykasanuem {Kid_id},
JMIA COJICpIKAIlUil TAHHBIC O KAKIOM peOCHKE)
10. | /prns/{oid}/kids/{k | CencHust 00 Hertu:
id_id} otaensHoM 3anucu B | <firstName> — ums pebenka;
nepeyHe aerei <lastName> — ¢amuius pebeHKa;
(buU3NYIeCKOro IUIla <middleName> — ot4ecTBO pebeHKa;
<birthDate> — nara poxxaeHus;
<gender> — mou;
<snils> - CHUJIC;
<inn> - 1HH;
<trusted> — npu3HaK MOATBEPKACHHOCTH JIAHHBIX O
pebenke (moaTBepkIeHsI (“true”) / e
noaTBepxkaeHbI (“false™));
<updatedOn> — nara mocieaHero H3MeHEHUs
JIAHHBIX 0 peOCHKE (3a/1aeTCs KaK KOJIUYIECTBO
cexynz, npomenmux ¢ 00:00:00 UTC 1 suBaps
1970 rona)
11. | /prns/{oid}/kids/{k | ITepeuenn [TepeueHb JOKYMEHTOB peOeHKa JaHHOTO
id_id}/docs JTOKYMEHTOB ¢busngeckoro juiia (B BUIE CCHUIOK Ha PECypC C
pebenka ykazanuem {doc _id}, comeprkamuii JaHHBIE O
(GU3NYECKOro JIMIA | KaXIOM JIOKYMEHTE)
12. | /prns/{oid}/kids/{k | Cencuus 00 JIokyMeHTBI peOeHKa OMUCHIBAIOTCS 110 aHATIOTHH C

id_id}/docs/{doc_i
d}

OTJIEJILHOM 3aIKCH B
nepevHe
JIOKYMEHTOB
pebenka
(bu3MUecKoro nuia

JTOKyMeHTaMu (Gu3ndeckoro nuua. J{ns nerei
IpeyCMOTPEHBI CIIAYIOIIUE THITBI (<type>)
JIOKYMEHTOB:
“MDCL_PLCY” — nomuc OMC;
- “RF_BRTH_CERT” — cBUIETENBCTBO O
poxaenun — Poccus;
- “FID_BRTH CERT” — cBUI€TE€IBCTBO O
POXJIEHUH — JIpyTasl CTPAaHa,
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URI
Ne | 3anpammBaemoro | OnucaHue pecypca IIpenocrasJisieMble TaHHBbIE
pecypca

“OLD_BRTH_CERT” — cBUIETENBCTBO O
POXKIACHUU — CCCP3,

13. | /prns/{oid}/vhls [MepeueHn [TepeueHb TPAHCIIOPTHBIX CPEICTB, KOTOPHIMH
TPAHCIOPTHBIX BJIAJICCT JIAHHBIN MTOJIH30BATEIb
CpEICTB
14. | /prns/{oid}/vhis/{v | TpaucroprHoe <name> — uMst aBTOMOOMIIS (HapuMep, MapKa HiIH
hl-id} CPEICTBO JPYToe TOJIb30BATEIbCKOE OMMCAHNUC);
I0JIb30BATENIS <numberPlate> — rocymapcTBeHHBII

PErMCTPallMOHHBIN 3HAK;
<regCertificate> — nannbIie CBUIETEIHLCTBA O
rOCy/IapCTBCHHON PETUCTPAIlNH, BKIIOYACT B CeOsI
aTpuOyTHI:

— <Series> - cepusi CBUCTEIbCTBA;

— <number> - HOMEpP CBUIETEILCTBA.

[pu oTOOpaXkeHNHU BCeX KOJUICKIIUI UCIIONIb3YETCsl MEXaHu3M paging.
[Tpumep oTBeTa Ha 3aMPOC KOHTAKTHBIX TaHHBIX (PU3NIECKOTO JHIa ((hparMeHT, pa3phIBbI CTPOK

JaHbl 471 y100CTBA YTCHHUS):

{

"stateFacts": ["Identifiable"],
"type":"MBT",
"vrfStu":"VERIFIED",
"value":"+7(777)7777777"

}

[Ipumep oTBeTa Ha 3aMPOC KOHKPETHOTO aapeca puznueckoro juna (pparMeHT, pa3pbiBbl CTPOK

JaHbl A7 y10OCTBA YTCHHUS):
{

"stateFacts":["Identifiable"],

"eTag": "672951A704B88A0063A35C3F49409152B087A49A",

"id": 21423,

"type": "PRG",

"region": "BopoHexckas OBjactp",

"addressStr": "BopoHexckas objlacTb, BopoHex ropoxn, [IKpn Masak-1 Teppuropusa",
"frame": "5",

"fiasCode": "36-0-000-001-000-000-0000-0000-000",

"city": "Bopouex I'opoxn",

"countryId": "RUS",

[Tpumep oTBeTa Ha 3aMpoC KOHKPETHOTO JOKYMEHTa (hHu3MuecKoro juua (pparMeHt, pa3pbiBbl

CTPOK JaHbl AJIs1 yI00CTBA UTEHUS):

{

"stateFacts": ["Identifiable"],
"type" :"RF PASSPORT",
"vrfStu":"VERIFIED",
"series":"3333",
"number":"333333",
"issueDate":"1383249600",
"issuelId":"333333"

}

31 Jlyst mpocMOTpa MONHBIX JAHHBIX O pebeHKa ¢ €ro JOKyMEHTaMH MOKHO HCIOJIb30BaTh PeKUM BeTpaubanus (embed). B
9THX LEJIX HEOOXOauMMO caeiath 3anpoc merogom GET mo cienyromemy aapecy:
/prns/{oid}/kids/{kid_id}?embed=(documents.elements)

100



[Ipumep oTBeTa Ha 3ampoC KOHKPETHOTO TPAHCIOPTHOTO CpeAcTBa (U3NYECKOTO JIMIA

(pparmeHT, pa3phIBBI CTPOK JAHBI ISl YA0OCTBA YTCHUS):

{
"stateFacts": ["Identifiable"],
"name": "Xonma",
"numberPlate": "A1330H177",
"regCertificate": {
"series": "77YE",
"number": "204623"

[Tpumep oTBeTa Ha 3ampPOC BCEX TPAHCIOPTHBIX CPEACTB (PU3UYECKOTO JIMIA, MOJYYEHHBIH C

HICTIONB30BAHAEM BO3MOXKHOCTEH BCTpamBaHMS? ((DparMeHT, pasphIBBI CTPOK JAaHBI IS yH06CTBA

YTCHUSA):
{
"stateFacts": ["hasSize"],
"elements": [
{
"stateFacts": ["Identifiable"],
"id": 20,
"name" . "@Opnl"
"numberPlate": "O981TE177",
"regCertificate": {
"series": "1234",
"number": "567890"
}
} r
{
"stateFacts": ["Identifiable"],
"id": 24,
"name": "VW",
"numberPlate": "A1330H99",
"regCertificate": {
"series": "2222",
"number": "222222"
}
}
] r
"size": 2

b.3 IIpoBepka ¢gaxkrTa ynajeHust y4€THOM 3aNIMCH U CBA3AHHBIX ¢ HEH

NMEPCOHAJIBbHBIX IaHHBIX MoJIb30BaTeas u3 ECUA

Bb13oB nanHOW omepanuu mnpenocTaBiseT uHterpupoBaHHbiM ¢ ECHUA wnHdopmanroHHBIM
cucTeMaM JaHHble 00 ynaneHHbIX nonb3oBareisix B ECHUA (upentuduxarop monb3oBarens). s
NOJTyYeHHs TIepeyHsl yJalleHHBIX MOJb30BaTeell CUCTeMa-KIMEeHT JIO0JDKHA HarpaBuTh B https-aapec
REST-API cucremsr ECHA 3ampoc merogom GET. B 3ampoce nomkeH OBITH yKa3aH pecypc,
coJiepKaliMii HeoOXoAMMBbIE JaHHble. B KadecTBe 53TOro pecypca HCIONb3YeTCs CTaHAApTHBIN
UACHTUPUKATOP pecypca C MEepCOHATBbHBIMU JIAHHBIMHM IOJIb30BaTesel (/prns), BO3BpaLIarOIIUi
NepevyeHb 3aperucTPUPOBAHHBIX B cHcTeMe Mojb3oBarenei (cM. pasgen b.2). Cnenmduxa BbI3oBa

JTAaHHOM orepanuu COCTOUT B TOM, UTO 3alIpOC NOJIKEH COACPKATh CICAYIOIMUE ITapaMETPhI:

32 3anpomennslii pecype: /prns/100000/vhls?embed=(elements)
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— <status> - craryc nosib3oBareis, 10mkeH umeTs 3HadeHue “DELETED”;

— <updatedSince> - para, HauMHas C KOTOPOW HEOOXOJMMO OTOOpa3UTh YIAICHHBIX
noJp30BaTese. 3a1aeTcs Kak konnmdecTBo cexkyH 1, mpomenmux ¢ 00:00:00 UTC 1 suBaps 1970
roja.

B 3anpoc momken ObiTh jo0aBiaeH header ¢ mapkepom gocTyma, MO3BOJISIOUIMM IOJIYYUTH
JOCTYII K JaHHOMY pecypcey (scope http://esia.gosuslugi.ru/tech_inf ¢ mapamerpamu).

[Tpumep 3ampoca (BbI30B cepBHca B cpesie pa3paboTKu):

GET /rs/prns?status=DELETED&updatedSince=1384218061 HTTP/1.1\r\n
Authorization: Bearer 75b2c7cbb8da403491c224c9e431cef9\r\n
Host: esia-portall.test.gosuslugi.rul\r\n
Accept: */*\r\n
\r\n
B xadecTBe oTBeTa nepeaacTca n€pecuUCHb CI)I/ISI/I‘IGCKI/IX JIMII, YOAJICHHBIX C YKaSaHHOﬁ JaThl. 9T10T
IEPEUYCHb TIPCACTABIACT co00#1 CHUCOK CCBUIOK Ha pecypc C YyKa3aHHEM {Old}, coz[epxcaumﬁ

I/I[IGHTI/I(i)I/IKaTOpI)I BCCX YAAJIICHHBIX (bI/ISI/I'-IeCKI/IX JIaII C yKa33,HHOI>'I B 3a11poCeC NaThblI.

b.4 IlpenocraBjieHre JaHHBIX U3 NPOPUISE OPraHU3ALUU

JIsst TosTydeHust IaHHBIX 00 OpraHM3alusIX CUCTeMa-KIMEHT J0JDKHA HampaBuTh B https-agpec
REST-API cucremp: ECUA® 3anpoc meronom GET. B 3ampoce nomkeH OBITh yKa3zaH pecypc,
cojiepxkaiuii Heooxoaumeie nanabie. Mnentudukarop storo pecypca B ECUA umeer cienyronuii BUa:

lorgs/{orgOid}/{collection_name}/{collection_entity id}, rae:

— 0rgs — koJuieKuus opranu3zanuii, umeromuxcs B ECUA;
— orgOid — BuyrpenHuil uneHtudukarop opranmszaiuu B ECUA; mis ompenenenus orgOid

COOTBETCTBYIOIIEH OpraHU3alul HeOOX0AMMO HCIONB30BaTh atpulyT 0rgoid, mepenaromuiics

B yTBepkaeHuIx SAML,;

— {collection_name} — cchutka Ha mepedeHb (KOJUICKIMIO) THIIOB JaHHBIX OpPraHU3alldU C
yKa3aHHBIM 0id, BO3MOXHbIEC 3HAUCHHS:
- CttS — KOHTaKTHBIE TaHHBIE;
- addrs — anmpeca;
- Vhls — TpaHCcTIOpTHBIE CpE/ICTBA,;
- brhs — ¢punmaner opranmzanym.

— {collection_entity_id} — BHyTpeHHMII HICHTH(QUKATOP KOHTAKTa, ajapeca, TPAHCIOPTHOTO
cpeacTBa uiu ¢uimana.

B 3ampoc momken ObiTh mobaBien header ¢ mapkepoM I0CTyIa, MO3BOJSIONIMM IOJYYUTh

33 B tecToBoii cpene cepeuc noctynen no URL https://esia-portall.test.gosuslugi.ru/rs/orgs
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JOCTYII K JAHHOMY pecypcy (SCOPE B 3aBUCHUMOCTHU OT TOJTHOMOYHIA CUCTEMBI).

[Ipumep 3ampoca (BbI30B cepBUCa B cpefie pa3pabOTKH):

GET /rs/orgs/1000000000 HTTP/1.1\r\n

Authorization:

Host: esia-portall.test.gosuslugi.rul\r\n

Accept: */*\r\n

\r\n

Bearer 75b2c7cbb8dad403491c224c9e431cef9\r\n

Jannsie, kotropeie ECHA Bo3BpamaeT B OTBET Ha 3alpoC, MPEACTABICHBI B TaOIUIE 7.

Tabnuua 7 —ITapaMeTpbl OTBETa Ha 3aPOCHI O TAHHBIX OPraHU3aALUN

URI
Ne | 3ampammBaemMoro

pecypca

Onucanue pecypca

IIpenocraBiiseMble JaHHbIE

1. | /orgs/{orgOid}

Jlannbie 00
OpraHHU3aLUH C
UACHTU(PUKATOPOM
{orgOid}

[lanHble 00 opraHu3anuu:
<shortName> — cokpalieHHoe
OpraHu3aIuy;

<fullName> — monHOe HaMMEHOBAHKE OPraHU3AIHHT;
<type> — tun opranuzanuu. s rocygapcTBEHHBIX
opranuzaruii — “AGENCY”, my1s ropuInuecKkux JIni
— “LEGAL”;

<ogrn>— OI'PH opranuzauuu;

<inn> - UHH oprauuzanuu;

<leg> - ko1 OpraHU3aIMOHHO-TIPABOBON (HOPMBI I10

HauMCHOBAHUC

ob1epoccuiickomy KJIacCUPUKATOPY
OpraHU3aIMOHHO-TIPABOBBIX (HOPM;

<kpp> - KIIIT opranusamnuu;

<agencyTerRange> — TEpPUTOpHUATIbHAS
IIPUHAJIE)KHOCTh OI'B (TONBKO JUTS
roCyJapCTBEHHBIX OpraHu3anuii, KoaA 1O
cinpaBouHUKy «CyObexTsl Poccuiickoil penepannn»
(CCPD), JUTSt Poccuiickoii denepaunn
ucnomnssyercs koj 00;

<agencyType> — Tun OI'B (tompko s
rocy/apcTBEHHBIX OpraHu3anuii)®;

<staffCount> —  KkoOJHMYECTBO  COTPYJHHKOB
OpraHu3aIumy,

<branchesCount> - KOJIMYECTBO  (PHITMAIIOB

opranuzaruu (toasko g FOJI u OT'B).

2. | lorgs/{orgQid}/brh
S

Ilepeuens unmanon
OpraHu3aIu

[Tepeuenp GUIHATOB OpraHu3aIu (B BHIE CCHUIOK
Ha pecypc C ykazanuem {branch_id}, cogepxarniuit
JTAHHBIE O KKIOM (unae)

3. | lorgs/{orgOid}/brh

Ceenenus o punuane

[Jannsle o punmnane:
<name> — ums unuana;

3 B HacTosIIee BpeMs HCIIONB3YIOTCS CIETYIONINE KOIBI:
10.FED — ®enepanbHblif OpraH UCIIOJIHUTEILHON BIACTH;
30.FND — I'ocynapcTBeHHBIN BHEOIOKETHBINA (DOHT;
11.REG — Opran ncnoiaHuTenbHOM BiacTu cyobekra PD;
12.LCL — OpraH MecTHOTO CaMOYIIPaBJICHUS;

20.GOV

—I'ocynapcTBeHHOE yUpexICHUE;

21.MCL — MyHHIIMTIATBHOE YUPEKICHHE.
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URI

MepeyHe apecoB
OpraHu3aIiu

Ne | 3ampammuBaemoro | Onucanue pecypca IIpenocraBJ/isiemble TaHHbIE
pecypca
s/{branch_id} OpraHHu3aluH <kpp> — KIIII punnana;
<leg> — Ko OpraHU3aIMOHHO-TIPABOBOM (OPMBI 1O
001IepOCCHIICKOMY KJIaCCU(UKATOPY
OpraHU3alUOHHO-TIPABOBBIX HOPM;
<staffCount> — konn4ecTBO COTPYTHUKOB (hrTHaa.
Jlns mpoCcMOTpa KOHTAKTHBIX JTAHHBIX M aJpPECOB
¢Gunamana crueayer BOCIOIB30BATHCS —PECypcamu
lorgs/{orgOid}/brhs/{branch_id}/ctts u
/orgs/{orgOid}/brhs/{branch_id}/addrs
coorBeTcTBeHHO. CTpPyKTypa 3THX  PECypCcoB
AHAJIOTMYHA PECypCaM TOJIOBHON OpraHu3aIiu
4. | lorgs/{orgOid}/ctts | IlepeucHn [TepeuyeHb KOHTAKTOB OpraHu3anuu (B BHIE CCHLIOK
KOHTaKTOB Ha pecypc C ykazanuem {Ctt_id}, comepkamuii
OpraHu3aIuK JIAHHBIC O KAKJIOM KOHTAKTE)
5. | lorgs/{orgOid}/ctts | CBenenus 00 KoHTakTHbIC TaHHBIC:
H{ctt_id} OTIEIBHOM 3aiCH B | <type> — THII 3aIIUCH, MOKET UMETh 3HAUCHHS:
IepeyHe KOHTAKTOB “PHN” — tenedoH;
OpraHu3aIu “OFX” — (akc;
“OEM” — snekTpoHHAs MOYTA.
<vrfStu> — cBeieHUsI O «ITOATBEPKIACHHOCTH
KOHTAKTOB, MOKET HMETh 3HAUCHHS:
“NOT_VERIFIED” — He nOATBEPK/IEH;
- “VERIFIED” — noarBepxeH.
<value> — 3HaueHne KOHTAKTa
6. | /orgs/{orgOid}/add | IlepeucHs aapecos [Tepeuens agpecoB opraHu3aiyu (B BHIE CChLTOK
rs OpraHHU3aLUH Ha pecypc C ykasanuem {addr_id}, cogepskamuii
JTAHHBIE O KXJIOM aJ[pece)
7. | lotg/{orgOid}/addr | Cenenus 00 KoHTakTHbIC TaHHBIC:
s/{addr_id} OTIENLHOMU 3anuch B | <type> — THII 3aIUCH, MOKET UMETh 3HAUCHHS:

“OLG” — ropuandeckuii aapec;

“OPS” — paxTnueckuii aapec;
<zipCode> — unpekc;
<countryld> — unenTuduKaTOp CTPAHBI;
<addressStr> — angpec B BuJie CTpOKH (HE BKITIOYAs
JIOM, CTPOEHHE, KOPITyC, HOMEP KBAPTHPHI);
<building> — ctpocHue;
<frame> — koprmyc;
<house> — gom;
<flat> — xBapTupa;
<fiasCode> — xog PUAC;
<region> — peruox;
<city> —ropon;
<district> — BHyTpUTOpO/ICKO# paiioH;
<area> — paiioH,;
<settlement> — mocenenwue;
<additionArea> — nom. Teppuropus;
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URI
Ne | 3ampammBaemMoro

pecypca

Onucanue pecypca

IIp(ﬂIOC111BJ[ﬂehdble)Iaﬂ{HEJe

<additionAreaStreet> — ynuia Ha J0I. TEPPUTOPHH;
<street> — ynuna.

8. | forgs/{orgOid}/vhl | IlepeueHs [TepeueHb TPAHCIIOPTHBIX CPEICTB, KOTOPHIMH
S TPaHCIOPTHBIX BIIQJICET JaHHAsI OPraHU3aIHs
CpEICTB
9. |/orgs/{orgOid}/vhl | TpaucnoprHoe <name> - uMst aBTOMOOMJIS (HampuMep, MapKa HiIH
s/{vhl-id} CPEICTBO JPyroe MoJIb30BaTeNIbCKOE OMUCAHUE);
OpraHHU3aluH <numberPlate> - rocynapcTBeHHBII

PErMCTPallMOHHBIN 3HAK;
<regCertificate> — nannbIie CBUIETEIHLCTBA O
rOCy/IapCTBCHHON PETUCTPAIlNH, BKIIOYACT B CeOsI
aTpuOyTHI:

— <Series> - cepusi CBUCTEIbCTBA;

— <number> - HOMEpP CBUIETEILCTBA.

[Tpumep oTBETa C KpaTKUM HAMMEHOBaHUEM OpPraHU3alMU (pa3pbIBbl CTPOKU JIaHbl AJIs y100CTBa

YTCHUS):

{
"stateFacts": ["Identifiable"],
"shortName": "Bauk"

[Ipumep oTBeTa C KOHTAKTHBIMU JAHHBIMH OO0 aJpecax OpraHu3aliM IMPH HCIOIb30BaHUU

BO3MOKHOCTEH BCTpaI/IBaHI/Ifl35 (pa3pBIBBI CTPOKHU OAaHBI JJIS y,Z[O6CTBa IITGHI/IFI)Z

{

"stateFacts": ["hasSize"],
"elements": [

{

"stateFacts": ["Identifiable"],
"id": 62,

"type": "OLG",

"region": "Mockea I'opon",
"addressStr": "MockBa I'opon, AHrapckasa yamua'",
"countryId": "RUS",

"zipCode": "125635",

"street": "AHTapckas ymuua',
"house": "10",

"flat": "96"

}

]I

"size": 1

b.5 IIpenocrasjieHHe CIUCKA YYACTHUKOB OPraHU3alUM.

I[J'I}I MOJIYYCHHUA JaHHBIX 00 Y4aCTHUKAX OpraHu3alv CUCTECMA-KIIMCHT JOJI’KHA HAIIPABUTH I10

B https-ampec REST-API cucremsr ECUA®® 3ampoc meTomom GET. B 3anpoce J1omkeH OBITh yKa3aH

pecypc, coaepxamuii Heobxoaumble aaHHble. Mnentudukarop srtoro pecypca B ECHUA umeer

% 3anpoc pecypca: /orgs/100000/addrs?embed=(elements)
3 Cepsuc moctynen mo URL https://esia-portall.test.gosulsugi.ru/rs/orgs
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CHCHyKHHHﬁ BUJ U MOJYYCHH CIIMCKAa COTPYAHHUKOB OpPraHu3aluu HCO6XOﬂHMD HCIIOIL30BaTh Uri

/orgs/{orgOid}/emps/{prn_oid}, rae:

— emps — mepeueHb (KOJUIEKIHSA) COTPYAHHUKOB oOpraHusanuii ¢ maHaeiM {orgOid}; mas

ompezenenuss 0rgoOid cooTBeTCTBYIOIIEH OpraHU3alMd HEOOXOIMMO HCIOJIb30BaTh ATPHOYT

orgOid, nepenaromiuiics B yrBepxaeHusx SAML;

prn_oid — BuyTpennuit uaenTudukatop ¢pusuueckoro nuna 8 ECHUA.

B 3ampoc momkeH ObiTh noOaBieH header ¢ mMapkepoMm J0CTyIa, MO3BOJSIOIIAM IOTYYUTh

JOCTYII K TaHHOMY pecypcey (scope http://esia.gosuslugi.ru/org_emps ¢ mapamerpamu).

[Ipumep 3ampoca (BbI30B cepBUcCa B cpefie pa3pabOTKH):

GET /rs/orgs/1000000000/emps HTTP/1.1\r\n

Authorization:

Host: esia-portall.test.gosuslugi.ru\r\n

Accept:
\r\n

*/*\r\n

Bearer 75b2c7cbb8dad03491c224c9e431cef9\r\n

Jannsie, kotropeie ECHA Bo3BpamaeT B OTBET Ha 3alpoc, MPEACTaBICHBI B Tadmuie 8.

Tabnuna 8 —[Tapamerpsl oTBeTa Ha 3anpoc 00 yUaCTHUKAX OpraHu3alluu

URI
Ne | 3ampammBaemoro | Onmcanue pecypca IIpenocrasisieMble JaHHbIE
pecypca
1. | /orgs/{orgOid}/em | Ilepeucun [lepeueHb COTPYAHUKOB NaHHOW OpraHu3anuu (B
ps COTPYJHHKOB BHUJIC CCBUIOK Ha pecypc C ykazaHueMm {prn_oid},
OpraHu3anuu CoJIeprKalliil JaHHbBIE O Kaxa0M coTpynHuke). [Ipu
HaTMYUKM (UIMaNoB y OpraHu3alid, TPH 3arpoce
OyzmeT BO3BpamaThCsi MEPEYeHb COTPYIHHKOB
TOJBKO TOJIOBHOW OpTraHM3aIHH.
2. | lorgs/{orgOid}/em | Hauusie o | /laHHBIE O COTPYAHHKE:
psi{prn_oid} COTPYJIHHKE <position> — T0KHOCTB;
OpraHHU3aIH C
unentndukaropom | <chief> — ceenenns o Tom, sBNIAETCS M COTPYIHUK
{prn_oid} PYKOBOJIUTENIEM OPTaHU3aIMH (B 3TOM ClTyyae UMeeT
3Hadyenue “true”) wiu ver (“false”);
<orgOid> — wumeHTUHKATOp  OpraHMU3aINy,
COTPYIHHKOM KOTOPO#l SIBJISIETCS MTOJIH30BATEb;
<brhOid> — UACHTU(DUKATOD ¢unuana
OpraHM3aluK, COTPYJAHUKOM KOTOPOH SBIISETCS

ITIOJIB30BATCJIb (CCJ'II/I COprI[HI/IK HpI/ICOC,Z[I/IHCH K
prmany);

<blocked> — mnpusHak OJOKUPOBKH COTPYTHHKA
(umeer 3HaueHue “true” wim “false”).

JIist mpocMOTpa MepeyHst COTPYAHUKOB (HIIHaia OpraHi3aii HeoOX0MMO yKa3aTh B 3aIpoce
napametp brhOid u 3HaueHue uaeHTHdUKATOpa COOTBETCTBYIOIIEro (uinana. [IpuMep CChUIKH, 1O

KOTOpO# OyJieT BO3BpallleH MepeueHb COTPYIHUKOB (unana ¢ uneHtuduxkaropom 1004082214:

https://esia-portall.test.gosuslugi.ru/rs/orgs/1000000001/emps?brh0id=1004082214
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[Tpu oToOpaskeHNH BCeX KOJUICKIHH (0rgs, emps) UCMOIB3YETCsl MEXaHU3M paging.
[Ipumep oTBeTa Ha 3alpoCc CBEJEHUHM O IMEPEYHE COTPYAHUKOB OpraHU3aluu

unentudukatopom 1000000000 (bparmeHT, pa3pbIBbI CTPOK JaHBI IJIs yI00CTBA YTCHUS):
{

"stateFacts": ["hasSize"],

"elements": [
"https://esia-portall.test.gosuslugi.ru/rs/orgs/1000000000/emps/222896320",
"https://esia-portall.test.gosuslugi.ru/rs/orgs/1000000000/emps/240612402",
"https://esia-portall.test.gosuslugi.ru/rs/orgs/1000000000/emps/243280304",
"https://esia-portall.test.gosuslugi.ru/rs/orgs/1000000000/emps/243280305",
"https://esia-portall.test.gosuslugi.ru/rs/orgs/1000000000/emps/243280312",
"https://esia-portall.test.gosuslugi.ru/rs/orgs/1000000000/emps/1000000008",
"https://esia-portall.test.gosuslugi.ru/rs/orgs/1000000000/emps/1000000009",
"https://esia-portall.test.gosuslugi.ru/rs/orgs/1000000000/emps/1000000385"
] r

"size":"8"

}

C

HpHMep OTBC€TA C KOHTAKTHBIMH JAHHBIMH O COTPYAHUKAX OPraHU3alUU ITPU HUCIIOJIb30BAHUU

BO3MOXXHOCTH BCTpaI/IBaHI/ISI37 (paSPLIBLI CTPOKHU OaHbI JJIA y,I[O6CTBa ‘ITCHI/IH)Z
{

"stateFacts": ["Paginated", "FirstPage", "LastPage"],
"elements": [
{
"stateFacts": ["Identifiable"],
"prnOid": 1000000125,
"orgOid": 100000,
"chief": false,

"corporateContact": "mail@example.com",
"person": {
"stateFacts": ["Identifiable"],
"firstName": "IleTp",
"lastName": "Ilerpor",
"middleName": "IleTpoBuu",
"gender": "M",

"updatedOn": 1387519441

"stateFacts": ["Identifiable"],
"prnOid": 1000004892,
"org0Oid": 100000,

"position": "PykorBommureisn",

"chief": true,

"person": {
"stateFacts": ["Identifiable"],
"firstName": "lBan",
"lastName": "lBaHOB",
"middleName": "VBaHoBMU",
"gender": "M",

"updatedOn": 1387466948

}
]I
"pageSize": 100,
"pageIndex": 1

b.6 IlpexocraBieHue cBeleHUI 0 BXOKIACHUHU MOJIb30BATE/ISI B TPYIIIbI

JIJ'ISI MOJIYYCHHA JAHHBIX O BXOXKXIACHUH IMOJIB30BATCIIA B I'PYIIIBLI OpTraHU3ali CUCTEMA-KIIMCHT

37 3anpoc pecypca: /orgs/100000/emps?embed=(elements.person)
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JIOJKHA HaTpaBuTh 1o B https-agpec REST-API cucremsr ECUA® 3anpoc meronom GET. B 3ampoce

JIOJDKEH OBITh yKa3aH pecypc, CoJAepKaInii HeOOXOIUMBbIC JTaHHbIC.

B 3ampoc momkeH ObITh moOaBieH header ¢ mMapkepoMm J0CTyIa, MO3BOJSIOIIAM IOTYYUTh

JIOCTYI K JaHHOMY pecypcy — scope http://esia.gosuslugi.ru/org_emps ¢ mapamerpamu. [l 10cTymna K

MOJTHOMY TIEPEUHIO TPYIII, BIIAACIbIIEM KOTOPBIX SBISETCA JaHHAs OpraHu3alusi, HeoOXOoauM SCOpe

http://esia.gosusluqgi.ru/org qrps.

[Tpumep 3ampoca (BbI30B cepBHca B cpesie pa3paboTKu):

GET /rs/orgs/1000000000/grps HTTP/1.1\r\n
Authorization: Bearer 75b2c7cbb8da403491c224c9e431cef9\r\n
Host: esia-portall.test.gosuslugi.ru\r\n

Accept: */*\r\n
\r\n

Hannslie, kotopsie ECHA Bo3BpaiaeT B OTBET Ha 3ampoc, npeacTaBieHsl B Tabnuna 9.

Ta6n1z1ua 9 —HapaMeprI OTBCTA HA 3aIIpOC O BXOXKIACHUU COTPYAHUKOB OpraHrU3allvii B I'PYIIIbL

URI

Ne | 3ampammBaemMoro
pecypca

Onucanue pecypca

IIpeHOCTTULHﬂeNﬂﬂe)IaH}Hﬂe

S

1. | /orgs/{orgOid}/grp

[Iepeuenn rpyII
OpraHu3aluu

[lepeuens rpymm, BIaAeIbleM KOTOPBIX SBISETCS
JlaHHAasi OpraHu3anys (B BUE MepevHs cTpok grp_id
— YKa3bIBaIOIIMX HAa MHEMOHHKY HMEIOUIMXCS B
paMKax JaHHOW opraHu3auuu rpymm). s
MOJTyYEeHHUsI TOTO TIEPEYHs TPYII 3alpoc JIOJDKEH
ObITh n00aBieH header ¢ Mapkepom JocTyna Ha
scope http://esia.gosuslugi.ru/org_ful

s/{grp_id}

2. | lorgs/{orgOid}/grp

JlanHple 0 TpyImIe
OpTraHHU3aIII C
MHEMOHHKOW  {Qrp-

id}

JlaHHBIE O TpyIIIIE:
<name> — um4;
<description> — onucanue;

<System> — CBelIEeHHS O TOM, SIBIAETCS JIA IpyIIa
CHCTEMHOH (B 3TOM cllyyae UMeeT 3HaueHue “true’”)
i Het (“false™).

Taxoke mpu 3anpoce JaHHBIX O KOHKPETHOW TpyIIe
BO3BPAIIAOTCS CCBUIKH (links) Ha
WH(POPMAIIMOHHBIC CUCTEMBI, K KOTOPBIM OTHOCSTCS
JTAaHHBIE TPYTIIbI

3. | /orgs/{orgQOid}/em
ps/{prn_oid}/grps

IIepeuenn TPy,
YJIEHOM KOTOPBIX
ABJIAETCA  JAHHBIN
COTPYJIHUK

Ilepeuenp rpynn, WIEHOM KOTOPBIX —SIBISETCS
COTPYIHUK C JaHHBIM {prn_oid} (B BHIE HepedHs
CTpok Qrp_id — yka3pIBalOIIMX HAa MHEMOHHKY
MMEIOLINXCS B paMKax JIaHHOM opraHu3aluy rpyIm)

[Tpu 3anpoce nepeuHs IpyIil, WIEHOM KOTOPBIX SIBJISETCS AAHHBIA COTPYJIHUK, OTOOpa)kaeTcs

nepeyeHb CChUIOK B cienyromieM gopmare:

38 Cepsuc noctynen mo URL https://esia-portall.test.gosulsugi.ru/rs/orgs
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http://esia.gosuslugi.ru/org_grps

lorgs/{orgOid}/emps/{prn_oid}/grps/{grp_id}/{it_sys id}, rme it sys id — MHemOHHUKa

MH(POPMAIIMOHHOM CHCTEMBI, B PaMKax KOTOPOH AeHCTBYeT naHHas rpynna. [lpumep ccpliku Ha Tpynmy:

http://esia-portall.test.gosuslugi.ru/rs/orgs/1000000224/emps/1000000105/grps/ORG_ADMIN/ESIA
JlaHHas ccblUTKa 03HAYAeT, 4To MoJib30BaTens ¢ uaeHtudukaropom 1000000105 kak coTpyaHuK

opranm3zanu 1000000224 BkmroyeH B TPYNIy aJIMHHHCTPATOPOB MpOGuUIIs OpraHU3aIiu
(ORG_ADMIN) cucremsr ECUA (Maemonrka ESIA). BeinoaHuB 3ampoc 1Mo JaHHON CCHIIKE MOKHO
MOJYYUTh KPaTKyI0 HHPOPMALIMIO O TPYIIE, KOTOpasi BKIIOYAeT B ceOsl.

— MHEMOHHUKY rpymsl (grp_id);

— Ha3BaHHe IpyImIsl (Name);

— omnwmcanue rpymmsl (description);

— TMPHU3HAK TOTO, YTO IPYIINA SBJISIETCS CUCTEMHOI (System);

— MHEMOHHKA CUCTEMbI-BIIaieliblia rpymimsl (itSystem).

Hampuwmep:

"stateFacts": [
"Identifiable"

]7
"grp id": "ORG ADMIN",

"name": "AIMMHMCTPATOPE Npoduia opraHmsaumm",

"description": "CoTpyOHMKM OpTaHMB3aLUMM, UMENIMe IpaBO IpUIJIAllATH COTPYIOHMKOB, a TakKxke BKJIOUATH
COTPYIOHMKOB B Tpynnel moctyna',

"system": "true",

"itSystem": "ESIA"

Ecnu rpynna He sSBiIsleTCs CHCTEMHOW U He MpHBsI3aHa HU K KaKOM CHUCTEMe, TO CChUIKa Ha Hee
MMeeT CIeAYIomuii popmar:

lorgs/{orgOid}/emps/{prn_oid}/grps/{grp_id}

B kpatkux gaHHBIX 00 3TOit rpymie aTpuOyT “System” Oyner umers 3HaueHue “false”.

ITpu 3ampoce mnepeuHs TIpyNIN, WIEHOM KOTOPBIX SIBJISAETCA HAHHBIA COTPYOHHK, HUMEETCS
BO3MO>XHOCTb MOJYYHUTh TOJIBKO T€ TPYIIIbI, KOTOPbIE OTHOCSTCS K ONpPEIeIeHHON UHPOPMaIlMOHHOM
cucreme. Jlig sToro HEoOXoAMMO J00aBUTH YCIOBHE HAa OTOOp TIpynn BbIOpaHHOW CHUCTEMBI
(itSystemName), paBHOe MHEMOHHMKE NIaHHOW cHCTeMBl. [IpuMep 3ampoca Ha TONXyYeHHE TPYII

cuctembl ECUA (ESIA), B KOTOpBIE BKIIIOYEH COTPY/THHK:

GET /rs/orgs/1000000224/emps/1000000105/grps?itSystemName=ESIA HTTP/1.1\r\n
Authorization: Bearer 75b2c7cbb8dad403491c224c9e431lcef9\r\n

Host: esia-portall.test.gosuslugi.ru\r\n

Accept: */*\r\n

\r\n

b.7 Yupas/jieHue JaHHBIMH OPTraHU3ALUU

[Tporpammubie uHTepdeiicel Ha ocHoBe REST o0ecreunBaroT BO3MOKHOCTH YIIPaBJICHHS
JAHHBIMU OpTraHU3alWU TSl UH(HOPMAIIMOHHBIX CUCTEM 3TOM opranuzanuu. ObecredeHa BO3MOKHOCTb:

— U3MEHATh JaHHbIe TPOdUIIs OpraHu3aluu;
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— YIpPaBIATH NPUIJIALICHUSIMHU JOJKHOCTHBIM JIMLaM, 3apeructpupoBanibiM B ECHA, Ha

IIPUCOETUHEHNE K YUETHOM 3aIIMCH COOTBETCTBYIOIIEH OpraHU3aluy;

— YIpPaBIATh CIYXEOHBIMU JAHHBIMU IPUCOEAMHEHHBIX COTPYJHHUKOB, a TaK)Ke OJIOKUPOBATH U

YIQIIATH JOJDKHOCTHBIX JIMII OpraHU3aIiH;

—  YIPaBIATh MOJHOMOYMSMH JOJDKHOCTHBIX JIMIL HOCPEICTBOM U3MEHEHUS MX YJICHCTBA B
rpymnmax JoCTyIa;

— IPEeAOCTaBIATh U OT3bIBATh JIOCTYI K HEMYOJUYHBIM IpyIIIaMm;

— 7100aBIATh U U3MEHATH JaHHbIE (PUIMATIOB OpraHU3aLUY.

Jlnst OCYIIECTBIICHHUS JIaHHBIX OIEpalMii CUCTeMa OpraHM3alliH JO0JDKHA HarpaBuTh B hitps-
anpec nporpammHoro uarepderica ECUA 3anpoc merogom POST, PUT nnu DELETE. Jlannstii 3ampoc
B 00111eM BHJI€ BKJIOUYAET B ce0s1 HOBbIE aTprOyThl opranuzanuu. Kpome Toro, 3anpoc 10KeH BKIIIOYATh
B ce0s clieyIolIMe JaHHBbIE:

— Mapkep J0CTyIa, BBIAAHHBIM cUCTeMe Ha SCOPE (B 3aBUCUMOCTH OT IMOJIHOMOYUIN CHCTEMBI) C
napaMeTpom Org_0id, IpUHUMAIOIINM 3HAUCHUE UICHTU(UKATOpA OPraHN3alINY;
— Ter o0beKTa — MeTKa U3MEHsAEeMOro 00beKTa (3Ta MeTKa yKa3blBaeTcs B 3arojioBke “If-Match” u

B psiZie CllydyaeB B Tejle 3ampoca B mapamerpe "eTag");

Jns nonydeHuss uHGOpMalMM O METKE M3MEHSEMOro o0beKTa HEeoOXOIuMO cleiaTh
craHfapTHBIN 3ampoc MetogoM GET Ha momyueHue m3MeHseMOro pecypca — KOHKPETHBIX JAHHBIX
opraHu3anuu (€ciu MocieAyoINi 3anpoc JenaeTcsa Ha aJpec KOHTeiHepa, To TpedyeTcs yKa3blBaTh
Ter KOHTeWHepa).

[Tpumep METKH U3MEHAEMOT0 00BEKTa (BBIICICHO MOTY>KUPHBIM MIPUDTOM):

"stateFacts": [

"Identifiable"

] r

"eTag": "4C50511FD3F404974C9AC8AB9C15683378DCO5F8",
"oid": 1000000001,

"shortName": "TecroBas opraHmusaumua",

"fullName": " TecToBas opraHmszauus ",
"type": "LEGAL",

"ogrn": "1047702026701",

"inn": "0000000000",

"leg": "65142"

Bb.7.1 U3meHeHue 1aHHBIX NPOPUJISA OPraHU3aALUKN
HpOFp&MMHBﬁiHHTCp@CﬁCIKBBOHHGTBHHOHHHTLCHCHYKHHHGOHepaHHHI

— 3a7aTh (MI3MEHUTH) OPraHU3aLMOHHO-TIPABOBYIO (HOPMY OpraHM3allny;

— 3a4aTb, USMCHUTH U YJAJIUTH C.]'IY)KG6HI)IG KOHTAKThI OpraHu3ainnuun (aglpec 3J'ICKTpOHH0171 IIOYTHI,

HOMep TenedoHa u (akca).
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— 3aJaTb, UBMCHUTH U YJAJIUTh IMOYTOBBII aJ[pCC OopraHu3aluu;

— 3a4aTb, USMCHUTH U YAAJIUTh TPAHCIIOPTHBIC CPCACTBA OpraHrU3alivu.

Bb.7.1.1PegakTnpoBanue OpraHu3alMOHHO-NIPABOBOI (POPMBI OPraHu3aluu
Ji1s M3MEHEeHUs1 OpraHUu3aMOHHO-TIPAaBOBON (POPMBI OpraHU3aIMU JOJDKEH OBITH BBIITOTHEH
3anpoc MetogoM POST Ha https-anpec nporpammuoro unrepdeiica ECUA®. B 3aronoske 3amnpoca
JIOJDKEH OBITh YKa3aH MapKep JOCTyIa U Ter o0bekTa (MeTKa, MoJIydeHHas! IPH 3apoce pecypca
https://esia-portall.test.gosuslugi.ru/rs/orgs/{oid}). B Temo 3ampoca 10mKHBI ObITh BKIFOUYCHBI:
— <eTag> — Ter u3MeHseMOro 00beKTa (JTaHHBIX OPraHU3aIUH);
— <leg> — HOBBI# KOJI OPraHU3AIUOHHO-TIPABOBON (POPMBI IO OOMIEPOCCHICKOMY
KJ1acCU(UKATOPy OpPraHU3aluOHHO-TIPABOBBIX (POPM.

[Tpumep 3ampoca (pa3peIBBI CTPOKH AaHbI UI yI0OCTBA YTCHU):

POST /rs/orgs/1000000001 HTTP/1.1

Host: esia-portall.test.gosulsugi.ru

Authorization: Bearer
eyJhbGci0iJSUZIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlciIoMX0.HeKYMBlwx4LAE-dEnAw9cDLrky—
g5133Q0827J-pOiNC6Zct-KrZerA3AE6MTaHMicgqJdrJls4LBg

Content-Type: application/json

If-Match: "DC48A40EEEE25605ED940193398AF417EE752055"

Cache-Control: no-cache

{"eTag": "DC48A40EEEE25605ED940193398AF417EE752055",
"leg": "65142")

B xauectBe otBeTa ECUA BO3BpallacT AaHHBIC OpraHu3alunu C W3MEHEHHOM OpTraHHU3allMOHHO-

MpaBoBOil (HOPMOH.

Bb.7.1.2PegakTHpoBaHue KOHTAKTOB OPraHU3aHHA
Jlns noGaBieHNs] KOHTAKTa OpraHU3alluy J0JKEH OBITh BBIMONHEH 3anpoc MeTogoMm POST Ha
https-aapec mporpammuoro naTepdeiica ECUA*. B 3aronoBke 3anmpoca 10keH ObITh yKa3aH MapKep
JOCTYIIa U TeT KOHTelHepa ¢ aapecamu (MeTKa, TOJy4YeHHas TpH 3ampoce pecypca https://esia-
portall.test.gosuslugi.ru/rs/orgs/{oid}/ctts). B teno 3amnpoca 107KHBI OBITH BKIFOUEHBI:
— <type> — tum 100aBIseMOro KOHTaKTa, mpuHuMaeT 3Hauenne “OEM” ms anpeca
anekTpoHHoU mouThsl, “OPH” — tenedona, “OFX” — dakca,
— <value> — 3nauenune KOHTAKTA.

[Tpumep 3ampoca (pa3pbIBbI CTPOKU AaHbI U1 yI00CTBA YTECHU):

39 Cepruc noctynen mo URL https://esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid}
40 Cepeuc nocrynen mo URL https://esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid}/ctts
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POST /rs/orgs/1000000001/ctts HTTP/1.1

Host: esia-portall.test.gosulsugi.ru

Authorization: Bearer
eyJhbGci0iJSUzIINiIsInNidCI6ImF]jY2VzcyIsInR5cCI6IkpXVCIsInZlciI6MX0.HeKYMBlwx4LAE-dENnAwW9cDLrky—
g5133Q827J-pOiNC6Zct-KrZerA3AE6MTaHMicgqJdrJls4LBg

Content-Type: application/json

If-Match: "DC48A40EEEE25605ED940193398AF417EE752055"

Cache-Control: no-cache

{ "type" : "OEM" ,
"value": "test@test.com"}

J1s u3MeHeHUsI KOHTAaKTa OpraHU3allK JOJIKEeH OBbITh BBIOIHEH 3anpoc merogoM POST Ha
https-aapec nporpammuoro uatepdeiica ECA*L. B 3aronoBke 3anpoca I0KeH ObITh yKa3aH MapKep
J0CTyIa U Ter 00bekTa (MeTKa, MoJTydYeHHas MpH 3amnpoce pecypea https://esia-
portall.test.gosuslugi.ru/rs/orgs/{oid}/ctts/{ctt_id}). B teno 3anpoca 10/KHBI OBITH BKIFOUCHBI:

— <eTag> — ter u3MeHs1eMoro o0beKTa (KOHTaKTa);

— <type> — Tum U3MEeHsAEMOT0 KOHTaKTa, MpuHuMaeT 3HadueHune “OEM” nns agpeca sinexkTpoHHOM
noutsl, “OPH” — tenedona, “OFX” — dakca;

— <value> — 3HayeHue KOHTAKTa.

[Tpumep 3ampoca (pa3pbIBBI CTPOKH AaHbI UIS yI00CTBA YTCHU):

POST /rs/orgs/1000000001/ctts/58099 HTTP/1.1

Host: esia-portall.test.gosulsugi.ru

Authorization: Bearer
eyJhbGci0iJSUZIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlciI6oMX0.HeKYMBlwx4LAE-dEnAw9cDLrky—
g51330827J-pO0iNC6Zct-KrZerA3AE6MTaHMicggdrJdls4LBg

Content-Type: application/json

If-Match: "Ol1EABOAB1B69D4178158841E8096AE5DD9A233C "

Cache-Control: no-cache

{ "eTag": "O011EABOAB1B69D4178158841E8096AES5DD9A233C",
"type": "OPH",
"value": "+7(999)9999888" }

M3meHeHne KoHTaKTa BO3MOXHO 1 6e3 yka3anus B URL 3anpoca unentugurkaropa KOHTakTa, B
3TOM clly4ae KOHTAKT OyJeT U3MEHEH, HO eMy OyZeT IPUCBOEH APYrod UIeHTH(PUKATOP.

Jlnis ynaneHust KOHTaKTa OpraHU3aluy JT0JKEeH ObITh BBIMOIHEH 3anpoc MeTogoM DELETE na
https-aapec nmporpammuaoro naTepdeiica ECUA*2. B 3aronoBke 3anmpoca J0KeH OBITh yKa3aH MapKep
JOCTYIa U TeT yJAIIeMOro 00BEeKTa.

[Tpumep 3ampoca (pa3peIBbI CTPOKU JAaHbI I yI00CTBA YTECHUA):

DELETE /rs/orgs/1000000001/ctts/58099 HTTP/1.1

Host: esia-portall.test.gosulsugi.ru

Authorization: Bearer
eyJhbGciO0iJSUzIINiIsInNidCI6ImEFjY2VzcyIsInR5cCI6IkpXVCIsInZlciI6MX0.HeKYMBlwx4LAE-dEnAw9cDLrky—
g5133Q0827J-pOiNC6Zct-KrZerA3AE6MTaHMicggdrJls4LBg

Content-Type: application/json

If-Match: "DC48A40EEEE25605ED940193398AF417EE752055"

Cache-Control: no-cache

41 Cepeuc moctymen mo URL https://esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid}/ctts/{ctt_id}
42 Cepeuc noctynen no URL https://esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid}/ctts/{ctt_id}
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B.7.1.3PenakTupoBaHue NoYTOBOI0 aJpeca OPraHu3aIun

Jliist noGaBieHHs TOYTOBOTO aJIpeca OpraHu3alid HeOOXOAUMO cenath 3anpoc merogom POST
Ha https-agpec nporpammuoro natepdeiica ECA*. 3aronoBok 3ampoca DOMDKEH BKIIOYATh B ceOs
MapKep J0CTyIla U Ter KOHTelHepa aapecoB (MeTKa, MOJydeHHas Ipu 3ampoce pecypca https://esia-
portall.test.gosuslugi.ru/rs/orgs/{oid}/addrs).

Teno 3ampoca JOMMHKHO BKJIIOYATH CIIEIYIOIINE JaHHbIE (YKa3bIBAIOTCS BCE JAHHBIC, KOTOPHIC

JOJI?KHBI OT06pa)KaTI)CH B aaApeCe 3TOro TI/IHa)Z

T aapeca (type), npunumaet 3nauenue "OPS";

— peruoH (region);

— xox ®UAC (fiasCode);

— crpoka azapeca (addressStr), Hanpumep, "Mocksa ropon, Tsepckas ynuna";
— wuaentudukarop crpansl (countryld), ans Poccun — "RUS";
— mouroBbli uHACKC (zipCode);

— ynuna (street);

— n1om (house);

— kBaprtupa (flat);

— xopmyc (frame);

— crpoenue (building).

[Tpumep 3ampoca (pa3pbIBbl CTPOKU AaHbI U1 yI00CTBA YTEHU):

POST /rs/orgs/1000000001/addrs HTTP/1.1

Host: esia-portall.test.gosuslugi.ru

Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlciIoMX0
Content-Type: application/json

If-Match: "DE3372D5A4E2499C38C24E03C1919C9CASTFCFT78"

Cache-Control: no-cache

{
"type": "OPS",

"region": "IllckoBckasa OBjacTs",

"fiasCode": "60-0-010-001-000-000-0176-0000-000",

"addressStr": "IlIlckoBckasa obBjacTb, HeBenbckmit parnioH, HeBesb ropoxnm, HeBenb 1 nocesiok u (mpwm)
cranuus (1) ",

"city": "HeBesnb T'opon",

"area": "HeBemnbckum Parion",

"countryId": "RUS",

"zipCode": "182500",

"street": "HeBesnp 1 Ilocesok m(npm) craHuwmsa (m)",

"house": "5",

"flat": "5"

HN3meHenune aapeca OCymeCTBIIACTCA IO aHAJIOTHHU C )106aBJ'I€HI/IeM, HEOOITYCTUMO J€JIaTh 3aIIpOC

C YKa3aHHeM KOHKpPETHOro HJIeHTU(UKaTopa aapeca.

3 Cepsuc noctynen mo URL https://esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid}/addrs
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st ynaneHwsl MOYTOBOTO ajpeca OpraHu3aluu HEoOXOJUMO CAeNaTh 3ampoc METOJAO0M
DELETE na https-agpec nporpammsoro untepdeiica ECA**, 3aronosok 3ampoca J0IKeH BKIIOYATh
B cebs Mapkep IOCTylma M Ter yaaaseMmoro aapeca (MeTka, MOJIydeHHass IpH 3alpoce pecypca
https://esia-portall.test.gosuslugi.ru/rs/orgs/{oid}/addrs/{addr _id}).

[Tpumep 3ampoca (pa3pbIBbI CTPOKU AaHbI I yA0OCTBA YTCHUS):

DELETE /rs/orgs/1000000001/addrs/13854 HTTP/1.1

Host: esia-portall.test.gosuslugi.ru

Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlciIoMX0
Content-Type: application/json

If-Match: "DE3372D5A4E2499C38C24E03C1919C9CA97FCF78"

Cache-Control: no-cache

Bb.7.1.4YnpaBiieHne TPAaHCIOPTHBIMHU CPeICTBAMM OPraHU3aLMU
Jliis noGaBIIeHUs 3aITUCH O TPAHCIIOPTHOM CPEICTBE HE0OXOAMMO clienath 3ampoc Ha https-ampec
nporpammuoro untepdeiica ECUA metonom POST#. 3aronoBok 3ampoca J0IKeH BKIIOYATH B ceds
MapKep JI0CTyMa, Ter KOHTEHHepa TPaHCIOPTHBIX CPeacTB (METKa, MOTyueHHas MPH 3ampoce pecypcea
https://esia-portall.test.gosuslugi.ru/rs/orgs/{oid}/vhls).
Terno 3anpoca 10JKHO BKJIIOYATH CIIENYIOIINE JaHHbIE:
— <name> — Ha3BaHHE TPAHCIOPTHOI'O CPEACTBA;
— <numberPlate> — rocyaapcTBeHHbBIIf HOMEPHOM 3HAK;
— <regCertificate> — nanHbIe CBUIETEIILCTBA O PETHCTPAIIHMH:
- <series> — cepwus;
- <number> — Homep.

ITpumep 3ampoca:

POST /rs/orgs/1000000001/vhls HTTP/1.1
Host: esia-portall.test.gosuslugi.ru
Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlc
Content-Type: application/json
If-Match: "3FEA16CB36AFC793234553C1C7CAAF89CD79A32D"
{
"name": "BA3",
"numberPlate": "A1330H199",
"regCertificate": {
"series": "1234",
"number": "123456"
}
}

J1nst 'BMEHEHUs 3aIiCH O TPAHCTIOPTHOM CPEACTBE HEOOXOIMMO CIeNaTh 3anpoc Ha https-agpec
nporpammHoro unTepdeiica ECUA metomom POSTC. 3aromoBok 3ampoca fomkeH BKIIOYATh B cebs
MapKep JOCTyIa, TET 3aIllMCH TPaHCIIOPTHOTO cpeicTBa (MeTKa, IONydeHHas IPH 3alpoce pecypca

https://esia-portal1.test.gosuslugi.ru/rs/orgs/{oid}/vhis/{vhl-id}).

44 Cepsuc noctynen mo URL https://esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid}/addrs/{addr_id}
5 Cepsuc noctynen nmo URL https://esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid}/vhls
46 Cepeuc moctynen mo URL https://esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid}/vhis/{vhl_id}

114



Terno 3anpoca A0KHO BKIIIOYATH CIICAYIOIINE TaHHbIC:

— <eTag> — Ter 3ammcy TPaAHCIIOPTHOTO CPEJICTRA;

— <name> — Ha3BaHWE TPAHCIOPTHOTO CPEICTBA;

— <numberPlate> — rocymapcTBEeHHBII HOMEPHOI 3HAK;

— <regCertificate> — qaHHbIC CBUICTEIILCTBA O PETHCTPALIUU:
- <series> — cepus;
- <number> — HoMmep.

[Tpumep 3ampoca (pa3pbIBbI CTPOKU AaHbI I yA00CTBA YTCHUS):

POST /rs/orgs/1000000001/vhls/1000037688 HTTP/1.1

Host: esia-portall.test.gosuslugi.ru

Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlc
If-Match: "3FEA16CB36AFC793234553C1C7CAAF89CD79A32D"

{
"eTag": "3FEAL16CB36AFC793234553C1C7CAAF89CD79A32D",

"name": "Homeni BA3",
"numberPlate": "A1440H199",
"regCertificate":{
"series": "1234",
"number": "123456"
}
}

Jlyis ynajieHus 3aucu 0 TPAaHCIIOPTHOM CPEICTBE HE0OX0auMo caenaTh 3anpoc Ha https-ampec
nporpammuoro uatepdeiica ECUA meronom DELETE?'. 3aronoBok 3ampoca J0KeH BKII0YaTh B ce0st
MapKep JOCTyIa, Ter 3allUCH TPAHCIOPTHOTO cpejacTBa (METKa, MOJydeHHAs MPH 3alpoce pecypca

https://esia-portall.test.gosuslugi.ru/rs/orgs/{oid}/vhls/{vhl-id}).

[Tpumep 3ampoca (pa3pbIBbl CTPOKHU JAaHbl AJis1 y100CTBa UTEHNUS):

DELETE /rs/orgs/1000000001/vhls/1000037688 HTTP/1.1

Host: esia-portall.test.gosuslugi.ru

Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlc
Content-Type: application/json

If-Match: "F040CD4DD62478E6843177FF33BB6BA1AFSECEFSE"

Cache-Control: no-cache

b.7.2 YnpaBieHue npurjameHusiM1 J0J)KHOCTHBIM JIMIAM,
3apeructpupoBanubiM B ECHUA, Ha npucoeInHeHUe K YYe€THOM 3aluCH
COOTBETCTBYIOLIIEH OPraHU3aAlMHU
[Tporpammuslii uatepdeiic ECMA no3BossieT BBIOIHATE Cleayomue QyHKIUH:
— MIPOCMOTP OTHPABJICHHBIX, HO HC ITPUHATBIX npnrnameHI/Iﬁ;
- (I)OpMI/IpOBaHI/IC HOBOTI'O IIPUTJIAIICHUSA

— OT3bIB paHEC OTHPABJICHHOI'O ITPUTJIAIICHUS.

47 Cepsuc noctynen no URL https://esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid}/vhis/{vhl_id}
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Jlnst mpocMoTpa OTIIPABJICHHBIX PUTIIALICHUI HEOOX0MMO CIeNaTh 3arpoc Ha https-axpec
nporpammuoro untepdeiica ECUA metomom GET*. 3aronosok 3ampoca JoJkeH BKIIIOYATh B ce0s

Mapkep nocryna. [Ipumep 3ampoca:

GET /rs/orgs/1000000001/invts HTTP/1.1
Host: esia-portall.test.gosuslugi.ru
Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlc

B kauectBe orBeTa ECHUA BO3BpalaeT nepeyeHb NpurialieHuid Ha IpUCOSAMHEHUE K JaHHOU

opranusauuu. [Ipumep orsera:
{

"stateFacts": [
"LastPage",
"Paginated",
"FirstPage"

] r

"pageSize": 10,

"pageIndex": 1,

"elements": [
"https://esia-portall.test.gosuslugi.ru/rs/orgs/1000000001/invts/671621",
"https://esia-portall.test.gosuslugi.ru/rs/orgs/1000000001/invts/671620",
"https://esia-portall.test.gosuslugi.ru/rs/orgs/1000000001/invts/671600"

I[J'ISI MMOJIYYCHHUA JaHHBIX 00 OTACJIbHOM HPpUITIAIICHUN H€O6XOI[I/IMO BBITIOJIHUTL 3aIIpoC
METOJ0OM GET no aapecCy C JaHHBIMU KOHKPETHOI'O IIPUTJIAILICHUA. KEDKI[OC MMPpUTTIAIICHUE OIMUChIBACTCA

CJICAYIOIIUMU ITapaMEeTpaMu:

<invtld> — unenTrduKaTOp MPUTITALICHUS,

— <eTag> — Ter 3anucu MpUriameHus;

— <email>— anmpec, Ha KOTOPBIiA OBLIO OTIPABICHO MPUIIIAIICHHUE;

— <firstName> — ums npuraamaeMoro COTpyIHHUKa;

— <lastName> — pamMuus IPUTIANIAEMOro COTPYAHUKA,;

— <middleName> — oTuecTBO NpPHUTIIAIIIAEMOT0 COTPYAHUKA (HEOOS3aTEIbHO);
— <snils> — CHUJIC npuriamaeMoro coTpyaHuka (Heo0s3aTe/IbHO);

C‘I”

— <status> — cratyc npurnameHus (mpuHUMaet 3HaueHue “A” (akTuBHO) U “I” (MHULIMUPOBaHO,
HO HE OTIPABJIEHO));

— <createdOn> — nata oTmpaBiIeHHs TPUTITAIICHUS;

— <groups> — rpyrra, B KOTOPYy0 OyJeT BKJIIOUCH MOJIh30BaTeNb (YKa3bIBAETCSI MHEMOHUKA

rpymnnbl) (HE0Os3aTENbHO).

48 Cepsuc noctynen mo URL https://esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid}/invts
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IIpumep onucanus IpUTTIALLICHUS:

"stateFacts": [
"Identifiable"
]I
"eTag": "E4EFE25E314136A0EBODC4EB68DF4B5C185D3E4E",
"invtId": 671600,

"email": "test@mail.ru",
"firstName": "lBan",
"lastName": "VBaHOB",
"middleName": "Bragummposuu",
"status": "A",
"createdOn": "23.10.2015",
"groups": [

"ORG ADMIN"

]

YT1oObI OTIIPABUTH MPHUIIIAIICHHE, HEOOXOIUMO CeaTh 3anpoc Ha https-aapec mporpaMMHOro
unrepdeiica ECUA metonom PUT*. 3aronosok 3ampoca fo/mkeH BKIIOYaTh B cebs MapKep J0CTYIa, a
TEJIO 3aMpoca JOJDKHO BKIIIOYATh CIEAYIOIINE TaHHBIE:

— <email> — agpec, Ha KOTOPBIil OTIIPABIISATH MPHUTIIAIICHHE;

— <firstName> — ums npuriamaeMoro COTpyIHHKa;

— <lastName> — pamuius IpUrIaIaeMoro COTpy/AHMKA;

— <middleName> — oTuecTBO MPHUIIIAIIIAEMOT0 COTPYAHUKA (HEOOSI3aTEIbHO);
— <snils> — CHUJIC npurnamaemMoro coTpyaHuka (Heo0s3aTebHoO).

[Tpumep 3ampoca (pa3pbIBbl CTPOKHU AaHbl AJIs y100CTBA UTEHNUS):

PUT /rs/orgs/1000000001/invts HTTP/1.1

Host: esia-portall.test.gosuslugi.ru

Authorization: Bearer
eyJhbGci0iJSUZzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlciIoMX0eyJleHAIOJEONDYyMTU2ND
Content-Type: application/json

Cache-Control: no-cache

{
"email": "test@yandex.ru",
"snils": "000-333-333 66",
"firstName": "Mumxawun",
"lastName": "lBaHOB",
"middleName": "VBaHOBMUY"

UroObl yianuTh MpHUIIAIIeHHe, HEOOX0IUMO cienarh 3anpoc Ha https-agpec mporpamMmHOro
untepdeiica ECUA meromom DELETE®. 3aronoBok 3ampoca JOKeH BKIIOYAaTh B cebs Mapkep

nocrymna. [Ipumep 3ampoca:

DELETE /rs/orgs/1000000001/invts/671774 HTTP/1.1

Host: esia-portall.test.gosuslugi.ru

Authorization: Bearer
eyJhbGciO0iJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlciI6oMX0eyJleHAIOJEONDYyMTU2ND
Content-Type: application/json

Cache-Control: no-cache

49 Cepsuc noctynen nmo URL https://esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid}/invts
%0 Cepeuc nocrymen mo URL https://esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid}/invts/{invt_id}
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Bb.7.3 Ynpasiaenue ciy:xke0HbIMH JaHHBIMHU MPUCOCAUHEHHBIX COTPYAHUKOB, a

TaKKE 6JIOKI/IIJOBK3 N YIaJCHUE NOJIZKHOCTHBIX JIUI OPraHu3alun
st M3MEHEHHsI TaHHBIX COTPYAHUKA OpraHU3allid, B TOM YHCJIE — W3MEHEHUsS NpHU3HaKa
OJOKMPOBKH — HEOOXOIUMO caenaTh 3ampoc Ha https-aapec mporpammuoro untepdeiica ECHUA
merogom POST®L. 3aronoBok 3ampoca JTOJDKEH BKIIIOYaTh B ce0si MapKep J0CTyma, Ter JaHHBIX
COTpPY/IHUKA (meTka, MOJIyYCHHAS npu 3anpoce pecypca https://esia-
portall.test.gosuslugi.ru/rs/orgs/{oid}/emps/{emp_id}).
Temno 3ampoca TOHKHO BKIIIOYAThH CIIEAYIONINE JaHHbIC (BCE MapaMeTphbl 00s3aTeIIbHbI):
— <eTag> — Ter JaHHBIX COTPYAHUKA;
— <position> — 10JKHOCTh COTPYAHUKA;
— <corporateContact> — agpec JIeKTpOHHON TOYTHI COTPYTHUKA;
— <blocked> — npusnak 6mokupoku (“false” — ne 3aba0kupoBaH, “true” — He 3a0JI0KHPOBaH).
Eciu kakoii-nmubo mapamerp He OyeT yka3zaH, TO OH OyJIeT OYHIICH.

[Tpumep 3ampoca (pa3pbIBBI CTPOKH AaHbI I yI00CTBA YTCHU):

POST /rs/orgs/1000000001/emps/1000000128 HTTP/1.1

Host: esia-portall.test.gosuslugi.ru

Authorization: Bearer
eyJhbGci0iJSUZzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlciIoMX0eyJleHAIOJEONDYyMTU2ND
Content-Type: application/json

If-Match: "523E509CBEB781E992EFC503CBC878AC67BAD414"

Cache-Control: no-cache

{
"eTag": "523E509CBEB781E992EFC503CBC878AC67BAD414",
"position": "mosmxHOCTB",
"corporateContact": "test@example3.com",
"blocked": false
}

JInst ynaneHuWs COTpYAHHKa HEoOXOIMMO cnenath 3ampoc Ha https-anpec mporpamMmHOro
untepdeiica ECUA meromom DELETE®? 3aronoBok 3ampoca JOMKEH BKIIOYAaTh B cebs Mapkep

nocrymna. [Ipumep 3ampoca:

DELETE /rs/orgs/1000000001/emps/1000000128 HTTP/1.1

Host: esia-portall.test.gosuslugi.ru

Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlc
Content-Type: application/json

b.7.4 YnpaBiieHue NOJTHOMOYUAMHU A0JKHOCTHBIX JIMI] OCPEICTBOM M3MEHEHMSI

X YJICHCTBA B rpyunmnax aocryia

YT00OBI BKIIFOYUTH COTpYAHUKA B T'PYIIITY, HCO6XOI[I/IMO 3HATh €ro I/I,Z[CHTI/I(I)I/IKaTOp, MHCMOHUKY

rpynimbl ©® MHCMOHUKY CUCTCMBI, K KOTOpOﬁ IMPUHAMJICIKUT NaHHAd rpyIIIia.

%1 Cepruc noctynen nmo URL https://esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid}/emps/{emp_id}
52 Cepsuc noctynen mo URL https://esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid}/emps/{emp_id}
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JobaBiieHre cOTpyAHUKA B TPYIIY OCYIIECTBIsIeTCs 3anpocoM MerogoMm PUT Ha cienyromuit

https-aapec nmporpammuoro untepdeiica ECHUA:

https://esia-portall.test.gosulsugi.ru/rs/orgs/1000000001/emps/{emp_id}/grps/{grp_id}/{it sys_ id}
[Mapametp <it_sys_id> — MHeMOHHKa HHPOPMAIIMOHHOW CUCTEMBI, B paMKax KOTOPOW cO3/1aHa

nannas rpynna. [Ipumep 3amnpoca:
PUT /rs/orgs/1000000001/emps/1000023747/grps/ORG_ADMIN/ESIA HTTP/1.1
Host: esia-portall.test.gosuslugi.ru
Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlc

JanHplii 3ampoc BKIOYaeT coTpyaHuka ¢ wuueHTH(ukaropom 1000023747 B rpynmy
«AJIMHUHHUCTPATOPBI MPOQUIIS OpraHu3aumny», npunaaexamein ECHUA.

JI1st ICKITIOUEHUST COTPYIHMKA U3 TPYIIIBI HY>)KHO BBI3BaTh MporpaMMubiid naTepdeiic ECUA no
yKa3aHHOMY BBIIIE aapecy (aapec s qo0aBiIeHus coTpyaHuKa B rpymiy) metogqom DELETE. ITpumep

3ampoca:

DELETE /rs/orgs/1000000001/emps/1000023747/grps/ORG ADMIN/ESIA HTTP/1.1
Host: esia-portall.test.gosuslugi.ru
Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlc

B.7.5 YnpasieHnue 10cTynomM K HenmyOJJTHYHBIM IPyIIIaM

[IporpamMmHBId  MHTEpQENUC MO3BONAET NPEJAOCTABUTH JPYrodl OpraHu3alMyd  JOCTYI K
HemyONnn4YHOM rpymme (ecad OpraHu3alys, BBI3BIBAIOIIAs CEPBHC, SBISETCS BIAACIbLEM JaHHON
IpyMIbl), @ TAKXKE OTO3BATh AOCTYII.

[Tycte opramm3amus ¢ wuaeHtudukaropom 1000000001 — Bmamenenm TpPHBATHOH TPYIIIBI
RA.USR_CFM («Omnepatopbl CUCTEMBI MOATBEPKACHHS JIUYHOCTH»). C MOMOIIBIO MPOTPAMMHOTO
uHTepdeiica 3Ta OpraHu3aIus MOXKeT:

— TIOCMOTpPETh NepevyeHb OPraHU3alMii, KOTOPHIM IIPEJOCTaBICHa JaHHAs TPYTINa;
— J1aTb HEKOTOPOW OpPraHM3aluy JOCTYI K JAHHOM TPYIIIE;
— 0TO3BaTh Y OpPTraHHU3AIMH JOCTYII K TPYIIIIE.

Jlis mpocMoTpa chucKa OpraHu3aluid, KOTOPbIM MPEeIOCTaBIeH JOCTYI K YKa3aHHOW rpyrre,
HEOOXOAMMO BBIMOTHUTH 3ampoc MerogoM GET B aapec mporpammuoro untepdeiica ECUA®, B
3aroJI0BKE 3arpoca J0JDKEH OBITh YKa3aH MapKep A0cTyma. FiMeeTcsi BO3MOYKHOCTh BBI3BATh 3TOT CEPBHC
¢ dynkumeit BcrpamBanus (embed), yToObl cpa3y ObLI BHICH MEpeUeHb OpraHU3alMid, KOTOPHIM

npeaoCTaBJICH JOCTYII. HpI/IMCp 3ampoca:

GET /rs/orgs/1000000001/emps/1000023747/grps/RA.USR_CFM/perms?embed=(elements) HTTP/1.1
Host: esia-portall.test.gosuslugi.ru

Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlc
Cache-Control: no-cache

%3 Cepsuc noctynen no URL https://esia-
portall.test.gosulsugi.ru/rs/orgs/{org_oid}/grps/{grp_id}/perms
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IIpumep orBeTa, M3 KOTOPOrO0 BUIHO, YTO AOCTYI IIPEIOCTABIEH YETBIPEM OPraHHU3aLUsIM

(yxazansl ux OI'PH u unentudukarops! pa3pemeHuii):

"stateFacts": [

"hasSize"
1,
"size": 4,
"elements": [

{

"stateFacts": [
"Identifiable"

]l
"permId": 732,
"ogrn": "1047707030513"

"stateFacts": [
"Identifiable"

]7
"permId": 21,
"ogrn": "1023101651154"

"stateFacts": [
"Identifiable"

]l
"permId": 104,
"ogrn": "1027700367507"

"stateFacts": [
"Identifiable"

]l
"permId": 107,
"ogrn": "1027802761282"

,Hﬂﬂ HO6&BH€HHﬂ opranm3anvii B 3TOT NCPEUCHb HGO6XOHHMO BBIITIOJIHUTH 3aIllpoC METOAOM
POST B aapec sToro e mporpammuoro uatepdeiica ECA®. B 3aronoBke 3ampoca J0IKEH OBITh
yKa3aH Mapkep gocTtyna. B Tene 3ampoca qomKHBI OBITH yKa3aHbl TAPAMETPHI:
— <ogrn>— OI'PH opranuzanuu;
—  <rqCfm> — npu3HaK, ONpeNesONINi, YTO BKIIIOYECHHE B TPYIITY TPeOyeT MepCOHaTbHOTO
COTJIAaCOBAHUs CO CTOPOHBI BIIAJIeNbIIa TpyMa (JjIsl TOr0 OH JOJIKEH UMETh 3HaueHue “true”).

[Tpumep 3ampoca (pa3peIBbI CTPOKU AaHbI U1 yI00CTBA YTECHU):

POST /rs/orgs/1000000001/grps/RA.USR CFM/perms/ HTTP/1.1

Host: esia-portall.test.gosuslugi.ru

Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlc
Content-Type: application/json

Cache-Control: no-cache

{ "ogrn": "1047796940465",
"rgCfm": false }
Jns o13bIBa jAoCTyma HEOOXOJMMO BBIMOMHHUTH 3ampoc MerogomM DELETE mno aapecy

KOHKpeTHoro paspemenus. [Ipumep 3anpoca:

DELETE/rs/orgs/1000000001/grps/RA.USR _CFM/perms/1103 HTTP/1.1

% Cepsuc noctynen no URL https://esia-
portall.test.gosulsugi.ru/rs/orgs/{org_oid}/grps/{grp_id}/perms
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Host: esia-portall.test.gosuslugi.ru
Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlc
Cache-Control: no-cache

B.7.6 /lo0aByieHue U MI3MeHEHNE JAHHBIX (PUJINAIOB OPTraHU3AIUN

[Tporpammusrii uaTepdeiic ECUA mo3BonseT BHITOTHUTD CIEAYIONINE ONEePalUu:

— 100aBUTH (UM OPTaHU3AINH;
— HW3MEHUTH JaHHbIE (uiIHaga OpraHu3aluH.

Jiis noGasiieHus 3anucu o puiiraie HeoOX0MMO cIesaTh 3amnpoc Ha https-aapec nmporpaMMHOro
nntepdeiica ECUA meronom POST®. 3arooBok 3ampoca JIoKeH BKIF0YaTh B cebs MapKep JA0CTYIIa,
Ter KOHTeiHepa ¢winanoB (MeTka, MOJyYeHHas TpW  3ampoce pecypca  https://esia-
portall.test.gosuslugi.ru/rs/orgs/{oid}/brhs).

Teno 3ampoca TOHKHO BKIIOYATH CIEIYIONINE JaHHbIE:

— <name> — Ha3BaHue unuana,
— <kpp> — KIIII ¢punuana;

[Tpumep 3ampoca (pa3pbIBbl CTPOKHU JaHbl AJis y100CTBa UTEHHUS):
POST /rs/orgs/1000000001/brhs HTTP/1.1
Host: esia-portall.test.gosuslugi.ru
Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5¢cCI6IkpXVCIsInZlc
Content-Type: application/json
If-Match: "3FEA16CB36AFC793234553C1C7CAAF89CD79A32D"

{ "name": "®ummmam KIII 111111112",
"kpp": "111111112" }

st usmenenust 3anucu o ¢punuane — ero HazBanus uiu KIIIT — Heo6xoaumo cienats 3ampoc Ha
https-anpec mporpammuoro untepdeiica ECUA metogom POST®. 3aromosok 3ampoca momkeH
BKJIIOYATh B ce0s1 Mapkep JOCTyma, Ter 3amucu (uimana (MeTka, HONydYeHHas IpH 3ampoce pecypcea
https://esia-portall.test.gosuslugi.ru/rs/orgs/{oid}/brhs/{brh-id}).
Terno 3anpoca 10JKHO BKJIIOYATH CIIEAYIOIINE JaHHbIE:
— <name> — Ha3BaHUE PUINANA;
— <kpp> — KIIII ¢punuana.

[Tpumep 3ampoca (pa3pbIBbl CTPOKHU AaHbI AJIs y100CTBA UTEHHUSA):

POST /rs/orgs/1000000001/brhs/1004083064 HTTP/1.1

Host: esia-portall.test.gosuslugi.ru

Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlc
If-Match: "3FEA16CB36AFC793234553C1C7CAAF89CD79A32D"

{ "name": "Hospm o¢umman",
"kpp": "111111113"™ }

% Cepauc noctynen no URL https://esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid}/brhs
% Cepeuc noctynen mo URL https://esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid}/brhs/{brh_id}
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b.8 IlpenocraBiieHue criMcKa N3MEHEHHBIX MOJIb30BaTe e HIH

OpPraHu3anuii 3a Nepuoa BpeMeHH

Bb130B nanHOW omepauuu mpenocTaBisieT MHTErpupoBaHHBIM ¢ ECHUA wnH(boOpMannoHHBIM
cucTeMaM JaHHble 00 W3MEHEHHBIX Mojb3oBaresx win opranuzammii B ECUA. s nonydenus
nepeyHsl U3MCHEHHBIX M0JIb30BaTeNICH WM OpraHu3aliii CHCTeMa-KIMEHT TOJDKHA HarpaBuTh B https-
aapec REST-API cucremsr ECUA 3anpoc meronom GET. B 3ampoce momkeH ObITh yKa3zaH pecypc,
cofepKaluii HeoOXOAMMBbIE JaHHbIE. B KayecTBe 3TOro pecypca HCHOIB3YETCS CTaHIAPTHBINA
UICHTH(PUKATOP pecypca ¢ NEPCOHAIBHBIMHU JIaHHBIMH II0JIb30BaTeNei (/prns), BO3BpAIIAOIINAN
MepeUCHb 3aPErMCTPUPOBAHHBIX B CHCTEME IMOJIb30BaTeNeH (M. pasaen b.2) win cTaHaapTHBINA pecypc
CO CMHCKOM opranusanmii (/0rgs), Bo3Bpamiaonmii Kowieknuo opranuszanuii (cMm. b.4). Crnenuduka
BBI30BA JIaHHOM OIEpaliy COCTOUT B TOM, UTO 3alpoC JOJIKEH COAEpKaTh CIACAYIOUINI apaMeTp:

— <updatedSince> - pmara, HauyMHAst C KOTOPOW HEOOXOAMMO OTOOPa3UTh H3MEHEHHBIX
noJsib30Bareseil. 3agaercs Kak koinuuecTBo cekyH, npomeamux ¢ 00:00:00 UTC 1 suBaps 1970
roja.

B 3anpoc momken ObiTh jo0aBiacH header ¢ mapkepom gocTyma, MO3BOJISIOUIMM IOJIYYHUTH
JOCTYI K JaHHOMY pecypcey (scope http://esia.gosuslugi.ru/tech_inf).

HpHMep 3aIrpoca CItuCKa U3MCHCHHBIX OpraHI/IBaHI/Iﬁ (BBISOB CCpBHUCA B CPEaC pa3pa60TI<H):

GET /rs/prns?updatedSince=1384218061 HTTP/1.1\r\n
Authorization: Bearer 75b2c7cbb8dad03491c224c9e431cef9\r\n
Host: esia-portall.test.gosuslugi.rul\r\n
Accept: */*\r\n
\r\n
B kxadecTBe oTBeTa nepeaacTes MnepeucHb oJIL30BaTeIe WU OpraHHSaHHﬁ,O6HOBH€HHLD(C
yKa3aHH01>i AaThbl. 10T MNEPCUCHDb MPCACTABIIACT c000i1 CITUCOK CCBHIIOK Ha pecypc C YKa3aHUCM {Old},
COHerQHHHﬁ HHGHTH@HK&TOPH BCEX HM3MEHEHHBIX IT0Jb30BaTelIEd WU opraﬂnsaunﬁ C MOMCHTa

YKa3aHHOM B 3aIpOCe J1aThl.

b.9 Hmnopr y4eTHO# 3anMCH MOJIb30BaTEIA

[TporpammMublii  MHTEpdeiic, OCHOBaHHBIH Ha apxuTekTypHoMm ctwie REST, B memsx
obecneuenus ummnopra B ECUA yuernsix 3anuceii aqpyrux MC, obecnieunBaer BO3MOKHOCTh POBEPKU
HaJu4Ms YYETHOM 3alMCH IOJI30BATENs, a B Clay4yae €€ OTCYTCTBHUSA, PETHCTPALMU IOJIB30BATENS B
ECHA. Anroput™, no KOTOpOMY MPOU3BOAUTCS UMIIOPT YYETHOW 3aIlMCH, NMPUBOJIUTCS HAa PUCYHKE

Hmwke (cM. Pucynok 14).
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Monkaoeatens

MNone308aTens BBOAUT
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MoBUABHOM BaHke
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«MNprBA3aTe K Ganma
Tocycnyram»
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3) Monb3osarens He 3aperMcTpmposad | -~~~ T Tt
sECMA L e
HaiigeHa
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2) Nacnopt 8 ECUA yctapen
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noaTsepann ECHAc
PErUCTPaLMIo B NOATBEPKAEHH!
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370 03HavaeT:
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PErMCTpUpOBaTLEA
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BaHKa

Pucynok 14. Anroputm umnopTta y4etHoii 3anucu B8 ECUA

MNonkzoeatens

L]

me Y3

JInst MMITOpTa YYETHBIX 3aIMCe CHCTeMa-KIMEHT J0JDKHA HanpaBuTh B https-anpec REST-API

cuctembl ECUA 3anpoc meronom POST. B 3anpoce nomkeH ObITh yKa3aH pecypc /import.
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B 3aIpocc Ha UMIIOPT y‘-ICTHOfI 3aIUCH MEPCAAIOTCA CICAYIOMHNE JaHHBIC ITOJIb30BATCIIA:

HanmenoBanmne | Onmcanue | O0s13aTEJIbHOCTH
Ne IMpumevanus
napaMerpa napaMerpa napaMerpa
1. firstName Nmst Y TekcToBasi cTpoka, cojepxanias He
6omee 256 cCUMBOJIOB.
2. lastName OamMuiins Y TekcToBas cTpoka, cojieprkalias He
6onee 256 cCUMBOJIOB.
3. middleName OTt4ecTBO Y TekcToBasi cTpoka, cojepxanias He
bonee 256 cuMmBonoB. HeoOs13aTenpHO,
B CJIy4ae €CJIM OTYECTBO OTCYTCTBYET
B [TACIOPTE.
4. birthDate JHara Y ®opmar: JAMM.ITTT
POXKICHHUS
5. birthPlace Mecto N TekcToBasi cTpoKa, cojepxanas He
POKIACHUS oosee 700 CUMBOJIOB.
6. citizenship ['paxx1ancTBO N/Y Hcnionb3yeTcst TpeXOyKBEHHBIN KO
1o CTpaHbl, HaripuMep, A Poccun o
KJaccuukar JOJDKEH MpUHUMATh 3HadeHune RUS.
opy OKCM ITo yMOT4aHHUIO IPUHUMAETCS
3Havyenue “RUS”.
O0s13aTerneH B ciiydae, ecliv
yKa3aHHBIN TOKyMEHT OTJIUYEH OT
nacriopra PO.
1. gender ITon Y IlepedeHs TOMYCTUMBIX 3HAYECHHM:
o “M” — MyXCKOH;
e “F” — xeHCKUM.
8. snils CHMIJIC Y dopmar: “XXX-XXX-XXX XX
9. KOHTAaKT Y
9.1. |type Tun Y IlepedeHb TOMYCTUMBIX 3HAYECHUM:
KOHTaKTa o “MBT” — MmoOunbHBIN
tenedoH (00s3aTebHbIH
napamerp);
e “EML” — snekTpoHHas modyra
(HeOOs3aTENBHBIN TTApaAMETD).
9.2. |value 3HaueHue Y dopmar:
o “EX(XXX)XXXXXXX” (st
type = “ MBT”),
® TEKCTOBas CTpoka B ¢opmare
azpeca DIIEKTPOHHOW MOYTHI
(ms type = “ EML”).
10. JIOKYMEHT Y
10.1. | type Tun Y IlepedeHs TOMYCTUMBIX 3HAYECHHM:
JIOKyMEHTa o “RF_PASSPORT” — macmopt

rpaxxaanuHa P@;

e “FID_DOC” —  nOKyMeHT
MHOCTPAHHOTO  TpakJIaHWHA,
YAOCTOBEPSIOIINHN JIMYHOCTD Ha
teppuropuu POD;

124




HauMeHnoBanue

Onucanune

0O0a3aTeILHOCTD

Ne IIpuMmeyanus
napaMerpa napaMerpa napaMerpa
e “FRGN_PASS” -
3arpaHUYHbINA nacropT
rpaxxaanuHa PO.
10.2. | series cepust Y/N Jlns nacropra rpaxkaannHa PO B
dopmate XXXX.
JJis 3arpaHMYHOTO TIaciopTa
rpaxaannaa PO B popmate XX.
HeoOs3arenbHbIN A1 TOKyMEHTA
MHOCTPAHHOTO TPaKJaHUHA.
10.3. | number HOMEp Y Jlns nacniopra rpaxaanuHa PO B
dhopmare XXXXXX.
Jns 3arpaHn4HOro nacrnopra
rpaxxnannHa PO B popmare
XXXXXXX.
10.4. | latinLastName | ®amuus Y/N ToJBKO [T 3arPaHMYHOrO IacIopTa
(JTaTuHUIIEH) rpaxxaanuHa PO.
10.5. | latinFirstName | Mms Y/N TOJBKO I 3arPaHMYHOrO IacIIopTa
(JTaTuHUIIEH) rpaxxaanuHa PO.
10.6. | issueld Homep Y/N TosBKO [T macmopTa rpaXkaaHuHa
MOJIpa3ieIicH P®.
us, HeoOs3aTenpHbId 1715 TOKYMEHTA
BBIJIaBIIIETO WHOCTPAHHOTO IPAXKIaHUHA U
nacropT 3arpaHUYHOTO MAaCMopTa rpakJaHuHA
PO.
10.7. | issuedBy Hanmenosan Y/N Tomnbko JIs IacmopTa rpaxaaHuHa
ne P®.
HoJpasJiesieH HeoOs3atensHo 1151 TOKyMEHTa
s, WHOCTPAHHOTO TPAXKTAaHWHA U
BBIJIaBIIIETO 3arpaHUYHOTO MACMopTa rpakJaHuHA
[acropT PO.
10.8. | issueDate Jlara Bbi1auu Y ®opmar: JAMMITIT
nacropra
10.9. | expireDate [Hara Y/N Tonpko A1 3arpaHUYHOrO NacnopTa
OKOHYaHUSA rpaxxaanuHa PO.
CpoKa ®opwmart: JAMM.ITIT
JIEUCTBUS
JIOKYMEHTa
11. azpec N
11.1. | type Tum agpeca Y IlepedeHb TOMYCTUMBIX 3HAYECHHM:
e “PLV” —anpec nmpoXuBaHus;
e “PRG” —aapec perucrpanumu.
11.2. | addressStr AnpecHas Y TeKCTOBas CTPOKa, CoiepkKaIias
CTpOKa DIIEMEHTHI ajipeca (epeUHCISIFOTCS

yepes pazJenuTelb «,», He 6oxee 2000
CHUMBOJIOB)
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HanmenoBanmne | Onmucanue | O0s13aTEJIbHOCTH
Ne IIpuMmeyanus
napamerpa napamerpa napamerpa
11.3. | countryld TpexOykBeHH N B dopmare XXX.
BII KOJI
CTpaHbl
11.4. | zipCode WNunexc N TekcToBasi cTpoka, cojepxanias He
6omee 256 cCUMBOJIOB.
11.5. | region Oo6uacth N TekctoBast cTpoka, cojeprxarias He
6omee 256 CUMBOJIOB.
11.6. | area Paiion N TekcroBas cTpoka, cojeprkarias He
6osiee 256 CUMBOJIOB.
11.7. | city I'opon N TekcroBas cTpoka, cojeprkarias He
6onee 256 cCUMBOJIOB.
11.8. | district Oxpyr N TekcToBas cTpoKa, cojepikaias He
6onee 256 cCUMBOJIOB.
11.9. | settlement Hacenennpbrit N TekcroBas cTpoka, cojeprkarias He
ITYHKT 6onee 256 cCUMBOJIOB.
11.10, street Vnuna N TekcToBas cTpoka, cojeprkarias He
6onee 256 cUMBOJIOB.
11.11, additionArea YTouyHeHue N TekcToBas CTpoOKa, copepskaIias He
10 PETHOHY 0onee 256 cUMBOJIOB.
POXKUBAHUS
11.12) additionAreaStr | YTounenue N TekcrToBasi cTpoka, cojepxanas He
eet 10 YJIHIIE 0oJee 256 CUMBOIJIOB.
11.13] house Hom N TekcToBast cTpoka, cojeprxarias He
6onee 256 CUMBOJIOB.
11.14] building Crpoenue N TekcToBas cTpoKa, cojiepkaiias He
6onee 256 CUMBOJIOB.
11.15/ frame Kopmyc N TekcToBas cTpoka, copepanias He
6onee 256 CUMBOJIOB.
11.16/ flat KBaprtupa N TekcToBast cTpoka, copepKanas He
6onee 256 CUMBOJIOB.
11.17) fiasCode Koxg ®PUAC N dopmar: «XX-X-XXX-XXX-XXX-
XXX -XXXX-XXXX-XXX»»

B 3ampoc momken ObiTh nmoGaenen header (Authorization: Bearer) ¢ paHee mojy4eHHBIM

MapKepoM

JOCTYTIa,

BBIJAHHBIA Ha

CIIEUAIbHBIN

scope

(http://esia.gosuslugi.ru/ext_imp),

IIO3BOJISIONIUH OCYHICCTBJIATDH aBTOMAaTUYECKUI HUMIIOPT y‘ICTHOf/'I 3alyucCu I10JIb30BaTCIIA. I[aHHBIfI

MapKEp BbIAACTCA TOJIBKO AOBCPCHHBIM CHCTEMaM, UMCIOIHUM IIPpaBO MMIIOPTA MOIL30BaTENIell TaKUM

o0Opa3oM; Bbllaya MapKepa OCYIIECTBISETCS B paMKaX MOJENIN KOHTPOJS JOCTylla Ha OCHOBE

nojxHoMounii cuctemsl-kineHTa ([Ipunoxenue B.3), T.e. mpaBo Ha 3ampoc TaKOro Mapkepa J0CTyma

yCTaHaBIIMBAETCs oneparopoM FKkcruryaTanun ECHUA.

Tak e 3ampoc MODKEH OBITh MOAMHCAH dJICKTPOHHOW TOANMKUCHI0 CHCTEMBI, KOTOpas

umnoptupyer ydetHyto 3anuck B ECHA (Request-Data-Sign), u comepxarh Telo 3ampoca,

3akoaupoBanHoe B popmare URL-Safe Base64 (Request-Data).
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[Ipumep 3ampoca (BbI30B cepBUCa B cpefie pa3pabOTKH):

POST https://esia.gosuslugi.ru/rs/prns/import HTTP/1.1

Accept-Encoding: gzip,deflate

Content-Type: application/json

Authorization: Bearer
eyJhbGci0iJSUzIINiIsInNidCI6ImF]jY2VzcyIsInR5cCI6IkpXVCIsInZlciI6oMX0.eyJleHAIOJEON]EyMzIOMDU
sInNjb3BlIjoiaHROcDpcLlwvZXNpYS5nb3Nlc2x1Z2kucnVeL2V4dEF9pbXAiLCIpc3MiOiJodHRWOlwvXC91lc21lhlm
dvc3VzbHVnaS5ydVwvIiwidXJuOmVzaWE6c21kIjoiZDdkNGYZzZWYtZJN1IOSOOMWVhLT1iODUtY2MyODA3MTQzOWUyY T
1widXJuOmVzaWE6c2JgX21kIjoxMDAWMDAWMDAYLCJIJbGl1bnRfaWQiOi JURVNUXINZUIRFTVOJTVBPULIQiLCIpYXQ1
OjEONJExXNDYwWMDVO . Kw—

Kxh7ckYU 5xWTiUGAVn3rkFSp6TtfopivPfXnvgyPcqRmmPDsqjR tJyhLED8w8iVéhjk2euchvidaXxYlm r716EXS
DiAae2WUdOrrGEb-SKIHShXEBRWBIOTP1g-xA-Q3Lc-717yt6SAZAJtvUKKzaryYWDi-
r9wYZuR5kN2X081i75n85HhP1KcnERWQJT8DEQXE0aHP6rBgqcOYECxtIiUFjZADk1jN1u60jg9kGEf fROGYPF7VGNMEU
jR469E0d1I3MLA1ImSh8MdHW mePoR19EquQPUtHwrtEALpyFLiiqvBwlnX4UQvZ7DWOlwfbwTl6pNHfoY2FAUASIwW
Request-Data-Sign:
MIAGCSQGSTIb3DOEHAQCAMIACAQEXDZANBglghkgBZOMEAGEFADCABgkghkiGOwOBBWEAAKCAMI IDJTCCAgOCBFhKg5U
wDQYJKoZIThvcNAQELBQAWVZELMAKGALUEBhMCU1UxDZzANBgNVBAgMBk1vc2NvdzENMASGALIUECgWEVGVZdDENMASGAL
UECWWEVGVzdDEZMBCGAIUEAWWQVGVZdCBSZXNOIFNS5c3R1bTAeFwOxNjEyMDkxMDEyMzdaFw0xNzEyMDkxMDEyMzdaM
FcxCzAJBgNVBAYTALJVMO8wDQYDVQQOIDAZNL3N]jb3cxDTALBgNVBAOMBER1c3Q0xDTALBgNVBASMBFR1 c30xGTAXBgNV
BAMMEFR1c3Q0gUmVzdCBTeXNOZWOwggEiMAOGCSgGSIb3DQEBAQUAA4A IBDWAWGGEKAOIBAQCByEsM2 R1BrtltyJl5Aw
CW_tChh2euZC3FEqQWDY6TFA1Vyy9yO4gM 5P1WruplhA9dCCbft5JFsz4n nE71MMRaI34tqTyyo24xzX VrhgTIi05
mt1lY5dbldfEiPVNT3aUCjF1lbFzDXoUbc8nfQizkPa CHGOOMBhuVuQWOVzw3FufAlExDjNPUORRvaYoBWOK 3SnyS7
88xJn- yQQVwu0TQkSuqpOsylfBM-

Wql0U5x4bJ2NSeL71AzZjCL mhl1daQTQOxXxEwB1VLuMlc5srMyw QHQIMcsNrgrnx3zhFFNLS5Sk LrSxqxOsC4sgBwlo
udVayUUvGbge nxu7P3AgMBAAEWDQYJKoZIhvcNAQELBQADgGgEBABXKOCIN]QMyvtJvZNRyM21GwQOklaBZugRErJImp
LAR7auYLbZnwEdt1I8KEJBOQW6pTb99rnQs—T-

gZiChhOPY1bCxXGeVCXk5dIWSiGE SdrjWvSOH83iUA2Lv8Pi3N1VW2GcNOLFyS1zE9HVGYJTIrS5I X-dw64-
2NYETLIYPQ7HWwAEWY09ucLILM]GKYBe5FrwiulAyD20-1nTIpYtXdLSpf1KangPlPdlxmxEBXMQUMOKg7dTE~
q2gYfZLNUKsAezrat tHGHTPRngwiWQHmwly rXXodlgcNxeilT dvcOo JfkNmgGCcOSRXSx1BWSWGynLeBBjYMy9VN8
XYQpQAADGCAfUwggHxAgEBMF8wVzZELMAKGA1UEBhMCU1UxDzANBgNVBAgMBk1vc2NvdzENMASGALUECgwEVGVzdDENM
AsSGALUECWWEVGVzdDEZMBcGAIUEAWWQVGVzZdCBSZXNOIFN5c3R1bQIEWEgGD1ITANBglghkgBZOMEAGEFAKBPpMBgGCSAG
SIb3DOEJAZzELBgkghkiGO9wOBBWEWHAYJKOZThveNAQKFMO8XDTE3MDYyMDEINTAINVowLwYJKoZIThveNAQKEMSIEIOpP
wKJInoLommyNROKDD1WVsWuBdY fowQ4byOiN-
gSPe2MAOGCSQGSIb3DQEBAQUABIIBADINWxAZeqGBg8 4WgRs9H4SLde SukclAG6hNjlcbTgxzthzzmln JQEZOTYa
PO9bQdTEhOVKZXXFXC JjPBMQauZPJcleOR5DDB 7X4MAgGPMObhpTQz3Sg7acduddWuYxL92BDk4qyzuwgddQJplVJi
ckBvC78XeJVolwd jx5CVEn3pUIPdKxib6dalevB6CsxD98JcsviWZ3u-

H3LOO0 ApUOUHeF84r3AZ5mtILY]j2w608rMAmsTDe7CAUXVDUAP905cTPk57rDNaW96d5J3SUtmZdx2nGBS41kJYWIND
iqyfHJ7X4nZVOS0glbT JnaXtxrZTWp9BJo6NKJaagQAAAAAAAA

Request-Data:
ewOKICAiZmlyc3ROYW11Ijoiw5DCmMOQwrLDKMKww5DCvcOQwr7DkMKyIiwNCiAgImxhc3ROYW11Ijoiw5DCmMOQwrL
DkMKww5DCvSIsDQogICJItaWRkbGVOYW11Ijoiw5DCmMOQwr LDkMKww5DCvcOQwr 7DkMKyw5DCuMORwociLAOKICALIYm
1ydGhEYXR1IjoiMDEUMDEUMTk50SIsDQogICJiaXJ0aFBsYWN1IIjoiw5DCnMOQwr7DkcKBw5DCusOQwr LDKkMKwI1iwNC
1AgImdlbmR1ciI6Ik01iLAOKICAIc25pbHMiO1 IWMDAtMDAWLTAWMCAWNYISDQogICIjb250YWNOcyI6IHSNCiAgICAL
ZWx1bWVudHMi 0iBbDQogICAGICB7DQogICAgICAgGICI0eXB1TjoglklCVCIsDQogICAgGICAGICI2YWx1ZSI6ICIrNyg
50TkpOTk50Tk50SINCiAgICAGIHOSDQogICAGICB7DQogICAgGICAGICI0eXB1IjogIkVNTCIsDQogICAgGICAGICI2YW
x1ZST6ICJOZXNOQHR1c3QudHMiDQogICAgGICBIDQogICAGXQOKICBILAOKICALIZG9jdWl1lbnRzIjogew0OKICAGICIlb
GVtZW50cyI6IFsNCiAgICAGIHSNCiAgICAgGICAGINR5CcGULi01ISR1 9IQQVNTUEISVCISDQogICAGICAGICIZZXIpZXMi
OiIyMjIyIiwNCiAgICAgGICAgIm51bWJIlciI6Ijg40Tk50SIsDQogICAgGICAGICIpce3N1ZUlkIJoiMTEXMDAXIiwNCiA
gICAgICAgImlzc3V1ZEJ5Ij0oiw5DCoMOQwgPDkMKSw5DC1CDDkMKzLsOQwpzDkMK~
w5HCgcOQwrrDkMKyw5HC1yIsDQogICAgICAGICIpc3N1ZURhAGU101 Ix0OC4wMy4yMDE2TIgOKICAGICAGEQOKICAGIFO
NCiAgfSwNCiAgImFkZHJI1c3N1lcyI6ewOKICAGICI1IbGVLZW50cyI6IFsNCiAgICAgIHSNCiAgICAgGICJ0eXB1lIjogIl
BMViIsDQogICAgICALIYWRkcmVzclNOciI6IsOQwprDkMK1wS5DCvMOQwrXDkcKAWSDCvsOQwrLDkcKBw5DCusOQwrDDk
cKPIMOQwp 7DkMKxw5DCu80QwrDDkcKBwSHCgsORwows IMOQwgLDkMKww5HCiMORwWOLDkMKww5DCs80Qwr 7DkMK7w5HC
JMORWOHDkMK 6w5DCuUMOQwr kgw5DCoMOQwrDDKkMK5w5DCvsOQwr 0s IMOQwgjDkMK1w5HCgMOQwr XDkMK zw5DCt cORWOg
gw5DCNn80Qwr 7DkcKBw5DCtcOQwrvDkMK-w5DCuiDDkMKzw5DCvsORwoODDkMK—
w5DCtMORWOHDKMK6w5DCvsOQwrPDkMK—

ICAgICDDkcKCw5DCuMOQwr DKMKwIiwNCiAgICAgICJjb3VudHJI5SWQiO0iAiUIVTIiwNCiAgICAgICJI6aXBDb2R1Ijo
gIjMS5NDAWMCIsDQogICAgICAicmVnaWouIljogIlsOQwprDkMK1w5DCvMOQwrXDkcKAWSDCvsOQwrLDkcKBw5DCusOQwr
DDkcKPIMOQwp7DkMKxw5DCu80QwrDDkcKBwS5HCgsORWOwWiLAOKICAGICAGIMEYZWEiOiAiw5DCosOQwrDDkcKIwSHCG
sOQwrDDkMKzw5DCvsOQwrvDkcKMwS5HCgcOQwr rDkMK4w5DCuSDDkMKgw5DCsMOQwrnDkMK -
w5DCvSTIsDQogICAgICAIY210eSTI6ICLDkMKow5DCtcORWODDKMK1w5DCs80QwrXDkcKIIMOQwp DKMK—
w5HCgcOQwrXDkMK7w5DCvsOQwrogw5DCs80Qwr 7DkcKAWSDCvsOQwrTDkcKBw5DCusOQwr 7DkMKzw5DCviDDkcKCw5D
CuMOQwr DKMKwIiwNCiAgICAgICJkaXNOcmljdCI6ICLDKMKOw5DCtcORWOI1LAOKICAQICAGINNIdHRSZW11bnQioi
Aiw5DCo80ORwWOHDkcKCw5HCIC3DkMKQwW5DCvcOQwr £ DkMKww5HCgSDDKkMKfw5DCvsORwWOHDKkMK1w5DCu80Qwr 7DkMK6 I
1wNCiAgICAgICJIzdHJI1ZXQi01Aiw5DCocOQwr7DkMKyw5DCtcORwWOLDkcKBw5DCusOQwrDDkcKPIMOQwgPDkMK7w5DC
UuMORwWObDKkMKwIiwNCiAgICAgICIhZGRpdGlvbkFyZWEiOiAiw5DCoMOQwrXDkMKzw5DCuMOQwr 7DkMK 9 IMOQwgHDkMK
ww5DCtMOQwr 7DkMKyw5DCvsOQwrUgw5DCvcOQwrXDKkMK6w5DCvsOQwrwtw5DCt SDDkcKCw5DCvsOQwr LDkMKww5HCgM
OQwrjDkcKIw5DCtcORwWOHDkcKCw5DCssOQwr4iLAOKICAGICAGIMFkZG10aWouQXJ1YVNOcmV1dCI6ICLDkMKiw5DCt
cORwWOHDkcKCIiwNCiAgICAgICJob3VzZSI6ICI4ANi8xIiwNCiAgICAGICIidWlsZGluZyI6ICJIJ1IIiwNCiAgICAgICIm
CMFtZSI6ICIyMDTDkcKDIiwNCiAgICAGICImMbGFOIjogIsOQwr DKMK—
w5DCvC40MTkiLAOKICAGICAGIMZPpYXNDb2R1IjogIjc3LTAtMDAWLTAWMC OwMDAtMDAWLTQyMzY tMDAWMCOwMDA1DQo
NCiAgICAgGICAGfQOKICAGICAGFQOKICAGIFONCiAgfQOKEQ

Cache-Control: no-cache

Content-Length: 1476
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Host: esia-portall.test.gosulsugi.ru
Connection: Keep-Alive
User-Agent: Apache-HttpClient/4.1.1 (java 1.5)
{
"firstName":"lBaHoB",
"lastName" :"UBau",
"middleName" : "ViBaHOBUU",
"birthDate":"01.01.1999",
"birthPlace":"Mocksa",
"gender" . "M" 0
"snils":"000-000-000 07",

"contacts": {
"elements":

{
"type" .

"value":

}I
{
"type" .

"value":

1
}7
"documents":
"elements":

[
"MBT",
"+7(999) 9999999"

" EML " o
"test@test.ts"

{
[

{
"type":"RF PASSPORT",
"series":"2222",
"number":"889999",
"issueId":"111001",
"issuedBy":"PYBI r.MoCKBH",
"issueDate":"18.03.2016"

]
}7
"addresses": {
"elements": [
{
"type": "PLV",
"addressStr":" KemepoBckasa o00JyacTb, TamTarojbCKMU
Tuna, Ycrb-AH3ac nocejyiok, CoBeTckas yimauua'",
"countryId": "RUS",
"zipCode": "652975",
"region": "KemepoBckas O6msactb",
"area": "TamTarojabckuM Paron",
"city": "lleperem [locesiok Toponckoro Twumna'",
"settlement": "VYcrr-AH3ac llocesok",
"house": "Iom 19",
"fiasCode": "b6fbb398-97ee-4e12-a1d3-450184d23f27"
}

paiioH, lleperem HOCEJIOK T'OPOICKOTO

]
}
}

[To nonyuennsiM JaHHbIM B ECHA BbINONHAETCS MOUCK y4eTHOH 3anucu. B 3aBucuMocTH OT
Toro, HaliieHa B ECUA ydeTHas 3aniuch, yI0BIETBOPSIONIAs TOJYYEHHBIM JAHHBIM WM HET, OTlepalus

MMIIOPTA MOKET 3aBEPIIUTHCS OJHUM U3 CIEAYIONIUX PE3YIHTATOB:
e T0Jb30BaTeNb Yyxe 3apeructpupoBaH B ECHUA (moaTBepklieHHAsl y4yeTHas 3aluch

Hainena mo CHWJIC, nannbie macnopTa u TenedoHa CoBMaaaroT);

® HEKOTOpble aTpuOyTHI HE cOBMaAalOT (yueTHas 3anuchk HahgeHa mo CHUJIC, Ho He Bce

aTpuOyThl COBIAAAIOT, MO0 HaliJieHa yIpoIleHHas YUeTHasl 3alKCh);
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e qonb3oBaTenb ECHMA ycneniHo moATBep)kIeH (HalaeHa CTaHJapTHas WIA TOTOBas K

noaTBepkaeHno ydetHas 3anmuck 1o CHWJIC, nanneie macmopra u Ttenedona

COBIAJAIOT, HAWJIEHHAs YUYETHAsl 3alIUCh YCIEIIHO MOATBEPK/ICHA);

e qonb3oBaTenib ECHA ycnemHo mnepenoATBepkaeH (HaiaeHa Y3, MOATBEpXKIACHHAs

gyepe3 [loury Poccun, nannpie macmopra v TesnedoHa COBMANAIOT, HAlICHHAs ydeTHAs

3aIKCh YCIIEUIHO MEPEroATBEPKIACHA);

e CcoO3[aHa 3asBKa Ha perucTpalyio (He HaiileHa ydeTHas 3allucCh M0Jb30BaTelNs, B TOM

YUCIE YHpOLICHHAas, CO3JaHa 3asBKa Ha PETHUCTpalWio, IMOJIYYCH HOMCEP 3asdBKH Ha

PETHCTPALIHIO).

B oTBeTe niepenaroTces Cienyonme napaMeTpsi:

HauMeHnoBanue

Ne Onucanue napamerpa

mapamMerpa

IIpumeyanus

1.

requestld Ko 3asBKu Ha perucTparuio

Bo3Bpainaercs B cirydae co3aaHusl
3asiBKH Ha PErHCTPALHIO.

2.

code Kon 3aBepiuenus onepaimn

MoskeT ObITh BO3paliéH B BUIE
3HAYEHUI:

0 win 1 — BBIIOJHEH UMIOPT
Y4ETHOM 3aMUCH;

2 — co3/aHa 3asBKa Ha MUMIIOPT
(peructparuio) y4€THOMU
3aIHCH;

KO/ OIINOKH, BapHaHTHI
npusenensl B Tabnuna 10.

description TekcToBOE onucaHue Koja
3aBepIIICHUS OTePaIUH

Omnucanue 1 KOAOB YCHEIIHOTO
umnopra y4€tHon 3anucu B ECUA
(code =0, 1 unm 2) u as code =
ESIA-03200

message TekcToBOE OIIMCaHUE KOJA
OIIMOKY BBHITIOJTHEHHSI ONIEpaliin

Ornucanue 15t KOJOB OMTHOOK TpH
umnopre y4étHon 3anucu B ECUA
(3a uckroueHueM koga ESIA-
03200)

BapuanTs! ormmO0oK npuBeAeHbI B
Tabmuma 10

[anee npuBOasATCA BApUAHTHI OTBETOB CEPBHCA, IIPU 3aBEPIICHUH ONEpaIlMi UMIIOPTA.

[Tpumep oTBeTa Ha 3anpoc (IoJap30BaTeNb yxke 3apeructpupoBad B ECUA, yueTHas 3anuch yxe

MOJITBEPIK/ICHA paHee):

HTTP/1.1 200 OK

Server: nginx/1.4.6 (Ubuntu)

Date: Thu, 21 Apr 2016 13:43:37 GMT
Content-Type: application/json
Transfer-Encoding: chunked
Connection: keep-alive
X-Powered-By: Servlet/3.0 JSP/2.2

{"code":"0", "description":"Person already has trusted account in ESIA"}
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[Tpumep oTBeTa Ha 3anpoc (y4eTHas 3aliCh MOJIb30BaTeNs ycnemHo noarsepxacaa B ECUA):

HTTP/1.1 200 OK

Server: nginx/1.4.6 (Ubuntu)

Date: Thu, 21 Apr 2016 13:43:37 GMT
Content-Type: application/json
Transfer-Encoding: chunked
Connection: keep-alive
X-Powered-By: Servlet/3.0 JSP/2.2

{"code":"1", "description":"Person successfully confirmed as trusted in ESIA"}

ITpumep oTBeTa Ha 3ampoc (y4eTHas 3aluCh I10JIb30BATENS YCIIELIHO IEPENOATBEPIKICHA B

ECHUA):

HTTP/1.1 200 OK

Server: nginx/1.4.6 (Ubuntu)

Date: Thu, 21 Apr 2016 13:43:37 GMT
Content-Type: application/json
Transfer-Encoding: chunked
Connection: keep-alive
X-Powered-By: Servlet/3.0 JSP/2.2

{"code":"1", "description":"Person successfully reconfirmed as trusted in ESIA"}

HpHMep OTBCTa Ha 3aIIpocC (sanpoc Ha pETUCTpalvui0 YCIICHIHO OTIPABJICH, CO3J1aHAa 3asiBKa Ha

PETUCTPALIHNIO):

HTTP/1.1 200 OK

Server: nginx/1.4.6 (Ubuntu)

Date: Thu, 21 Apr 2016 13:43:37 GMT
Content-Type: application/json
Transfer-Encoding: chunked
Connection: keep-alive
X-Powered-By: Servlet/3.0 JSP/2.2

{"requestId":"AAAAF3A1379F965664CB56FCE55BD8CCA2F38368985607E75E23", "code":"2",
"description":"Request to register person as trusted in ESIA has been accepted
successfully."}

[Tpumep oTBeTa Ha 3ampoc (omrdKa UMIOPTA, HEKOTOPBIE aTPUOYTHI 3allpoca HE COBMAJAIOT C

yueTHoil 3anuchio B ECUA — TpeGyeTrcsi KOppeKTHpOBKa MapaMeTpoB 3alpoca WM YyUYeTHOM 3allucH B

ECHA):

HTTP/1.1 400 Bad Request

Server: nginx/1.4.6 (Ubuntu)

Date: Thu, 21 Apr 2016 13:43:37 GMT
Content-Type: application/json
Transfer-Encoding: chunked
Connection: keep-alive
X-Powered-By: Servlet/3.0 JSP/2.2

{"code":"ESIA-03200", "description":"Import account error. Person have to check entered
data or fill in the data in his account in ESIA."}

B Ta6J'II/IH€ HMXKC MPEACTABJICHBI KOJbI OTBETOB OT CECPBHUCA UMITIOPTA.

Tabmuma 10 — Kojbl 1 onrcanue ommOOK OT CEpBHCa UMIIOPTA

Ne Kox Bo3Bpara Onucanue kona KommenTapun
BO3BpaTa
1. | ESIA-000001 BryTpennsis ommbka JlaHHBII KO/ BO3BpaTa COOTBETCTBYET
CHUTYaIlUH, KOT/1a OOHapy)KeHa HEU3BECTHAS
ommuoOKa
o | ESIA-005029 Scope is not allowed VY cHucTeMBbl, OCYIIECTRIISIONICH 3ampoc K
CEpBUCY UMIIOPTA, OTCYTBYET pa3pelieHne Ha
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JOCTYII K CKoyIry ext_imp (mampumep,
yKa3aHHBIN B 3aIIPOCE MapKep JOCTYIIa He
JaéT IpaBo JOCTyIa K CKoyIy ext_imp)

ESIA-030002

3aIoJIHUATE T10J1E

Onno u3 noneit «Pamuausy, «ms»,
«OT4ecTBO» MPUIIO C MYCTHIM 3HAYEHUEM

ESIA-030003

HesepHo ykazansl
napaMeTpsl 3ampoca

ESIA-030007

Henomnyctumsie
CHUMBOJIEI B TTOJISIX
3anpoca

[Tons 3ampoca conepkar HEAOMYCTUMBIE
CUMBOJIBL «<», «>» WIHA «&»

ESIA-030504

Ceprudukar
AIIEKTPOHHOMU MOANKCH
UMeEET HEKOPPEKTHYIO
CTpyKTYypy. OOparurech
B YAOCTOBEPSIOUIUI
LEHTP

ESIA-03200

Ommbka uMIiopra
YYETHOH 3alIUCH

Heo6xoauMo cKOppeKTHpOBATh TaHHBIE
MOJIb30BATENsl B MapaMeTpax 3ampoca Uiu
napameTpsl yuetHou 3amucu B ECUA

ESIA-032006

Yka3aH HEKOPPEKTHBII
THUI KOHTAKTa

ESIA-032101

YKa3zaH HEKOPPEKTHBIN
aJipec EKTPOHHOU
MIOYTBI

10.

ESIA-032102

B ctpykrype agpeca
AIIEKTPOHHOM MOYTHI (B
UMEHH U JIOMEHE)
JOJIKHBI OTCYTCTBOBATH
TOYKH B HaA4aJi€ U
koHI1e. Hammpumep,
mymail.mymail@exam
ple.com - BepHO;
mymail.@.example.co
M — HEBEPHO

11.

ESIA-032103

VYKa3aH HEKOPPEKTHBIN
dbopmar UMEHH 15t
azipeca dJIEeKTPOHHOMN
noutsl. JlocTynHble
CHUMBOJIBL: JIATUHCKHE
OykBbI a-Z U A-Z,
udpst 0-9 1 3HAKU
nyHKTYanun (#$%*+-
=27 {}I~)

12.

ESIA-032104

VKa3zaH HEKOPPEKTHBIN
dopmar gomeHa ais
ajzpeca JIEKTPOHHOU
noutsl. JlocTynHble
CHUMBOJIBL: JIJATUHCKHE
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OyKBBI a-Z U A-Z,
udpst 0-9 u 3HAKK
nyHKTyanuu (#$%*+-
="_{}~)

13.

ESIA-032105

Henonyctumo
HCIIOJIL30BaTh JIBA U
OoJsee pasza momapsi
CJIEYIOIIE CUMBOJIBI:

14.

ESIA-032110

He yxa3an anpec
AJIEKTPOHHOMU IIOYTHI
IIPU BBI30BE METO/A
UMIIOPTa U YKa3aHUH
IIyCTOr'O 3HAYECHUS B
atpubyre EML

JlaHHBI KO BO3BpaTa COOTBETCTBYET
CUTYyalluy, KOTJa B 3aIpoce MepeiaH IyCToU
napametrp EML

15.

ESIA-032200

He yxa3an Homep
MOOMJIBHOTO TelehoHa

16.

ESIA-032201

Homep moGuisHOTO
TesneoHa COMEPKUT
HEIOMyCTUMEIC
CHUMBOJIBI

17.

ESIA-032202

Homep MoOMIIBHOTO
TenedoHa yKa3aH B
HEBepHOM (opmare

18.

ESIA-032203

VKa3zaH HEKOPPEKTHBIN
HOMEp MOOMIJIBHOTO
tenedoHa

19.

ESIA-032205

YKa3zaHHbII HOMEP
TenedoHa yxe
HCIIOJIb3YETCS JUIS
pEerucTpanuy y4eTHOM
3alucCH

JlaHHBIH KO/ OIIMOKK BO3BpaIaeTcs npu
MTOBTOPHOM HMITIOpPTE, KOTAa HOMEP
MOOMJIBHOTO TeNle(OHa y’Ke UCIOIb3YETCs U
peructpanus 1aHHoi Y3 Oblia
noareepkaeHa uepes CMC, a Taxxe nuayr
npoBepku gaHHbIX B BI'MP.

20.

ESIA-033000

He yxa3an tun
JIOKYMEHTa

21.

ESIA-033001

Beenure cepuro
JTOKYMEHTa

22.

ESIA-033002

Beenure Homep
JTOKYMEHTa

23.

ESIA-033003

He ykazana nara
BbIJITAYM JJOKYMEHTA

24,

ESIA-033004

He yka3zano BegqomcTBO,
BBIJIABIIEE TOKYMEHT

25.

ESIA-033005

VYKaxuTe 1aty BbIIaun
JIOKYMEHTa

26.

ESIA-033006

HekoppekTtHas nara
BBIJIA4YM JOKYMEHTa
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217.

ESIA-033007

VYkaxute naty
OKOHYaHUs CpoKa
JIEHCTBHSI IOKYMEHTA

Ecnu 3arpannacnopt yka3aH B Ka4ecTBe
JIOKYMEHTA, Y0CTOBEPSAIOIIEr0 JUUYHOCTD

28.

ESIA-033008

HekoppekTHas nara
OKOHYAHUS CPOKa
JIEHCTBHSI IOKYMEHTa

Ecnu 3arpannacrnopt yka3aH B Ka4ecTBe
JIOKYMEHTA, YJIOCTOBEPSIOIIETO JIUIHOCTh

29.

ESIA-033009

JlaTa oxOHYaHUs CpPOKa
JIEHCTBHSI IOKYMEHTA
JIOJDKHA OBITh MEHbILIE
4YeM J1aTa BbIJA4H

Ecnu 3arpannacnopT yka3aH B KauecTBe
JIOKYMEHTA, YAO0CTOBEPSIOIIEr0 JUYHOCTD

30.

ESIA-033010

Document type is
wrong

YKka3zaH HEBEpHBIN TUI JOKYMEHTA,
YIOCTOBEPSIOIIETO JTUYHOCTh

31.

ESIA-033011

JlnnHa Ha3BaHUS
BEIOMCTBA, BBIJIABIIIETO
JIOKYMEHT, JIOJDKHA
OBITH MEHBIIIE
{konuuecTBo}
CHMBOJIOB

32.

ESIA-033100

Cepus nacnopra
JIOJDKHA COCTOSITh U3
{kommyectBo} udp

33.

ESIA-033101

Cepus macropTra MOKeT
COJIEpKaTh TOJIBKO

()03

34.

ESIA-033102

Howmep macnopra
JIOJDKEH COCTOSITh U3
{konuuecTBO} 1P

35.

ESIA-033103

Homep macnopra
MOJKET COIEPKATh
TOJIBKO IIU(PBHI

36.

ESIA-033104

Bsenure ko
MOApa3/IeJICHNs B
Macrnopre

37.

ESIA-033105

Kon nonpasnenenus B
MAcTIopTe JTOJDKEH
COCTOSITH M3
{xonmuectBo} mmdp

38.

ESIA-033106

Kon noapasnenenus B
MACTIOPTE MOXKET
COJIepKaTh TOJIBKO

Qpel

39.

ESIA-033109

RF Passport issuer
element wrong length

HesepHnas nnuna nons «Bergan» muis
nacriopra PO

40.

ESIA-033110

RF Passport issuer
element wrong
character

B none «Briman» nacnopra P® ykazan
HEJIOMYCTUMBIA CUMBOJI

41.

ESIA-033201

Cepus nokymeHTa
MOXET COJIEPKATh
TOJILKO LU(PBI, TUPE,
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OyKBBI pyCCKOTO H
JATUHCKOTO andaBura

42.

ESIA-033202

Homep noxymenTa
MOJKET COJEPKATh
TOJIbKO IIU(PBL, THPE,
OYKBBI pPYCCKOT'O U
JaTUHCKOrO andaBuTa

43.

ESIA-033300

Cepus nokymeHTa
JIOJKHA COCTOSITh U3
{xonmyecTBO}
CHMBOJIOB

44,

ESIA-033301

Cepus nokymeHTa
MOXET COJIePKATh
TOJIBKO HU(MPHI 1 OYKBBI
pycckoro andasuta

45,

ESIA-033302

Homep nokymenra
JIOJKEH COCTOSITh U3
{kommyectBo} mudp

46.

ESIA-033303

Homep noxymeHnra
MOJKET COIEPKATh
TOJILKO IU(PHI

47.

ESIA-034000

ZipCode element is
empty

He ykazan unnekc s agpeca PO. [lone
«HaEKC» NPUCYTCTBYET, HO HE 3aII0OJTHEHO

48.

ESIA-034001

ZipCode format is
wrong

Hesepublii opmat nnaexca

49.

ESIA-034002

Address type is wrong

HesepHbiii THI anpeca

50.

ESIA-034004

AddressStr element is
empty

He yka3ano 3Hauenue noss addressStr

51.

ESIA-034005

Address elements
House, Building, Frame
are null

B anpece He yka3aHbl 3HaYCHUS
JIOM/KOPIyC/CTpOeHUE

52.

ESIA-034006

Address element
countryld is wrong

YKa3aH HEBEPHBIN KO CTPaHbI

53.

ESIA-035100

He ykazana pamunus

54.

ESIA-035101

He ykazano nms

55.

ESIA-035102

ITone moxer
COJIEpKaTh TOJIBKO
OYKBBI PYCCKOT'O WJIH
JATUHCKOTO
andaBuToB, UGPHI,
neduc, mpobdern,
anocTpod, TOUKY,
3amATyro. 3ansras
JIOITyCTUMa TOJIBKO B
cepenuHe ciosa. B
I10JI€ HEIOIIYCTUMO
OJIHOBPEMEHHO
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UCIOJIb30BaTh PyCCKUE
Y JIATUHCKHE OYKBBI

56.

ESIA-035103

He ykazan noxn

S7.

ESIA-035104

VYkaxute naty
POXKJICHUS

58.

ESIA-035105

HekoppekTtHas gara
POXKJICHUS

59.

ESIA-035106

Vxaxure I'paXaaHCTBO

60.

ESIA-035107

VYkaxure
UIECHTU(DUKAITTOHHBIH
JIOKYMEHT

61.

ESIA-035108

YKa3aHHBIN TOKYMEHT
HE SBJISETCS
UIECHTU(DUKAITTOHHBIM
JIOKYMEHTOM

62.

ESIA-035109

VYkazaHHbIe
UIECHTU(DUKAITMOHHBIH
JIOKYMEHT U
rPaX1aHCTBO HE
COOTBETCTBYIOT APYT

APYTY

63.

ESIA-035110

Yka3zanbli 1101
{HanmMeHOBaHME} HE
COOTBETCTBYET
CJIOBApIO

64.

ESIA-035111

YkazanHoe
IPaKIaHCTBO
{HanmMeHOBaHME} HE
COOTBETCTBYET
CIIOBAPIO

65.

ESIA-035112

Vkaxxure MecTto
POXKIACHUS

66.

ESIA-035113

YKaxute BUJ Ha
JKUTEIILCTBO HITH
paspelieHue Ha
BPEMEHHOE
MIPOKUBAHUE

67.

ESIA-035115

VYka3aHHas cTpaHa
POKICHUS
{HaumeHoBanue} He
COOTBETCTBYET
CJIOBApIO

68.

ESIA-035117

KonmnuecTBO CUMBOIOB
HE TOJIZKHO HpeBBIHIaTI)
700 cUMBOJIOB

s nonst «Kem Bbiian» (macropr)

69.

ESIA-035118

[Tone moxer
COJIepKaTh TOJIBKO
OYKBBI PYCCKOTO HJIH

Hns monst «Mms»
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JATUHCKOTO
andaBuToB, UQPHI,
neduc, mpobdern,
anocTpod, TOUKY,
3anATyro. 3ansras
JIOIyCTUMa TOJBKO B
cepenuHe ciosa. B
110JI€ HEIOIIyCTUMO
OJIHOBPEMEHHO
UCII0JIb30BaTh PYCCKUE
U JIATUHCKHUE OYKBBI

70. | ESIA-035119 KonngectBo cumBomnoB | st mons «MecTopoxaeHHe»
HE JIOJDKHO MPEBBIIIATh
700 cuMBOIIOB
71. ESIA-035120 KomnyectBo cumBoioB | J{ist ot «MecTOpOXKICHHEY, €CITH 3HAUCHUE
B CJIOBE HE JIOJKHO yKa3aHo 0oJiee OJIHOTO CJIOBA, TO OTAEJIbHOE
npesbImarh 30 CJIOBO HE JOJIKHO npeBblaTh 30 CUMBOJIOB
CHMBOJIOB
72 | ESIA-036100 Beeaure CHUIC He yxazan CHWIC
73. | ESIA-036101 HekoppekTHbiii hopmat
CHMIJIC
74. | ESIA-036102 Beenennsiit CHUJIC VYkazaunsiii CHUJIC nekoppekTeH (HeBepHas
HE CYIECTBYET KOHTPOJIbHAs CyMMa)
75. | ESIA-039812 Homep moOunbHOTrO JlaHHbBIN KO/ BO3BpaTa COOTBETCTBYET
TesnedoHa yxe CHUTYallUH, KOT1a HoMep TesieoHa
WCIIOJIB3YETCS B APYIOW | MOATBEPKACH B IPYrOM YYETHOM 3aIllUCH
y4eTHOH 3anucu. Bol meHee 30 cyTOK Ha3aj U ero UCIOJIb30BaHUE
CMOXeETe IIpU PETUCTPALMU HOBOW YYETHOMU 3aIIUCU
3aperucTprUpoBaTh HEBO3MOXKHO
YUYETHYIO 3aIiCh Ha
ATOT HOMeEp TenedoHa
HE paHee JJI.MM.ITIT.
Boccranosure nocryn
K YYETHOU 3alIUCH WIH
YK@KUTE IPYrol HOMep
MOOMIBHOTO TenedoHa
76. | ESIA-039815 Mo6uneHbii Tenegon | JlaHHBINA KO OIIMOKK BO3BpALIAETCs IPU
YK€ HCIIONIb3YETCS ISl | IOBTOPHOM MMITOPTE, KOTAa HOMEp
peructpanuu Y3 MOOMJIBHOTO TenedoHa NCTIONb3yeTCsl IPH
peructpanuu Y3, peructpaius He Oblia
noarepxkeHa mo CMC u ¢ MoOMeHTa
MPEIBIIYIIeH TOMBITKA UMITOPTa TPOIILIO HEe
6osee 3-X CyTOK.
77, ESIA-910307 Registration HcTexo BpeMst 0KUTaHHSI OTBETHOTO SMS-

Endorsement by SMS is
falied

COOOIIEHHS C COTJIACHEM Ha PErUCTPAIIHIO
WM UCYEPITaHO KOJIMYECTBO MOIBITOK
OTIPABKU OTBETHOTO SMS-COOOIIEHHUS (BpeMst
OXHJAHUS — 3 CYTOK, KOJIMYECTBO MOTBITOK —
3 wr.)
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Cucrema, MCHOJNB3YSd MMEIOLIUICS HIECHTH()UKATOP 3asBKH HA PETUCTPALMIO TOIH30BATEIH,

MOJKET y3HATh CTaTyC 3a8BKH, a TAK)KE MPUUYNHY OLINOKY (MIpH ee HaIW4YKuH). J{J1s1 moaydeHus TaHHBIX O

XO/JI€ BBIIOJIHEHHUS TPOBEPOK CHCTEMA JAO0JKHA BHITOMHUTH 3anpoc metogoM GET B https-aapec REST-

API cucremsr ECUA®’. 3anpoc Takske JOJKEeH CoAepskaTh MapKep J0CTyHa CHCTEMBI Ha CKOyTI ext_imp.

IIpumep 3ampoca:

GET https://esia-portall.test.gosuslugi.ru/rs/reqgs/
AAAASFT79379F965664CB739F5BDCOFD8E24797A576A4F056322D
Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlciI6M

B xauectBe otBeTa ECHA BO3BpaImaeT jSON ¢ mapaMeTpamu, yKasaHHbBIMH B Ta01. 11.

Tabnuma 11 — ITapameTpsl oTBETa Ha 3aIPOC O CTATYCE MPOBEPKH JTAHHBIX I0JIb30BATEIS

Ne ITapamerp

Oo0s3aTeIb-

HOCTH

Onucanue

1. status

CraTyc 3aBKH Ha PETUCTPAIUIO TTOJIb30BATEIS.

MoskeT npuHUMAaTh 3HAYECHHUS:

— VALIDATING — uger npoBepka JaHHBIX
yueTHo 3anucu B bI'UP;

— VALIDATION_FAILED - ommnb6ka npu
MPOBEPKE TaHHBIX yueTHOU 3anucu B bI'HP,
JeTann3anus OMNOKH COOEPKUTCS B
mapamerpe errorStatusinfo;

— SUCCEEDED - oneparus ycrenrso
BBINOJIHEHA.

2. | personOid

Wnentndukarop 3aperucTpUpoOBaHHON YUETHON
3amucy (BO3BpaIaeTCs B CIydae YCIENIHO
BBITIOJTHEHHOW ONE€paliiyi UMIIOPTa yYETHOU
3anucu B ECHA)

3. flowDetails

BosBpamiaer naHHble 0 3a1a4e, €€ cTaTyc U — IpU
HaJIW4YuU — 00 ormmuoKe.
Bruttouaet B ce0st cieayromnye aTpuoyThI:
— uMs (name), IPUHUMAIOIIEE CIIEAYIOIINe
3HAYCHUSI:
e 0 MOMEHTa 3aBEpUICHUS] HPOBEPKHU
CHUJIC:

- raRegistrationEndorsement —
MOJITBEPIKICHHE TT0JIb30BaTEIeM
peructpannu no CMC;

- 5endSMS — otmipaBka napost st
MIEPBOTO BXO/1a;

- validateSnils — mpoepka ®HO,
CHWJIC n nats! poxnaenus B [IOP
Poccuwn;

®  [IOCIIE YIIENTHOTO 3aBEPIICHHUS IIPOBEPKH
CHWJIC u co3nanus ynporménHon ¥Y3:

57 B cpene pa3paboTkn

CEepBHC

JOCTYTICH o URL https://esia-

portall.test.gosuslugi.ru/rs/reqs/{requestld}, rae requestld — yHukaabHbIN HACHTU(HUKATOP 3aBKUA HA

MIPOBEPKY JIaHHBIX MOJIb30BATES.
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- validateRfPassport — mpoBepka
MacnopTHHIX JaHHBIX B MB/I Poccuu.
— craryc (status), IpUHUMAOIINHN CIIEAYIOIIIE
3HAYCHUS:
- S — ycrmemnHo BHITIONHEHA;
- P —Bpabore;
- W - oxuaeT peakiidy IM0JIb30BaTE s HIH
MPEIBIAYINETO CBI3aHHOTO 3a1aHUS;
- | — uHMIManu3upoBana;
- C - oneparus OTMEHEHa;
- F — ommbOka BBITTOTHEHHUS.
— ommuOKa (error, Heo0A3aTeNbHO ), BKIIIOYAIOIIAs
B ce0s koj onrnbku (Code) u TeKCToBOE
omnucanue (message).

4. | errorStatusinfo N JetanbHas ua(OpMalEs 06 omubke (npu
Hanuuun). Gopmar:

— code — kox omuoKHy;

— Message — TeKCTOBOE OMMCAHUE OIIMOKH.

[Ipumep oTBeTa Ha 3ampoc O CTAaTyce BBINOJIHEHMS 3asBKU (yCIIELIHAsl perucrpany y4eTHOU

3anucu npu umnopre B ECUA):

{"stateFacts":["Identifiable"],"status":"SUCCEEDED", "person0id":1000352622}
HpI/IMep OTBCTA HaA 3alpoC O CTATYCC BLINIOJIHCHUA 3asiBKU (peFI/ICTpaIII/ISI y‘-IGTHOfI 3aIucCu 1pu

umnopte B ECHUA He Boinonnena — ommubka npu nposepke @O, CHUIIC u gater poxaenus B [IOP

Poccun):

{
"stateFacts": ["Identifiable"],
"status": "VALIDATION FAILED",
"flowDetails":
[
{
"name":"raRegistrationEndorsement",
"status":"S"

}l
{

"name": "validateSnils",
"status": "F",
"error":{"code": "ESIA-910001",
"message": "lleHcumoHHE GoHI Poccurickoi demepaumyu He MNOOTBEPIUII CyllECTBOBaHMUE

CHUJIC ¢ yKasaHHBEIMU pekBuUsmTamm' }
}l
{

"name": "sendSMS",
"status": "C"
}
]I
"errorStatusInfo":

{
"code": "ESIA-910001",

"message": "lleHcuoHHBM GOHI Poccurickoy dermepauuyu He NOOTBepIuil cyumecTBoBaumue CHUIIC c
YKa3aHHEIMU pekBuUsuTamm"

}

}

[Tpumep oTBeTa Ha 3ampoC O CTaTyce BBIMOJIHEHHUS 3a8BKHU (PErUCTpalys YYETHON 3alUCH MPU

ummnopte B ECUA He BbINoJIHEHa — OIIMOKa IIPH MTPOBEPKE MacopTHBIX AaHHBIX B MB/1 Poccun):
{

"stateFacts":["Identifiable"],
"status": "VALIDATION FAILED",
"flowDetails":
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[
{

"name": "validateRfPassport",

"status": "F",
"error":{"code": "ESIA-910100",
"message": "B&nbsp;aBToMaTUUECKOM pPEeXMME He&NbSpP;yImajloCh NPOM3BECTU MNPOBEPKY
Bawero nacnopra."}
}
]I
"errorStatusInfo":

{
"code": "ESIA-910100",
"message": "B&nbsp;aBToMaTMUECKOM pexuMe He&nbsp;ynajyioCk NPOM3BECTM NPOBEPKY BameI'o
nacnopra."
}
}

Bb.10 Ynpasienue nzoopakenneM (aBaTapom) B mpoduie

I10JIb30BaTeJ/JIA

[Iporpammubie untepdeiicel Ha ocHoBe REST obecrneunBaioT BO3MOXXHOCThH yIPaBJICHUS
n300paxkeHreM (aBaTapoM) moib3oBaTens. OdecrneueHa BO3SMOKHOCTD:
— mousydath uzoOpaxenue (aBatap) noasizoarens no OID;
— TOJyYaTh UCXOJHOE n300paxkenue (aBarap) nmonp3osarens mo OID.
JInst OCYIIECTBICHUS JAaHHBIX OIEpalyii CHCTeMa OpraHu3alMy JO0JDKHA HarnpaBuTh B hitps-

anpec nmporpammHoro uatepdeiica ECUA 3anpoc meromom GET.

b.10.1 IMoayueHue c:xxaToro uzodopakeHus (aBarapa) nojab3zoareisi mo OID

Jlos TIIOJIYUYCHHS CKATOI0 KPyrjioro I/I306pa)KeHI/I}I (aBaTapa) JOJDKEH OBITh BBITTOJTHEH 3aIpoc
metonom GET na https-aapec nporpammuoro untepdeiica ECUA®E, 3aronosok marnoro 3ampoca
JOJDKEH BKJIFOYATh B CeOst MapkKep a0CTy1a, BBIJIAHHBIN CUCTEME IS pa6OTLI C aBaTapom
nosp3oBatess (Usr_avt?oid={p.prn_oid}). Benaua mapkepa ocyIecTBIsIeTCS B paMKax MOJICITH
KOHTPOJIA IOCTYyIIa Ha OCHOBE MMOJTHOMOYMH CHUCTEMBI-KITNEHTA (HpI/IJ'IO)KeHI/Ie B.3), T.€. IIpaBO Ha
3ampoc TaKOro Mapkepa J0CTyIa yCTaHaBIuBaeTcs oneparopom skcruryatanun ECUA. Tlpu
aBTOpU3allNU HE00XO0MMO YKa3aThb B 3aroJIOBKE — Authorization ¢ IMOJTYYCHHBIM TOKCHOM.

B kauectBe orBeta ECUA BO3Bpaliaer MajieHbKOE KPYIjioe n300pakeHHe, UCTIOIb3YIOMIEeCs
Ha CTpaHHULEC aBTOPU3AIlU U B HpO(I)I/IJ'IC ECHUA, unu OI_I_II/I6I(y IIpu OTCYTCTBUHU I/I306pa)KeHI/IH.

IIpumep 3ampoca:

GET http://esia-portall.test.gosuslugi.ru/esia-rs/api/public/vl/pso/1000299282/avt/circle
Authorization: Bearer
eyJ2ZXI1i0jEsInR5cCI6IkpXVCIsINNIidCI6ImFjY2VzeyIsImFsZyI6I1JTMjU2In0.eyJuYmYiOjEIMjgyMDglMzE
sInNjb3B1lIjoib3BlbmlkIHVzcl9%hdnQ b2l1kPTEwWMDAYyOTkyODIiLCJpc3MiOiJodHRwOlwvXC9lc2lhlmdvc3VzbH
VnaS5ydVwvIiwidXJuOmVzaWE6c21kIjoiMDI4ZjkONWISMjEWN2ZiM]jcSMTE4YTM1IOGM2M2ZiNDRhMzd]jOGZi0TAyM
JA10GQOxZ3J1hMjdiNjIzMDg5ZjQ3YSIsInVybjplc21hOnNial 9pZCI6MTAWMDISOTI4MiwiZXhwIjoxNTI4M]EyMTMx
LCIpYXQi0jEIM]jgyMDgIMzEsImNsaWVudFO9pZCI6TI1RFUIRfULITINO . Lqv8Zm9J8sGEHIMGppY zWXGn KaQcWeERx
k53C-BkXAVxsMboEXwVcnmva5hRuSuo wcVwf3rY DQ 90Hgd3vZ3o-iEFciDJxVVAMz2sVIHQXvUzOHET-
VAMIwfsWUMurKeV7uCPYgrlrjagsRivzIgMc0eo0jlZMrM2ohUJTWVKZZgzT~

IxCBjyVoUwcPafBmkAmyOvt1RVj1LjgBZg5BNeXvUCv819cc4S0e9ql-eb6AEjZIHTNYEVolng la8iem—
UVVPRmjszyffr1lJSzSkDvds3809wYbfzk8ckA2b-95acNDtsN8esDdGbBg6c-xMpfmyNpALSlcluPkmkg

IIpumep ycremHoro oreera:

%8 Cepauc nocryren mo URL https://esia-portall.test.gosuslugi.ru/esia-
rs/api/public/v1/pso/{prn_oid}/avt/circle
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http://esia-portal1.test.gosuslugi.ru/esia-rs/api/public/v1/pso/1000299282/avt/circle

{
"url": "/0/0/0/0/0/113/33/424e0939-3055-4945-b510-0650ea2c97aa.png"

}

HOJ‘Iy‘IeHHOC I/I306pa)1(eHI/Ie pacmoiara€Tcs 1mo CCbLUIKE:
https://esia-portall.test.gosuslugi.ru/useravatar/{ccbuika Ha n300paskeHHE}, HAIPUMED:

https://esia-portall.test.gosuslugi.ru/useravatar/0/0/0/0/0/113/33/424e0939-3055-4945-b510-

0650ea2c97aa.png

[Tpumep oTBeTa B Caydae, €CIIU aBaTap HE HalJICH:

b.10.2

{
"code": "ESIA-040404",
"message": "ValidationCommonErrorEnum.avatar.notfound"

IMosryuenune ucxogHoro u3odpaxenus (aBarapa) nouab3oBarens no OID

Jlj1g ojtydeHus: MCXOHOI0 KBaIpaTHOIO N300paxeHus (aBaTapa) JOKEH ObITh BBINOJIHEH

3anpoc MeTonoM GET Ha https-agpec nporpammuoro nntepdeiica ECUA®. 3aronosok janHOr0
3arpoca JOJDKEH BKIII0YATh B ce0sl MapKep JA0CTYIa, BEIIAHHBIN CHUCTEME IJIsi padOThI C aBaTapoM
nosip3oBatesst (Usr_avt?oid={p.prn_oid}). Begaua mapkepa oCyIIecTBISIETCS B paMKax MOJICITH
KOHTPOJIS IOCTYIIa Ha OCHOBE MOJTHOMOYHI cucTeMbl-KiareHTa ([Ipunoxenne B.3), T.e. mpaBo Ha
3arpoc Takoro Mapkepa JA0CTyIa ycTaHaBIuBaeTcs onepatopoM skcrutyataiuu ECUA. Tlpu
aBTOPHU3AIMK HEOOXOMMO yKa3aTh B 3arojioBke — Authorization ¢ mOTy4eHHBIM TOKCHOM.

B kauectBe orBeta ECHA Bo3Bpaiaer KBagpaTHOe HCXOAHOE H300pakeHne TOIb30BaTEINS
WK OIIMOKY MPU OTCYTCTBUH U300PaKEHUS.

IIpumep 3ampoca:

cer http://esia-portall.test.gosuslugi.ru/esia-rs/api/public/v1/pso/1000299282/avt/square
Authorization: Bearer
eyJ2ZXI10jESInR5¢cCI6IkpXVCIsInNidCI6ImFjY2VzeyIsImFsZyI6I1JTMIU2In0.eyJuYmYiOjEIMjgyMDglMzE
sInNjb3B1Ijoib3BlbmlkIHVzcl9hdnQ b21kPTEWMDAYOTkyODIiLCJpc3Mi0iJodHRWOlwvXC91lc21hLmdvc3VzbH
VnaS5ydvwvIiwidXJuOmVzaWE6c21kIjoiMDI4ZjkONWISMjEWN2ZiMjcOMTE4YTM10GM2M2ZiNDRhMzdjOGZi0TAYyM
JA1OGOxZj1hMjdiNjIzMDg5ZjQ3YSIsInVybjplc21hOnNial 9pZCI6MTAWMDISOTI4MiwiZXhwljoxNTI4MJEyMTMx
LCIpYXQi0jEIM]jgyMDglMzEsImNsaWVudF9pZCI6I1RFUIREfULITINO . Lqv8Zm9JI8sGEHIMGppY zWXGn KaQcWeERx
k53C-BkXAVxsMboEXwVcnmva5hRuSuo wcVwf3rY DQ 90Hgd3vZ3o-iEFciDJxVVAMz2sVIHQXvUzOHET-
VAMIwfsWUMurKeV7uCPYgrlrjagsRivzIgMc0eo0]jlZMrM2o0hUJTWVKZZqzT-
IxCBjyVoUwcPafBmkAmyOvt1RV]j1LjgBZg5BNeXvUCv819cc4S0e9gl-e6AEjZIHTNyEVolng la8iem—
UVVPRmjszyffr1JSzSkDvds3809wYbfzk8ckA2b-95acNDtsN8esDdGbBg6c-xMpfmyNpALSlcluPkmkg

IIpumep ycremHoro oTeeTa:

{
"url": "/0/0/0/0/0/113/33/424e0939-3055-4945-b510-0650ea2c97aa.png"

}

[TosrygeHHOE N300paskeHNE pacrioiaraeTcs 1Mo CChUIKE:

https://esia-portall.test.gosuslugi.ru/useravatar/{cceuika Ha n300paskeHHE}, HAIPUMED:
https://esia-portall.test.gosuslugi.ru/useravatar/0/0/0/0/0/113/33/424e0939-3055-4945-b510-

0650ea2c97aa.png

HpHMep OTBCTA B CJIydae, CCJIn HCXOJIHBII aBarap HC HalJIeH:

{
"code": "ESIA-040404",
"message": "ValidationCommonErrorEnum.avatar.notfound"

% Cepauc mocrynen mo URL https://esia-portall.test.gosuslugi.ru/esia-
rs/api/public/v1l/pso/{prn_oid}/avt/square
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https://esia-portal1.test.gosuslugi.ru/useravatar/0/0/0/0/0/113/33/424e0939-3055-4945-b510-0650ea2c97aa.png

NMPUNOXEHWUE B. CEPBUCHI ECUA, OCHOBAHHBIE
HA ITIPOTOKOJIE OAUTH2.0 U OPENID CONNECT 1.0

B.1

OO01mue cBegeHud

OAuth 2.0 onpezensieT MPOTOKOJI B3aMMOICHCTBUSI CIIEAYIOIIUX CTOPOH:

BIIajIesIell pecypca (resource owner) — CyIIHOCTb, KOTOpask MOXET MPEJOCTaBUTh JOCTYI K
3allUIIaeMOMY pecypcy (Hampumep, KOHEYHbIH MOTb30BaTeb);

cucreMa-kimeHT (client) — mpuiIOKEHHE, KOTOPOE 3ampalinBacT JOCTYI K 3allUIacMOMY
pecypcy OT HMEHH BIIaJIeiblia pecypca;

ceppuc aBropm3anmu (authorization server) — cepBUC, KOTOPBIM BBITyCKAaeT I KIUCHTA
MapKephbl J0CTYyIa C pa3pellieHus BiIaIeiblia pecypcea;

MOCTABIIMK pecypca (resource server) — CEpBUC, Ha KOTOPOM pa3MEIICHbI 3allUIIaeMbIe
pecypchbl, U KOTOPBIA MOXKET MPUHUMATh 3alpOChl HA JOCTYI K 3allMIIaeMbIM pecypcam H
0TBEYATh Ha 3TH 3aIPOCHI.

Mopnens KOHTpoOJISI JOCTyHa, peanusyemast cepBucom aBTopuszauuu ECHA, ocHoBana Ha

UCIIONIb30BaHUHN Mapkepa docmyna (Security access token). Dtor mapkep HeceT HH(OpPMAIHUIO O

MMOAMHOKECTBE MOJIHOMOYHMN CHUCTCMBI-KJIMCHTA, O camMou CHUCTCMC-KIIMCHTEC, a TAKXKC pAL CJ'Iy)Ke6HBIX

napamerpoB. C TOUKHM 3pEHHUS] CUCTEMBI-KJIMEHTa MapKep [oCTyla MpelcTaBiser coboil Habop

cuMBOJIOB. CHCTEeMe-KJIIMEHTY JUIsl TOJydYeHUs JO0CTyNna K 3allMIIEeHHBIM pecypcaMm (T.e. Jenarthb

yCIEIIHbIE BBI30BBI NMPOrPaMMHOI0 HHTep¢eiica), Kak NpaBuiio, He TpeOyercs paclu(poBBIBATh

Mapkep J0CTyIla, AOCTATOYHO JIMIIb TIIOJYYaTb IO OIPCACIICHHBIM TIIpaBHJIaM H KOPPEKTHO

ucnosb3oBath. B 10 xe Bpems B ECUA npenycMOTpeHb! U «I0AMCaHHbIE» MapKephl 1I0CTYIa, KOTOpPbIE

MO>KHO MpoBepUTh 0e3 oOpamenust Kk ECUA.

B ECHA ucnonb3yrorcs ABa crioco0a MoaydyeHus: MapKepa JA0CTyIa:

Cucrema-KIMEHT TOJIy4aeT MapKep JIOCTylna B PE3yJbTaTe AEIEerUpPOBAHHOTO MPHUHITHUS
pellIeHrs CEpBUCOM aBTOPU3allMM Ha OCHOBAHUU COTJlacus Biajenblia pecypca. B aTom ciydae
CepBHC aBTOPU3AIIMH BbIIAET MapKep JOCTYIa, €Cl IBHBIMH 00pa3oM MOIydaeT pa3pelieHue
CO CTOpPOHBI BIajenblia pecypca. Hampumep, cuctema-KIHEHT o00paTuiach K CEPBHUCY
aBTOPH3ALUU 32 MapKepOM, MO3BOJISIIOIIMM IMOJTYYUTh KOHTaKTHBIE JaHHbIE MOJb30oBaTens. B
3TOM Cllyyae CepBUC aBTOPU3AILINU 3aIPALIUBAET y MOJIb30BaTENS, COTJIACEH JIM OH NMPEA0CTaBUTh
JTAaHHBIE CHCTEME-KINEHTY, U TIPH TIO3UTUBHOM PEIICHUH BBIJIAET MapKep J0CTyIA.
Cucrema-KIMEHT MOJy4aeT MapKep JIOCTYyIa B pe3yibTaTe pElIeHUsl CEpBUCA aBTOPU3ALMU Ha

OCHOBAHUHU HAJIN4YUA Y CHUCTCMBI-KJIMCHTA COOTBCTCTBYIOIIUX noaHoMOYni. B 3ToM cjIydac
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CHCTEMa-KJIMEHT HE JOJDKHA IOJyyaTh SBHOTO pa3pelieHHs OT BIJAeiblla pecypca — 3TO
paspelieHre ObLIO JaHO 3apaHee, Ha CTAJAMM PErHCTPALUU CHUCTEMBI-KIMEHTa B CEpBUCE
aBTOpH3anuu. Takas MOJeb KOHTPOJIS JOCTYIA pealTu3yeTcsi, HalpuMep, PH B3aUMOJICHCTBUA
WH(POPMAIIMOHHBIX CUCTEM, €CIHM OJHAa CHUCTEMa >KeJlaeT MOJYyYUTh HICHTU()UKAIMOHHBIC
CBEICHHS O IPYrOd CHCTEMeE, /ISl 4ero el HEOOXOAMMO MOTYYUTh COOTBETCTBYIOIIMI MapKep
JOCTyHA.
AyTeHTUHKALNS T0Ib30BaTels, peainzyemasi ¢ nomorsio mMoaean OAuth 2.0 u paciuieHus
OpenID Connect, ocHoBaHa Ha UCMoib30BaHuU Mapkepa uaeHtudukanuu (ID token). DToT Mapkep
HeceT wHMOpManui0 00 WICHTU(PUKANMMOHHBIX ITAHHBIX IOJIL30BATENS, a TaKXKe PAN CIYKESOHBIX

apaMeTpoB.

B.2 Moaejsb KOHTPOJISI HA OCHOBE AeJIeTHPOBAHHOIO NPUHATHSA

pelieHust

B.2.1 O0mme npuHUHNBI
JlaHHast MOJIeTIb KOHTPOJIS IOCTYTIA HCHOIB3YEeTCs B CIyYasxX, KOT/ia CUCTeMa-KIIMEHT TIPH
JOCTYIIE K PeCypCy AOJDKHA TOIYYUTh pa3pelieHne Ha 3TO ISHCTBUE CO CTOPOHBI Biaelblia pecypcea.
B o6miem Bujie cxema B3auMOJEHCTBUS BBITJISIIUT CIASAYIOIUM 00pa3oM:

— CHCTeMa-KJIMEHT 3alpallMBaeT Yy BIaJAeiblla pecypca paspelleHue Ha JOCTyln K
COOTBETCTBYIOIIMM pecypcaM. OOBIYHO JTOT 3ampoc OCYIIECTBIISIETCS HE HANPAMYIO K
BJIAJIETIbILY pecypca, a ONOCPEIOBAaHHO Yepe3 CEPBHC aBTOPU3AINH (KOTOPHI, B CBOIO OYepeb,
3alpaliBaeT pa3pelleHue y Blaiesblia pecypca), HOCKOIbKY caM BiaJleslel] pecypca He MOXKET
BBIJATh HU MapKep J0CTYIa, HA aBTOPH3ALMOHHBIN KOJI;

— CHCTeMa-KJIMEHT T[oJlydaeT paspemieHne Ha jgoctyn  (authorization grant) B Buze
aBTOPU3ALIMOHHOTO KOJIa;

— CHCTeMa-KJIMEHT 3alpalluBaeT MapKep JOCTyNa, NPeAbsSBUB aBTOPU3ALMOHHBIA KOJ CEPBUCY
aBTOPU3AIINU;

— CEepBHC aBTOPH3AIMU ayTEeHTU(UIMPYET CUCTEMY-KIHEHTA, IPOBEPSET aBTOPU3ALMOHHBIN KOJ
Y BBIJIACT MapKep JOCTYIa U MapKep OOHOBJICHHUS;

— CHCTeMa-KJIMEHT 3alpalliBacT y IMOCTABIIUKA 3alllMIIEHHBIH pecypc, MPenbsBisis MapKep
JOCTYTIa;

— TIOCTaBLIMK pecypca MpOBepsieT MapKep JOCTYIa, €CIM OH BaJUACH, TO pa3peraer J0CTyl K

3alIUIIEHHOMY PECypCy;
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— CHCTeMa-KJIMEHT BHOBb 3alpalllMBaeT C IOMOIIBIO BBIJAHHOTO paHee MapKepa JOCTYyH K
3aLIUILEHHOMY PECypCy;
— IIOCTaBLIMK pecypca MpoBEpsieT Mapkep, OOHapyKHMBAET, YTO CPOK €ro ACHCTBUS MHCTEK,

BO3BpallaeT cooduienne o6 omuoke;

— CHCTeMa-KJIMEHT oOpalaercs K CEpBUCY aBTOpH3allMM 3a IIOJYyYEHHEM HOBOIO Mapkepa

J0CTyNa, MPEIbSIBIISAS MapKep OOHOBIICHUS;

— CEpBHC aBTOPH3ALMM IIPOBEPSAET BAIMAHOCTh MapKepa OOHOBJIEHUS M BO3BpAIAeT JABa HOBBIX

MapKepa: I0CcTyna 1 OOHOBJICHHUS.

Cxema B3auMOJIEHCTBUS IPEJICTaBIEHA HA pUCyHKe 15.

[Tocne Toro, Kak cucTeMa-KJIMEHT MOJydria MapKep JOCTYIa, OHa MOYKET HEOITHOKPAaTHO
o0palaThcs 3a MOJIy4eHUEM COOTBETCTBYIOIIETO 3aIIUIIEHHOT0 pecypca, oKa He UCTEUYET CPOK
neiicTBust 3Toro Mmapkepa. Koraa 3To npou3oieT, CucTeMe-KINEHTY OTpeOyeTcs OJy4YnTh HOBBIN
MapKep J10CTyIa.

KnroueBast 0coOO€HHOCTB 3TON MOJIENIM B TOM, YTO CaM BJIafIeJiel] pecypca HUKOI/Ia He MoJlyyaeT
MapKep J10CTyIa, ero Mojy4yaeT cama CUCTEMa-KIMEHT B pe3yJIbTaTe NPsMOM CBSA3H C CEPBUCOM

aBTopu3anuu (Server-side flow).
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sd [locTyn ¢ nomoLblo aB HHOro koaa (06 cxewa)/

Cuctema-kKnmeHT Cepsuc Bnaaeneu MocTasupk
asTopu3aLmmn pecypca pecypca

T
|
3anpoc Ha aBTopu3sauunio() !

3anpoc 3anpoc Ha

T
|
|
|
|
|
aBTOpM3aLMIoO() |

g NOATBEPXAEHWE 3anpocal)
hl

aBTOPU3ALIMOHHbIN Koz()

<
%

3anpoc Ha nonyyeHue
mapkepa AocTyna,
aBTOPU3AUMOHHbIA KOA()

mMapkep AocTyna,
4 Mapkep o6HoBnexus()

=

L]
| |

3anpoc Ha [JOCTyN K pecypcy, Mapkep Aoctyna()
T T
| |

| |
| 3aLWLLEHHBI pecypc() |
I I
| |

1 1
3anpoc Ha AOCTyn K pecypcy, Mapkep goctyna() L
| |
| |

.
- :ou.MGKa: HepaencTBNTeNbHbIN Mapkep()
<
] I I
3anpoc Ha nonyyeHue |
mapkepa gocTyna, |
|

mapkep o6HoBNeHus .

|
|
|
|
|
mapkep gocTyna, |
|
|
|
|

_g _Mapkep o6HoBnexus()
<

T

Pucynox 15 — O6miast cxema B3auMOACHCTBUS MPU MOJIYICHHH MapKepa TOCTYIa ¢ TOMOIIbIO
ABTOPH3AIIMOHHOTO KOJIA

JUis onTUMH3aMY TOBTOPHOTO OJTYYEHHUsI MapKepa JOCTyIa UCIOIb3yeTCsl MEXaHU3M
mapxrepa oonosnenus (refresh token): B 3ToMm ciyyae nepBoHayaibHO B 0OMEH Ha aBTOPU3ALlMOHHBIH
KOJI CHCTEMe-KJIMEHTY BBIJJACTCSl HE TOJBKO MapKep J0CTyIa, HO U Mapkep oOHoBneHus. Korna
MapKep JI0CTyIa MepecTaeT AeHCTBOBATh, CUCTEMa-KIMEHT 00paIaeTcs K CEpBHUCY aBTOPU3AIINH 32
MOJTy4YeHHEM HOBOT'O MapKepa JIOCTYIa, MPEAbABIAA MOCIEIHUNA NOTYYeHHBIA paHee MapKep
ob6HoBneHus. CepBHC aBTOpPHU3ALUU POBEPSET BAJIMIHOCTh MapKepa OOHOBICHHS (UTO OH SIBIISIETCS
aKTyaJbHBIM, HE OBIJI OTO3BAaH U UTO CPOK €T0 JEHCTBHUS HE NCTEK) U BBIAET HOBBIM MapKep JIOCTYyIa U
Mapkep 0OHOBIICHUS.

OcobeHHocTH Mapkepa 0OHOBIICHUS:

— wuMeeT 0oJiee ITUTENFHBIA CPOK NIEHCTBHA, YeM y Mapkepa goctyna. Cpok IeicTBHS Mapkepa
OOHOBJICHMS pa3IMyeH IS Kaxa0i HWHPOPMAIMOHHOW CHUCTEMBI U HAcTpauBaeTcCs

Anmunuctparopom MC B Texnonornueckom noprane ECUA;
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— TPEeIbSBISCTCS WMCKIIOYUTEIBHO TP HEOOXOJMMOCTH MOJYYHTh HOBBI Mapkep JJOCTyma
(TakuM 00pa3oM, MUHIMH3HUPYETCSI PUCK TepexBara);
—  BBIJIACTCS CEPBHCOM aBTOPU3ALMHU OJHOBPEMEHHO C MAPKEPOM JIOCTYTIA;
— MOXeT ObITh 0TO3BaH BIIAJICTIBIIEM pecypca.
Takum 0Opa3oM, HaTMUKE MapKepa OOHOBJICHUS TTO3BOJISIET CUCTEME-KIIMEHTY TI0Jy4aTh HOBBIH
MapKep JI0CTyIa Jake TOTa, KOTia IMoJIb30BaTellb (BIaAelell pecypca) HeIOCTYIIeH, TIPU YCIOBUH,

YTO BIIAJIETICI] pecypca sIBHBIM 00pa30oM He 3alpeTHIT JOCTYII.

B.2.2 IlosnyyeHue aBTOPU3ALHOHHOI0 KOJAA
Yr1oOBI MOSYyYUTh ABTOPU3ALIMOHHBIN KOJ], CHCTEMA-KIMEHT JI0JKHA OJIYYUTh pa3pelieHue Ha
JOCTYII K 3aIlUIIEHHOMY PECYpCy CO CTOPOHBI €ro Bilajeinbla. B ciydae, koraa BiagenblueM sBIIseTcs
nosib3oBarenb ECUA, cuctema-KIMEeHT JOKHA HAlIPABUTh 110JIb30BATENS HA CTPAHUILY
npenocrasnenns npas gocryna B ECUA® (monp3oBaTens nomkeH ObITh IPeBAPUTETHHO
ayrentudunuporan B ECUA unmu cucrema ECHUA nonpocut ero npoitu uaeHTUPUKAIUIO U
ayTeHTU(UKALIUIO).
OTa cChIKA J0JKHA COJIEPKaTh CIEAYIOIINE 00s3aTeNbHbIE TapaMeTPhl:
— <client_id> — unentudukarop cucrempl-kireHTa (MHeMOHHKa cuctemMbl B ECHA);
— <client_secret> — moxnucs 3ampoca B popmare PKCS#7 detached signature B koguposke UTF-
8 or 3HaueHuil yerbipex nmapamerpoB HTTP—3ampoca: scope, timestamp, clientld, state (6e3
pasznenuteneit). <client secret> moimxkeH OBITH 3akoaupoBaH B ¢opmare base64 url safe.
Wcnonb3yemplii AJis TPOBEpPKH TMOANMCH CepTU(UKAT JOKEH ObITh IpeIBapUTEIBHO
3apeructpupoBad B ECUA u npuBsizan k yueTHo 3anucu cucteMbl-kinueHta B ECUA. ECUA
nojaepxxuBaer ceptudpukarsl B popmare X.509. ECHUA noanepxuBaeT aJrOpUTMBI
dbopmupoBanus dekTpoHHOW moanucu RSA ¢ gnuHo¥ kimroua 2048 u  anroputmMom
Kpunrorpaduueckoro xsmupoBanus SHA-256, a Taxke aqropuTMbl 3JEKTPOHHOW MOANUCU
I'OCT P 34.10-2001, TOCT P 34.10-2012 u anropuT™ KpHUNTOTpa(uUYecKOro X>3IIUPOBAHUS
I'OCT P 34.11-94.
— <redirect_uri> — ccpuika, M0 KOTOPOH JOKEH OBITh HANIPABJICH IOJIB30BATEIb MOCIE TOTr0, Kak
JlacT pa3pellieHue Ha JOCTYI K Pecypcey;
— <scope> — o0jacTe JOCTyma, T.€. 3alpalluBaeMble MpaBa; HapUMep, €CIM CHCTeMa-KIUEHT

3arpamunBacT AOCTYII K CBCACHUAM O COTPYAHHUKAX OpraHu3alrr, TO SCOPE€ AOJKHA HMMCETH

60 Anpec B TecToBoii cpene: https://esia-portall.test.gosuslugi.ru/aas/oauth2/ac
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sHaueHue http://esia.gosuslugi.ru/org_emps (¢ HeEOOXOIWMBIMH  IapamMeTpamu); €Cliu

sanpammBaercs scope id_doc®! (nammsle 0 monB30BaTENE), TO HE HYXKHO B KA4ECTBE TTapaMeTpa

yKa3bIBaTh 0i0 3TOTO MOJIL30BATEIS;

— <response_type> — 3to Tum oTBeTa, KoTophlii oxxkugaercst or ECUA, numeer 3aauenue code, ecinu
CUCTEMa-KIIMEHT JI0JDKHA MOJYyYUTh aBTOPU3ALMOHHBIN KOJI;

— <state>— nabop ciry4ailHBIX CUMBOJIOB, UMEIOTHH BHT 128-0uTHOTO HAeHTH(HUKATOpA 3ampoca
(HEOOX0MMO TSI 3aIIUTHI OT MepexBara), renepupyercs o ctangapty UUID;

— <timestamp> - Bpems 3ampoca aBTOpU3aIMOHHOr0 Koja B opmare yyyy.MM.dd HH:mm:ss Z
(manpumep, 2013.01.25 14:36:11 +0400), HeoObxoaumoe s (UKCAIMK Hadajga BPEMEHHOTO
MIPOMEXKYTKA, B TEYCHHE KOTOPOro OyAeT BAIMICH 3ampoC C JaHHBIM HICHTH()UKATOPOM
(<state>);

— <access_type> — npunumaet 3HadeHue “offline”, ecnm Tpedyercs UMETh TOCTYI K pecypcaM H
TOTJa, KOTJa BJIANENel] HE MOXKET OBITh BBhI3BaH (B ITOM CIIy4ae BBIITYCKACTCS MapKep
OOHOBJIEHHUS ); 3HaYeHHE “‘online” — qocTyn TpeOyeTcs TONBKO MPU HATMYUU BIAIEIbIIA.

Ecnu B Xo1e aBTOpHu3anuu He BO3HUKIIO omnbok, To ECUA ocymiecTBisieT pequpext
MIOJIB30BATEJIS TI0 CChIIKE, YKa3aHHOU B redirect uri, a Takyke BO3BpAILACT JIBA 00s13aTEIIBHBIX
napamerpa:

— <code> — 3HaueHue aBTOPU3AIlHOHHOI'0 KOJa,

— <state> — 3HaueHue mapameTpa State, KOTOpbIi OBLI MOJIYYEH B 3alpoce Ha aBTOPH3AIMIO;
CUCTeMa-KIIUEHT JIOJDKHA IMPOBECTH CPABHEHHE OTIPABICHHOTO W TIOJYYSHHOTO Mapamerpa
state.

B ciydae ommOku cepBUC aBTOpPHU3AI[MU BEPHET B MapaMeTpe Error Ko omuoKu (Harmpumep,
“access_denied”) u He mepeHANpPaBUT MMOJIB30BATENS 110 ajpecy, ykazaHHomy B redirect_uri. I[lepeucHs
BO3MOXXHBIX OIIMOOK MpUBE/IeH B Tabwie 12.

Tabnuua 12 — Cnrcok ommOoK MpH MOTy4YeHUH MapKepoB JOCTyma

Ne Ko mapamerpa Onucanue napamerpa

ESIA-007003: B 3anpoce oTcyTCTBYET 00s3aTENIbHBINA MTapaMeTp,
1. | invalid_request 3ampoc BKIIIOYaeT B ce0s HEBEpHOE 3HAYEHHE IMapaMeTpa WM

BKIIIOYACT MapaMETp HECKOJIBKO pa3

. ESIA-007004: Biagene ecypca WIA CEPBUC aBTOPHU3AIIMUA
2. | access_denied JieielL pecyp p pusaig

OTKJIOHHIJI 3aIlIpOC

61 JIu6o omuH MM HECKOIBKO SCOPE, 00eCIeUHBAOIIHX JOCTYII K TIEPCOHATBHBIM JTAHHBIM
MMOJIL30BaTEISL.
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Ne Ko mapamerpa Onucanue napamerpa
3 ) ) ESIA-007005: Cucrema-KIMeHT HE MMEET IpaBa 3alpalllBaTh
- | unauthorized_client
MOJTyYeHHE MapKepa JOCTyNa TAKUM METOI0M
4 | ) ESIA-007006: 3anpomiennast o6macte noctymna (SCOPe) ykazaHa
- | invalid_scope
HEBEPHO, HEM3BECTHO WM c(hOpMUPOBAHA HEKOPPEKTHO
ESIA-007007: Bo3nukina HeoXuJaHHas oOmuMOKa B padoTte
5. Server_error CCpBHCA ABTOpPHU3ALMM, KOTOpasd IIPHBCIA K HCBO3MOXXHOCTHU
BBITOJIHUTH 3aIpOC
ESIA-007008: CepBuc aBTOpH3allid B HACTOSIEE BPEeMs HE
6. | temporarily_unavailable MOJKET BBINIOJHHUTH 3alpOC H3-3a OOJBIIOW HArpy3KH WIIH
TEXHUUYECKUX padoT Ha cepBepe
7 ESIA-007009: CepBuc aBTOpHM3aliKi HE  IOJICPKUBACT
.| unsupported_response_type
MOJTyYeHHEe MapKepa JOCTyIa 3TUM METOJIOM
. . . ESIA-008010: He vypmamoceh OpPOM3BECTH ayTEHTU(DUKALIUIO
8. | invalid_client Y P Y L
CHCTEMBI-KJIIHEHTA
ESIA-007011: ABTOpU3allMOHHBIN KOJI WJIM MapKep OOHOBJICHUS
9 | ol HE/IEUCTBUTENEH, MPOCPOUEH, OTO3BAaH MJIM HE COOTBETCTBYET
- | invalid_grant
azpecy pecypca, ykazaHHOMY B 3alpoce Ha aBTOPHU3AIMIO, WIIN
OBLT BBIJIaH IPYrol CUCTEMe-KIINEHTY
10 ESIA-007012: Tun aBTOpU3aLIMOHHOTO KOJIa HE MOIePKUBAETCS
. | unsupported_grant_type
CEpPBHCOM aBTOPU3ALIUH
) ) ESIA-007013: 3ampoc He coIepKHUT YKa3aHHs Ha o001acTh
11. | invalid_scope P P e
noctyra (SCope)
12. | invalid_request ESIA-007014: 3anpoc He coAepKUT 00sI3aTeTBLHOTO MapaMeTpa | |
13. | invalid_request ESIA-007015: HeBepHoe Bpems 3ampoca
14. | no_grants ESIA-007019: OtcyTcTBYeT pa3pelieHre Ha T0CTyIl

B.2.3 Ilosyuenne Mmapkepa 10CcTyna B 00MeH HA aBTOPU3ALUOHHBIN KO

KOTI[E[ aBTOpI/I3aI_[I/IOHHLII71 KOI IMMOJIYy4YC€H, CUCTEMA-KIIUCHT MOKCT C(bOpMPIpOBaTL 3arpocC

metozom POST wma https-anpec ECUA nns noyuenus Mapkepa 1ocTyna®?, OuH aBTOpU3aIiMOHHEII

62 Anpec B TecToBoii cpene: https://esia-portall.test.gosuslugi.ru/aas/oauth2/te
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KOO MOKHO 0OMEHSATH Ha OIWH MapKep A0CTyIa. B teno 3arpoca JOJIKHBI OBITh BKJIIOYCHBI

CJICAYIOIUC CBCACHUA:

<client_id> — uaenrudukatop cuctembl-kiineHTa (MHeMOHKKa cucteMbl B ECHA);

<code> — 3HaucHHME aBTOPHM3AIMOHHOTO KOZa, KOTOpHIA Obul paHee moayden or ECUA u
KOTOPBIH HEOOXOMMO OOMEHSTh Ha MapKep JI0CTYIIa;

<grant_type> — npuHuMaeT 3HauyeHue ‘‘authorization code”, eciu aBTOPU3ALMOHHBIA KOI
0OMEHMBAETCS Ha MapKep JOCTYIIa;

<client_secret> — noanucs 3anpoca B popmare PKCS#7 detached signature B koguposke UTF-
8 or 3HaueHmit yerbipex nmapamerpoB HTTP—3ampoca: scope, timestamp, clientld, state (6e3
pasnenurenei). <client secret> nomkeH ObITh 3akonupoBaH B (opmare base64 url safe.
Hcnonb3yemplii AJis TPOBEPKU TMOAMHCH CepTU(UKAT JODKEH ObITh MPEeABAPUTEIHHO
3apeructpupoBadn B ECUA u npuBsizan k ydeTHoi 3anucu cucrembl-kiuenta B ECUA. ECUA
nojanepkuBaeT ceprudukatel B popmare X.509. ECHA mnomumepxuBaerT alroOpUTMbI
dbopmupoBanusi 31eKTpoHHOM moamucu RSA ¢ anunoit kmoua 2048 u  anroputMom
kpunrorpaduueckoro xamupoBanus SHA-256, a Takxke alropuTMbl 3JEKTPOHHOW MOANUCU
I'OCT P 34.10-2001, TOCT P 34.10-2012 u anropuT™ KpUNTOTpaguyYecKOro X3IIHUPOBAHHS
I'OCT P 34.11-94.

<state> — Habop ciy4ailHbIX CHUMBOJIOB, UMEIOIITUI BUJ 128-OuTHOTO MaeHTHU(UKATOpa 3ampoca
(HEeoOxomMMO ISl 3alTUTHI OT TepexBaTa), reHepupyercs o crangapty UUID; stot nabop
CUMBOJIOB JIOJDKEH OTJMYaThCi OT TOT0, KOTOPBIA HCIIONB30BANCS TMPH TOTy4YEeHUU
aBTOPHU3ALIMOHHOTO KOJA;

<redirect_uri> — ccpuiKa, 0 KOTOPOU JOJDKEH OBITh HATPABJICH MOJIL30BATEIb MOCIIE TOTO, Kak
JlacT pa3pellieHre Ha JOCTYM (TO e caMoe 3HaueHHe, KOTopoe ObUIO YKa3aHO B 3allpoce Ha
MOJIy4€HUE aBTOPU3ALMOHHOI0 KO/Ia);

<scope> — o0aacTh I0CTyMa, T.€. 3alpaniuBaeMble mpapa (To )Ke caMoe 3HaYeHHE, KOTOpoe ObLIO
yKa3aHo B 3allpoce Ha MOJy4eHHe aBTOPU3allMOHHOTO KOJa);

<timestamp> — Bpems 3ampoca mapkepa B ¢opmare yyyy.MM.dd HH:mm:ss Z (Hanpumep,
2013.01.25 14:36:11 +0400), Heobxoaumoe 1715 pUKCAIIUN Hayalla BpEMEHHOT'0 IIPOMEXYTKa, B
TE€YEHHE KOTOPOTo Oy/IeT BAIM/IECH 3aMPOC C TaHHBIM UICHTHPHUKATOPOM (<state>);
<token_type> — Tumn 3ampamnBaeMoro mapkepa, B Hacrtosmiee Bpems ECHUA momaepxuBaet

TOJIbKO 3HaueHue “Bearer”.
Ecnu 3anpoc ycnemno nporren nposepky, To ECUA Bo3Bpamaer oret B ¢popmare JSON:
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— <access_token> — mapkep J0CTyIa JJIsl JAHHOTO pecypca;

— <expires_in> — Bpems, B T€YEHHE KOTOPOTO UCTEKAET CPOK JACHCTBUS MapKepa (B CEKyH/ax);

— <state>—nabop ciTy4ailHBIX CHMBOJIOB, UMEIOIINH BT 128-0uTHOTO MAeHTHU(HUKATOpA 3aIpoca,
rerepupyertcs no cranaapty UUID (coBnamaer ¢ uneHTU(UKATOPOM 3ampoca);

— <token_type> — Tun mpenocTaBIeHHOTO Mapkepa, B Hactosuiee Bpems ECHUA momuepkuBaer
TOJILKO 3HaueHue “Bearer”;

— <refresh_token> — mapkep 0OHOBIICHUS ISl JAHHOTO pecypca.

[Ipumep otBerTa:

{

“access_token” :
“eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlciIoMX0.eyJleHAIOJEZNTkINDAXODcsInNJb3B1I]
0iaHROcDpcLlwvZXNpYS5nb3Nlc2x1Z2kucnVeL2VtcF9pbmY b3JInX29pZD0xMDAWMDAwWMzU3IiwiaXNzIjoiaHROcDpcLlwvZXNpY
S5nb3N1c2x1Z2kucnUiLCJuYmYiOjEzZNTk1MzY10DcsInVybjplc21hOnNpZCI6IjE2ZDAmOTNKLTZ] ZTgtNDE30S04ZmFmLTAmZDO2
7DMyMDhhNiIsInVybjplc21hOnNial9pZCI6MTAWMDAWMDMANSWiY2xpZW50X21kI§0iRVNIQSIsImlhdCI6MTM1OTUZNIU4N30”,
“expires in” : 3600,

“state” : “9be638a9-0e05-42el-b4f8-a3e30457fbdd”,

“token type” : “Bearer”,

“refresh token” : “54039d1f-9917-43cd-961a-2729c891ef8c”

}
[Tpu HEBO3MOXKHOCTH BBIIAUU MapKepa JA0CTyIa Bo3Bpamaercs ko omunbku (Tabmumna 12).

B.2.4 IlosiyuyeHre HOBOro MapKepa A0CTyla B 00MeH Ha MapKep 00HOBJICHUSA
[Tpu ucnonb30BaHUM MapKepa JI0CTyIa CUCTEMaM-KIMEHTaM PEKOMEHAYETCs CHavYala
IIPOBEPATH, HE UCTEK JIM CPOK €ro AeicTBUA. Ecau Mapkep IpocpoYeH, TO AJlsl YCHEIHOro JOCTyIa K
3alIUIIEHHOMY pecypcy HOTpeOyeTcsl IpeIBapUTEIBHO MTOJIyYUTh HOBBIN MapKep AOCTyIa ¢
UCIOJIb30BAaHUEM MapKepa OOHOBJIEHUs. [l 9TOro cucTeMe-KIMEHTY ciaelyeT COPpMHUPOBATE 3aIIPOC
metonoMm POST B agpec ECUA, numeronuii CTpykTypy, aHAIOTHYHYIO IEPBUYHOMY 3alpoCy Ha
noiydeHue Mapkepa. OCOOEHHOCTH 3HaUEHUI TapaMeTPOB 3aIpoca:
— <refresh_token> — 3Ha4eHHe UMEIOLIErocs y CUCTEMBI-KIIMEHTa MapKepa 0OHOBJICHHUS, KOTOPBIH
cieayeT OOMEHSATh Ha HOBBIN MapKep JocTyna (yKa3bIBaeTcsi BMecTo <code>);
— <grant_type> — nomxHO uMmeTh 3HaueHue “‘refresh token”, mockonbky Mmapkep OOHOBIEHUS
0OMEHUBAETCsI Ha MapKep JOCTYIa;
Otger Ha 3T0T Haercs B popmare JSSON u umeer Ty ke CTpYKTYpy, Kak U TIPH TIEPBUIHOM
IIPEJOCTaBIEHUHN MapKepa 10cTyna. B 3ToM oTBeTe COAepKUTCS HOBBIM MapKkep OOHOBIICHHUS,
KOTOPBIN CUCTEMA-KIIMEHT JIOJDKHA XPAaHUTh BMECTO YK€ MCIOJIb30BaHHOTO MapKepa OOHOBIICHHUS.

[TepeueHs BO3MOKHBIX OMIMOOK MpuBeeH B Tadnume 13.
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Tabmuna 13 — Cnrcok omuOOoK MpH MOy4eHHH MapKepa JI0CTyrna B 00OMEH Ha MapKep

OOHOBIICHHS
Ne Kox mapamerpa Onucanue napamerpa
1. | expired_token ESIA-007027: Cpoxk aeiicTBUS MapKepa OOHOBJICHHS HCTEK
i ESIA-0070278: Mapkep OOHOBJICHHS CKOMIPOMETHUPOBAaH U
2. | access_denied
0TO3BaH

B.3 Moaeab KOHTPOJISI 10CTYINIA HA OCHOBE MOJHOMOY Ul CHCTEMBI-

KJIHEHTA

B.3.1 O0mme npuHUHNBI
DTa MOJIeNTb KOHTPOJIS MIPEAIONATraeT, YTO CHCTEMA-KITHEHT CaMOCTOSITEIbHO 00paIaeTcst K
CEepBHCY aBTOPU3AIIUK U MmoiydaeT Mapkep noctyna (client-side flow) Ha ocnHoBanuu numeronmxcs (1
3a()MKCUPOBAHHBIX B CEPBUCE aBTOPH3AIMH ) MTOJIHOMOYHI CHCTEMBI-KJIMEHTA. JlaHHas MOeNb
KOHTPOJISI IOCTYIIA TPE/IIOIAraeT, YT CHCTEMA-KIMEHT TIPH JOCTYIIE K 3alIAIIEHHOMY PECypCy
HEMTOCPE/ICTBEHHO IMOJTydYaeT paspemnieHue (B hopMe MapKepa J0CTyIa) CO CTOPOHBI CepBHCa
aBTopu3aiuu. B o01iem Br/e cxeMa B3auMOCHCTBHS BBITJISIUT CIICAYIOIIAM 00pa3oMm:
— CHCTEMa-KJIIMCHT o0pamiaercss K CEepBHCY aBTOPW3AallMU 3a Bblgadell Mapkepa OCTyIa,
MO3BOJISIFOLIETO MOJTYYHTh TOCTYII K 3aLIUIIEHHOMY PECypCy;
— CEpBHUC aBTOPHU3AIUH AyTEeHTHOHUIUPYET CHCTEMY-KIMEHTA U BBIIACT MapKep J0CTYIIa;
— CHCTEMa-KJIMCHT 3alpaiiuBacT y IOCTABIIMKA 3aIlUINCHHBIA pPECypC, MPEIbSIBISSE MapKep
J0CTYyIa;
— TIOCTaBIIMK pecypca MPOBEpsieT MapKep MOCTYIa, €CIM OH BaJHICH, TO pa3pelracT JOCTYIl K
3aIUIICHHOMY Pecypcy.

JlaHHast MojeIb KOHTPOJIS OCTYyIa MPOMJUTIOCTPUPOBaHa Ha pucyHke 16.
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sd Cxema B3ammogencTBus /

Cuctema-knmeHT Cepsuc MocTaBumk
aBTOpM3aLMMN pecypca

I

|
3anpoc Ha nonyyeHune :
mMapkepa goctynal)

mapkep gocTtynal)

|

3anpoc Ha nonyYeHve pecypca, mapkep gocrynal)
|
|

|
3aLLYLLEHHBIN pecypc()

_!;']4

Pucynok 16 — Cxema B3auMOJICHCTBUS IIPU peaTu3allii MOJIEIH KOHTPOJIS IOCTYIa Ha OCHOBE
MOJIHOMOYMI CHUCTEMBI-KJIMEHTA
[TockonpKy noayyeHre Mapkepa 10CcTyna Npy UCHOIb30BaHUU JAHHON MOJIENIN KOHTPOJISI HE
npezrosiaraeT o0OpalleHus K BIaJelblly pecypca, To MapKkep 0OOHOBIIEHUs He puMeHsieTcs. Cucrema-
KJIMEHT T0CJIe UCTEUEHUs CPOKa JIEHCTBHSI MapKepa JI0CTyIa MOXKET 00paTUTHCS K CEPBUCY

ABTOpU3alMu U IMOJTYYUTb HOBBIN MapKep JOCTyIa.

B.3.2 Ilonyuyenune mapkepa 10CTyna

Jlsis osTy4eHust MapKepa JA0CTyIa CHCTeMa-KIHEeHT JI0JDKHA HanpaBuTh 1o https-aapecy
cepBuca aBropusainuu (ECHUA) 3anpoc meronom POST. 3ampoc noimkeH coaepkaTh ClIeayolme
CBEICHHUS:

— <client_id> — uaentudukarop cucremMbl-kiineHTa (MHeMoHuKa cuctembl B ECUA);

— <response_type> — ucmnonb3dyemasi MOJIeNIb KOHTPOJISI IOCTYTa; MPUHUMAET 3HadeHue “token”,
€CITH TIPOUCXOANUT OE3YCIIOBHOE HAJICIIEHHS CHCTEMBI-KJIMEHTA MTOTHOMOYHUSIMH,

— <grant_type> — mnpuauMmaeT 3HaueHue ‘“‘client credentialS”, ecnum wucmoaB3yeTcs MOIETH
KOHTPOJIS IOCTYIa HAa OCHOBE MOJTHOMOYHM CUCTEMBI-KIIMEHTA;

— <scope> — obnacTe AOCTyMa, T.C. 3alpaliuBaeMble TpaBa; HAIPUMEP, €CIU CUCTEMa-KIUCHT
3ampamuBaer jgoctyn k ganHbiM MHH, To scope momkHO wuMeTh 3Hauenue INN. [lpu
HE00XO0AMMOCTH 3arpoca JAByX U 0ojee o0nacTeil JocTyna MHTErpUPYEMOi CUCTeME 110 MOJAEIH
KOHTPOJIS IOCTYIIa Ha OCHOBE ITOJIHOMOYHH CHCTEMBI-KIIHEHTa TPeOyeTcsl OTIPABISITh Pa3HbIE

3ampOoChl Ha KaX/IbIid SCOPE (M MOTyYaTh pa3Hbie MapKephl JOCTYIIA);
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<state> — Habop ciIy4ailHbIX CHMBOJIOB, IMEIOITUI BU 128-0uTHOTO MaeHTH(HUKATOpa 3ampoca
(HeoOxoauMo Ui 3alUThl OT IMepexmara), reHepupyercsa no crangapty UUID; stor Habop
CUMBOJIOB JIOJDKEH OTJMYaTbCi OT TOr0, KOTOPBIA HCIIOJIB30BAJICS IIPU IOJYyYEHUHU
aBTOPHU3ALIMOHHOIO KOJaA.

<timestamp> — Bpems 3ampoca mapkepa B ¢opmare yyyy.MM.dd HH:mm:ss Z (nanpumep,
2013.01.25 14:36:11 +0400), HeoOxoaumoe 1715 (pUKCAITUU Havajla BpEMEHHOTO IIPOMEKYTKA, B
TE€YEHHE KOTOPOTo Oy/IeT BalKIEH 3alpoc C JaHHBIM UJIeHTU(UKATOpOM (<state>);
<token_type> — Tum 3ampamuiBacMoro mapkepa, B Hactosiiee Bpems ECUA momaepxuBaer
TOJILKO 3HaueHue “Bearer”;

<client_secret> — moamnucs 3amnpoca B popmare PKCS#7 detached signature B koguposke UTF-
8 ot 3HaueHui yetwlpex mapamerpoB HTTP—3ampoca: scope, timestamp, clientld, state (6e3
pasnenutenei). <client secret> no/mkeH ObITH 3akoaupoBaH B (opmarte base64 url safe.
Hcnonp3yemsiid 11 GOpMUPOBAHUS TIOANMCH CEPTH(HKAT TOIHKEH OBITh 3apEerHCTPUPOBaH B
ECHUA u npuBsazan k ydetHou 3ammcu cucrtembl-kimeHta B ECUA. ECHUA noanepxuBaer
ceprucukarel B (dopmare X.509. ECHUA mnonaaepxuBaeT anropuTmbl (HOpMHpPOBaAHUS
anekTpoHHOW moamucu RSA ¢ mmnoi kmroua 2048 w anropuTMOM KpPUNTOTPapHUECKOTO
xommpoBanuss SHA-256, a taxxke anroputmsl snekTpoHHON moamucu 'OCT P 34.10-2001,
I'OCT P 34.10-2012 u anroput™ kpunrorpaduueckoro xaumposanus [OCT P 34.11-94.

Ecnu 3anpoc ycnemno mpomen nposepky, To ECUA Bo3Bpamaer orset B popmare JSON:
<access_token> — mapkep gocTymna Ajsi JaHHOTO pecypca;

<expires_in>— BpeMsi, B TeUCHHE KOTOPOTO HUCTEKAET CPOK JIEHCTBUS Mapkepa (B CeKyHIax);
<state> — Habop ciiy4ailHbIX CUMBOJIOB, UMEIOIINA BU 128-0uTHOTO HACHTH(UKATOpA 3ampoca,
rerepupyercs no cranaapty UUID (coBmagaer ¢ uieHTH()UKATOPOM 3arpoca);

<token_type> — tum mpeaoCcTaBIEHHOTO Mapkepa, B Hacrosiee Bpemss ECUA momnepxuBaer
TOJIBKO 3HaucHue “Bearer”;

[Tpu HEBO3MOXKHOCTH BBIJJAUM MapKepa J0CTyIa Bo3Bpainaetcs ko omuoku (Tabnuma 12).
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B.4 Oco0enHocTH yKazanus 00J1acTu aocrymna (scope)

[1pu 3anpoce Ha MONyYESHUS] MapKepa JOCTya CHCTeMa-KIMEHT J0JDKHA 00s13aTeNIbHO

YKa3bIBaTh COOTBETCTBYIOMINI SCOPE, T.€. 001acTh A0CTyMa (TUIl JAHHBIX, K KOTOPBIM CHCTEMa-KJIUEHT

HaMepeHa MOJyYUTh AOCTYII).

B ECHA ucnons3yroTcs cieyromue TUIbl SCOPE:

1. [lannble o moiab3oBaTese. B cucreme mnpeaycMOTpeHbl cleqyroline SCOPE, IMO3BOJSIOLINE

MOJIyYHTh JaHHBIC O moJib3oBarese (Tabnuna 14).

Tabmuma 14 — [penocraBnsembie ECMA HaOOpBI TaHHBIX O TTOJIB30BATEINE

Ne Ha3Banmue scope Ha3Banne Hatopa nannbix | CocraB Ha0opa JaHHBIX

1. fullname [IpocMoTp hamunum, UMEHU U | —  (aMHIIUS;

OTYEeCTBa _
- ums,
—  OTYECTRBO.

2. birthdate [IpocMOTp AaTHI pOXKIACHUS — jara POXKICHUS,
yKa3aHHasi B y4eTHON
3amucu

3. gender IIpocmortp nosta — TII0J, YKAa3aHHbIA B
Y4ETHOH 3aIUCHU

4. snils IMpocmotp CHUJIC — CHWJIC, yka3aHHBIH
B YUYETHOU 3alUCH

5. inn [Mpocmorp MHH — WHH, yka3aHHbIi B
Y4ETHOH 3aIUCHU

6. id_doc [TpocMOTp JaHHBIX O — cepus W HOMEp

OKYMEHTE, yJJOCTOBEPSIOIIEM
HOKY > YA PO JIOKYMEHTA,
JMYHOCTD
YIOCTOBEPSIOIIECTO
JHYHOCTB;
— JIaTa BBIJAYH,
— KeM BblJIaH;
—  KOJ HOJpa3fesicHusl.

7. birthplace ITpocMoTp MecTa pOsKIACHHS —  MECTO POXKJICHHS.

8. medical_doc [IpocMoOTp AaHHBIX MOdHCA — Homep nommca OMC;

0053aTeLHOTO .

—  CpOK JeiicTBUS.
MEIUIIMHCKOTO CTPaxOBaHHS
(OMCO)
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Ha3Banue scope

Ha3Banue Hadopa JaHHBIX

CocrtaB Ha0opa TaHHBIX

military_doc

IIpocMOTp AaHHBIX BOEHHOTO
ounera

cepusi M HOMeEp
BOEHHOI'0 OHJIETA;
JaTa BbLIA4YH,

OopraH,  BBIJaBIIHI

JOKYMCHT.

10.

foreign_passport_doc

[IpocMoOTp AaHHBIX
3arpaHUYyHOro Macrnopra

hamunms, AMS,
OoTYecTBO  OyKBaMu
JATUHCKOTO
andaBuTa;
cepuss U HOMeEp
3arpaHuYHOrO
Nacropra;

JlaTa BbIavHu,;

CPOK JEHCTBUS;
opras, BbIJIABIIIHI

JIOKYMEHT.

11.

drivers_licence_doc

IIpocmoTtp naHHBIX
BOJMTEIBCKOTO
YAOCTOBEPEHHUS

cepus H  HOMEp
BOJIUTEITLCKOTO
yIIOCTOBEpPEHUS,

JaTa BBIIAYH,

CPOK JICHCTBUA.

12.

birth_cert_doc

[IpocmoTp naHHBIX
CBUJETEIBCTBA O POKACHUU

cepus U HOMeEp
CBU/JIETEIILCTBA;
JaTa Bbloauu;

MECTO
roCyJapCTBEHHOMN

PErucCTpalu.

13.

residence_doc

HpOCMOTp JaHHBIX BHJA4 Ha
KHUTCJIIbCTBO

cepusi ¥ HOMEp BHJA
Ha KUTEIBbCTBO;

JaTta BblJaydu.
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Ne Ha3sBanmue scope Haspanue Hatopa nannbix | CocraB Ha0opa JaHHBIX
14. | temporary_residence_doc ITpocMOTp AaHHBIX — cepuss H  HOMED
paspeleHus: Ha BpeMEHHOe
pa3peuieHus Ha
POKUBAHUE
BpPEMEHHOE
IPOXKUBAHUE;
— Jara BblJayH.
15. | vehicles [IpocMOTp HaHHBIX — TrOCyIapCTBEHHBIN
TPAaHCIIOPTHBIX CPE/ICTB .
pEeTUCTPAIIIOHHBII
3HAK;
— cepus U HOMEp
CBHU/ICTEIIbCTBA 0
pETUCTpAIHH.
16. | email ITpocmoTp aapeca — aapec DIIEKTPOHHOM
ANEKTPOHHOU MOYTHI .
HOYTHI, YKa3aHHBIN B
YYETHOH 3aIUCHU
17. | mobile ITpocmoTp HOMEpa — HOMEp MOOWIBHOTO
MOOMIJIBHOTO Tesie(oHa
TeseoHa
18. | contacts IIpocMmoTp AaHHBIX O — HOMEp  JOMAIIHEro
KOHTAKTax M aJpecax
P tenedoHa;
— HOMep MOOMIBHOIO
TenedoHa;
— aapec  IIEKTPOHHOU
MIOYTHI;
— aJpec perucTpanuy,
— aapec MecTa
MPOKUBAHUSI.
19. | usr_org IIpocmotp cniucka — CIHCOK OpraHu3alui
OpraHu3alMil MOJIb30BATEIIS
HOJIb30BATEIS.
20. | usr_avt ITpocmoTp n3zobpaskeHus — Tomyuenus
(aBaTapa) moibp30BaTENS
n300pakeHus
(aBatapa);
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Ne Ha3Banue scope

Ha3Banue Hadopa JaHHBIX

CocrtaB Ha0opa TaHHBIX

Co3nanue u
O0OHOBJICHUE
U300paXKeHUS
(aBaTapa);
[Tonyuenue
UCXOHOTO
MU300paKEHUS

(aBaTapa)

Tabnuna 15 — IlpenocraBnsembie ECUA Habopb! JaHHBIX O AETAX MOJIb30BATENs

1. kid_fullname [IpocmoTp bamunuu, uMeHH U | —  paMuIus;
OT4YeCTBa _
- ums;
—  OTYECTBO.
2. kid_birthdate [IpocMOTp AaThI pOXKIACHUS — gnara POXKICHUS
pebeHka
3. kid_gender [TpocMoTp mona pebeHka — Ilon pebenka
4, kid_snils ITpocmotp HOMepa CHUJIC — CHUJIC pebenka
pebenka
5. kid_inn IMpocmotp MHH pebenka — HWHH peb6enka
6. kid_birth_cert_doc ITpocMOTp AaHHBIX — Cepus
CBH/ICTENIbCTBA O POXKICHUU
CBH/ICTEIIbCTRA,
— HOMEp
CBHJICTEJIBCTBA,
— jara BBIJIAYH
CBH/ICTEIIbCTBRA,
— KeM BBIJAHO
CBHJIETENBCTBO.

7. kid_medical_doc

[IpocmoTp naHHBIX MOJIACA
00513aTeNIbHOTO
MEIHUIIMHCKOTO CTPaxoBaHUs
(OMC)

HoMmep noauca OMC,;
e CTBUTEIICH hi(o}

OMC.

Ilpumeuanue:

Bce yka3zanHble B TabauIe SCOpPE TakKe MO3BOJIAIOT MOJIYUYUTh JIaHHBIE O PU3HAKE MOATBEPKIEHHOCTH
Y4ETHOH 3aIKCH MoJib3oBaTens (aTpulyT <trusted™> mepcoHaNbHBIX JaHHBIX (PU3UUECKOTO JIUIIA).
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DtH SCOpe ykasbiBaroTcs B hopmare /scope?paraml=valuel&param2=value2, roe <paraml> —
Ha3BaHue, a Valuel — 3HaueHue nmapamerpa. MOXKET HCIIOJIB30BaThCS apaMeTp:
— <oid> — BHyrpeHHuil wuaeHTHUKATOp monb3oBaresis B ECHMA (o0s3aTenbHbIN
napamerp);
[Tpumep scope:
scope="id_doc?0id=1111111"
ITpu 3anpoce y cepsuca aBropuzauun ECUA mapkepa noctyna Ha scope id_doc winu r000ro
Jpyroro SCOpPe Ha MOJY4YEHHME JaHHBIX O IOJb30BaTelie HE HYKHO B KauyeCTBE IapaMeTpa
yKa3bIBaTh 0id 3TOT0 MOJIb30BATENS.
[IpuHsATh pelieHHe O TMNPEeAOCTaBICHUH JaHHBIX O T[ojdb3oBarene (T.e. O BbAaue
COOTBETCTBYIOILIEI'O MapKepa) MOKET UCKIFOUUTEIBHO CaM I0JIb30BaTENb.
Scope «id_doc» u «foreign_passport_doc» mo3BosIAOT HOAYIUTh I paskIaHCTBO MOJIB30BATEIIS.
s nonmyyenus uHopmanuu o0 OpraHu3alusix, B KOTOPbIe BKIIOYEH MOJIb30BaTElb (CKOYII
usr_org), cucteMa J0JKHA BBIMOJHHUTH 3arpoc MetogoM GET B https-aapec REST-API cuctemsr
ECHA: https://esia.gosuslugi.ru/rs/prns/{prn_oid}/roles. 3ampoc Takxe IODKEH COAEPIKATh

MapKep AOCTyIla CUCTEMBI, BbIJAHHBIN Ha CKOYII USI Org:

GET https://esia.gosuslugi.ru/rs/prns/{prn_oid}/roles
Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlciIoM
WNudopmanus Bo3BpamaeTcsi B pa3BEpHYTOM BHIE, T.€. K 1anHOoMy REST-API yxe npuMeHeH
MexaHu3M BeTpauBanus (embedding) cBs3aHHBIX TaHHBIX:
— <0id> - uneHTH(UKATOP OpPraHU3AIH;
— <fullName> — nonHOe HaMMEHOBaHHE OPraHU3ALUH;
— <shortName> — kpaTkoe HAMMEHOBaHUE OPTaHU3AIINY;
— <ogrn>— OI'PH opranuzanuu;
— <type>— tun opranuzaiuu (“BUSINESS” - UII, “LEGAL” — 10JI, “AGENCY” — OI'B);
— <branchName> — nHauMeHOBaHHEe PrTHATIA;
— <branchOid> — yHukanbHbIl HACHTU(DUKATOP QUIHANa;
— <chief> — cBenenus o Tom, SBISETCS M COTPYAHUK PYKOBOAUTEIEM OpraHu3ainuu (B
3TOM cllydae umeeT 3Hadenue “true”) wiu net (“false”);
— <email> — cnyxeOHast 3EKTPOHHAS IOYTA COTPY/IHUKA,;
— <phone>— cmyxeOHbII HOMep Tele]oHa COTPYTHHKA;
— <active> — mpu3HaK OJOKUPOBKH COTpyIHHKA (“true” — COTpyaHHK He 3a0JIOKMpOBaH
i “false” — corpyaHuK 3a0710KHPOBaH).

[Ipumep otBera:
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"stateFacts": [

"hasSize"
] r
"size": 15,
"elements": [
{
"oid": 1000299543,
"fullName": "OAO\"recromem OJI\"",
"shortName": "OAO\"Tectorent IOJI\"",
"ogrn": "1234567890123",
”type”: "LEGAL",
"chief": false,
"email": "admin@rt.ru",
"active": true
}I
{
"oid": 1000320958,
"fullName":
"shortName": "UI BasujoBa H. C.",
"ogrn": "314213009700255",
"type": "BUSINESS",
"chief": false,
"email"™: "admin@rt.ru",
"active": true
}I
{
"oid": 1000300806,
"fullName": "OPTAHMBAIVA -162307792",
"shortName": "OPTAHM3ALIVA -162307792",
"ogrn": "0001231231232",
”type”: "LEGAL",
"chief": false,
"email": "admin@rt.ru",
"active": true
}I
{
"oid": 1000322473,
"fullName": "OPTAHMBAIMA -1992755269",
"shortName": "OPT'AHM3ALMA -1992755269",
"ogrn": "2015009783314",
"type": "AGENCY",
"branchName": "®wunman Taxomu",
"branchOid": 1000332521,
"chief": false,
"email": "vagapova@binka.me",
"active": true

"HIVBMOYyaJIbHBI NpPEeOnpMHMMaTesb BaBuiioBa Hanexnma Cepreesna',

2. JlannHpie 00 opraHm3anud. B cucteme TpeayCMOTPEHBI clenyromue SCOPE, TO3BOJISIONINE

MOJIy4YHTh JaHHbIe 00 opranusaimu (Taonuna 16).

Tabnuma 16 — [penocraBnsembie ECUA HaOopbl JaHHBIX 00 OpraHu3aluu

OpraHu3aIu

Ne HasBanmue scope Ha3Banne Ha0opa JaHHBIX Cocras Ha0opa 1aHHBIX
1. org_shortname CokpaienHoe HaumeHoBaHue | CokpallleHHOe
OpraHu3au HAaUMEHOBaHUE
OpraHu3aluu
2. org_fullname [TonHOE HaMMEHOBaHUE [TonHOEe HaMEHOBaHUE

OopraHu3aIu
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Ha3zBanmue scope

Ha3Banue Hadopa TaHHBIX

CocrtaB Ha0opa TaHHBIX

3. org_type Tun opranuzanuu Tun opranuzanuu
4. org_ogrn OI'PH opranuzauun OI'PH opranuzanuun
5. org_inn WNHH opranuzanuun WNHH opranuzaunun
6. org_leg OIl® opranuzauuu OII®d opranuzanuu
7. org_kpp KITIIT opranu3zanuu KIIIT opranu3zaiuu
8. org_agencyterrange TepputopuanbHas TepputopuanbHas
npuHamiiexxHocts OI'B npuHamiexknoct OI'B
9. org_agencytype Tun OI'B Tun OI'B
10. | org_oktmo OKTMO opranuzanuu OKTMO opranuzamuu
11. | org_ctts KonTakTel opranuzanuu: KonTakTel opranuzanuu:
Homep TeneoHa, Homep (akca, | HoMep TenedoHa, Homep
a/ipec 3JIEKTPOHHOM MOYThI ¢axkca, anpec
AIEKTPOHHON MOYTHI
12. | org_addrs Anpeca opraHnuzaiuu Anpeca opranu3anuu
(mo4TOBBIN anpec, (mo4ToBBI anpec,
FOPUJIMYECKHUH aJIpeC): MHACKC, | IOPUANYECKUN aapec):
UICHTU(PHUKATOP CTPAHBL, apeC | UHIEKC, UACHTU(UKATOP
B BU/JIE CTPOKH (HE BKIJIIOUAs CTpaHbl, aJJpeC B BUJIE
JIOM, CTPOEHHE, KOPITYC, HOMEp | CTPOKH (HE BKJIIOYas JOM,
KBapTUPbl), CTPOEHHUE, KOPIYC, | CTPOECHUE, KOPITYC, HOMEP
noM, kBaptupa, kog PUAC, KBapTUPbl), CTPOEHUE,
PETUOH, Topox, KOpIyc, I0M, KBapTUpa,
BHYTPUTOPOJICKOW palioH, ko PUAC, peruos,
paiioH, moceneHue, JO1. ropoJi, BHyTPUTOPOACKOM
TEPPUTOPHS, YIULA HA JIOIL. paiioH, paiioH,
TEPPUTOPUH, YIHIIA IIOCEJIEHUE, JIO1I.
TEeppUTOpHS, yIHIla Ha
JIOT1. TEPPUTOPHH, YIIHLIA
13. | org_vhls TpancnopTHbIe cpeacTBa TpaHcniopTHBIE cpencTBa

OopraHu3anvu: Ha3BaHUC,

rOCyJ1apCTBEHHBIN

OpraHH3allui: Ha3BaHUC,

roCyJ1apCTBEHHBIN
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Ha3zBanmue scope

Ha3Banue Hadopa TaHHBIX

CocrtaB Ha0opa TaHHBIX

pEerucTpaloOHHBIN 3HAK, CepHs

1 HOMCP CBUACTCIILCTBA O

peFHCTpaHHOHHBIﬁ 3HaK,

cepusi ¥ HoMep

perucTpaIuu CBUJICTEIILCTBA O
perucTpanuu
14. | org_grps ['pymimel, BiIageabIieM KOTOPBIX | ['pyrmbl, BiageabieM
SIBJISICTCSI OpTaHU3aIUs KOTOPBIX SIBJISICTCS
OpraHu3aIus
15. | org_emps JlaHHBIC O COTPYAHUKAX JlaHHBIE O COTPYIHHKAX
OpraHu3aIiH OpraHu3aIuu
16. | org_brhs JHannble o pummanax Jannbie o punmanax
opranuzanuu (Ha3zBanue, KIII1, | opranusamnuu (Ha3BaHue,
OIl®, KoHTaKTHI, aapeca) KIIII, OIl®, KOHTaKTEHI,
aapeca)
17. | org_brhs_ctts KonTakTe! pumuanos KonTakTe! pumanos
OpraHu3aIiu OpraHu3aIuu
18. | org_brhs_addrs Anpeca ¢puaranos Anpeca puaranos
OpraHu3aIH OpraHu3aIfu
19. | org_rcs LleHTpHBI peructpanuu LleHTpBI perucrpanuu
OpraHu3aIiu OpraHu3aIuu
20. | org_stms CucreMbl, BIIaIeNIbIIEM CucreMsl, BIaIebleM
KOTOPBIX SIBIISICTCS KOTOPBIX SBJISCTCS
OpraHu3aIus OpraHu3aIus
21. | org_invts [Tpurnamienus, HanpaBieHHpie | [IpurnameHus,
OpraHu3anuen HAIPaBIICHHBIE
Opra"u3aruen

OtH SCOpe ykasbiBatoTcs B hopmare /scope?paraml=valuel&param2=value2, roe <paraml> —

Ha3BaHue, a valuel — 3nauenue mapamerpa. JlomKeH HCIOIb30BaThCs TApaMeTp:

— <org_oid> — BHyTpeHHHi uneHTuukarop opranuzanuu B ECUA.

[Tpumep scope:

scope="http://esia.gosuslugi.ru/org_emps?org_oid=1000000357"

Hannune mapkepa ¢ TakiuM SCOPE MO3BOJISIET NOTYYUTh HHPOPMALIUIO O COTPYAHHUKAX.
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3.

B.5

Janubie a1 waeHTH(GUKANMKW W ayreHTH(HKaNUKA Tojb3oBarens (openid). Drtor scope
UCIIOJIb3YETCS B IEJSX MPOBENCHUS ayTCHTU(DHKAIIMKM TOJIh30BATENsI U MOJYYCHHUS MapKepa
uaentudpukanuu  (cMm. Ilpunoxenne B.6 uw B.7). OH He mapamerpusyercs, T.K. [0
ayTeHTU(UKALMU Yy CHCTEMBI-KJIIMEHTa OTCYTCTBYyeT wuHpopManus 00 uaeHTHPUKATOpe
I10JIb30BATEJI.
KomrmuiekcHbie nanHbie 0 mosb3oBarene (ext_auth_result), moctymntbie B pe3ynbTaTe yCUICHHOM
onomerpuueckori ayreHTuukaruu (cm. [lpunoxenune B.8). [lo manHOMYy SCOpPE mocTyrieH
CIIeyIOIUN HAOOP TUYHBIX JAHHBIX MMOJIH30BATEIS:

- O®HUO;

—  TOX;

— TPaXIaHCTRBO;

— J1aTa pOXKJIEHUS;

— MECTO POXKJICHUS;

— PEKBU3UTHI JOKYMEHTA, YIOCTOBEPSIIOIIETO TUYHOCTh;

— aJpec perucTpaivy;

— aJpec MPOKUBAHHUS;

— UWHH;

— CHWUIIC;

— MOOWIbHBIN TenedoH,

— aJpec dIEKTPOHHOM MOYTHI.
Texuonornueckast uadopmanus (http://esia.gosuslugi.ru/tech_inf), B Tom uncie — o nepeune
YAQJICHHBIX MMOJb30BaTeNei. J{Jis moydeHus TaHHbIX 00 YAaJICHHBIX MOJIB30BATEISAX 3TOT SCOPE
nomken umeth Bua: http://esia.gosuslugi.ru/tech_inf?stu=DELETED. Ilonydenue mapkepa
JIOCTyMa Ha 3TOT SCOPE IOJDKHO MPOMCXOJUTH MOCPEACTBOM MOJIEIM KOHTPOJS JOCTYyNa Ha

OCHOBE MOJTHOMOYHI cucTeMbI-KiueHTa (cM. [Ipunoxenue B.3).

CBeI[eHI/Iﬂ 0 CTPYKTYPEC U MPOBEPKE MapKeEpa 10Cryia

Hcnonszyemslii ECUA Mapkep cOCTOMT U3 TPEX YacTeil:

3aronoBok (header), B koTOpoM cozepkuTcst o0miast uHpopMalus o THIIE MapKepa, B TOM YHCIe
00 UCHOJB30BaHHBIX B X0/1€ €ro (OPMUPOBAHUS KPUIITOTPAPUUECKHUX OTeparHsX.

Habop yrBepxxnenuii (payload / claim set) ¢ conepkareabHbIMU CBEACHUSIMU O MapKepe.
[Tonmuce (signature), KOTopast yA0CTOBepsieT, 4yTo Mapkep «Bblaan» ECHUA u He ObUT H3MEHEH
IIpH [epeaayve.
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Yactu Mapkepa pa3zesieHbl TOUKOH, TaK 4YTO OH UMEET BU/L:

HEADER.PAYLOAD.SIGNATURE
Mapkep nepenaercs B Buae CTpoku B (popmare Base64ur

13,
Kaxnas gacTh Mapkepa cofepkut Habop yTBepxaeHu (claims) Tpex TUIOB:
3aronoBok (header) copepKUT onucaHue CBONCTB UCIOIb3YEMOI0 MapKepa:

1. Anropurm mmdpobanus (“alg”, crangaptHoe oOo3HaueHue); B Hactosmee Bpems B ECUA
MOJAJICPKUBACTCA  AIrOpUTM 3iekTpoHHOM moamucu RSA  SHA-256, pexomenayemblit
crenuuKanueil (COoTBeTCTBYeT 3HaueHno “RS256)%

I'OCT P 34.10-2001 (cootBerctByer 3HaueHuto “GOST3410”), TOCT P 34.10-2012. Jlns

U aJITOPUTMBI I-)HGKTpOHHOfI noanucu

KaX10if MHQOPMAIMOHHON CHCTEMBl MCIOJb3yeTcsl 3aJaHHBIH el aarOpuTM MHQpPOBaHHA

(“RS256” unu “GOST34107).

2. T'moGambHbiii THIT Mapkepa (“typ”, cTangapTHOe 0b60o3HaveHue), kotopsiii B ECHIA Bcerna nmeer
snauenue “JWT” (JSON Web Token);

3. ECHUA-cnernuduyeckuit Tun Mapkepa u ero Bepcust (“sbt” u “ver” cooTBeTCTBEHHO, IPHUBATHOE
0003HaYeHHE), YTO HE0OXO0AUMO IJis Hcoib30Banus B ECMA HECKONIBKHX TUIIOB MapKepa; JUis
Mapkepa Joctyna — “access’.

Hanpuwmep, 3aronoBok mapkepa goctyna B ECUA Gynet uMeTh ciaenyronui BIa:

{ "alg" . "RS256" 0 "typ" . "JWT" 0 "ver" . O, "Sbt" . "access” }
Coobmenue (payload) Bxirouaer B cebs coaepkareabHble YTBEp)KIEHHS 0 cyObekTe. B ciyuae,

€CIIi CHUCTeMa IMPOBOJIUT ayTCHTH(PHUKAIIUIO TOIH30BaTENsS C UCHOIb30BaHUMEM MexaHusma SAML,
CHUCTEME HET HEeOoOXOaUMOCTH pa3zbuparhcsi B ¢opmare payload mapkepa moctyma. OmgHako eciu
CHUCTeMa MPOBOAWT ayTCHTH(HKAIWIO TIOJIbh30BaTeNsl ¢ wucmonb3oBanuem REST, el HeoOxommmo
U3BJICYb HEOOXOTUMYIO HH(pOpMALIUIO U3 cooOmeHus mapkepa (payload) u nposeputs noamucs ECUA.

Coo0b1eHne BKIIOYaeT B ce0s cofiep KaTesIbHbIE YTBEPXKICHHUS O MapKepe JA0CTyNa U CyObeKTe:

1. JlanHble 0 MapKepe JOCTyIIa:
— BpeMms npekparieHus aencTsus (“exp”) — B cexkynaax c¢ 1 ssaaps 1970 r. 00:00:00 GMT;
— Bpems Havana aeivictBus (“nNbf’) — B cexynmax c¢ 1 suBaps 1970 r. 00:00:00 GMT, T.e.
Mapkep Helb3s 00padaThIBaTh 10 HACTYIICHUSI YKA3aHHOTO BPEMEHU;

— Bpewms Bbiaun (“iat”) — B cekynnax ¢ 1 saBaps 1970 r. 00:00:00 GMT;

83 onpobree cm. B: http://tools.ietf.org/htmli/draft-ietf-jose-json-web-signature-02#appendix-B

64 Cwm.: http://tools.ietf.org/html/draft-jones-json-web-token-10#section-8

®  Tlompobmee cm. PII  Texmonmormueckoro mopraza ECHUA, n3.1.1 wu n3.1.2:
http://minsvyaz.ru/ru/documents/4545/
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— opraHuzanus, BbImycTuBIIass Mapkep (“iss”), mua mapkepoB ECHA Bcerma wumeer
ONpe/IeICHHOE 3HAa4YeHHE, KOTOPOE COBIAJAECT C IOJIEM «CYOBEKT» HCIOJIb3YyeMOro
ceprudurara ECHUA (http://cy0nexT);

— agpecar mapkepa (“client_id”) — yrBepkaeHre, OrpaHUYHUBAIOIIEE CHCTEMbI/TIPUIIOKEHHUS
(«aynuTopusi»), KOTOpblE MOT'YT UCIIOJIB30BaTh ATOT Mapkep. [ljig 0003HaueHus aapecaTta B
ECHUA wucnons3zyercs wMHemonuka paHHoit WC, 3apeructpupoBanHoii B ECHA.
COOTBETCTBEHHO, UCIIOJIB30BATh MAPKEP MOT'YT TOJIBKO CUCTEMBI C ’TOM MHEMOHUKOM.

— wuneHtudukaTop Mapkepa (“urn:esia:sid”’) — HaOOp CiIy4allHBIX CHMBOJIOB, UMEIOIIUA BHU]]
128-6utnoro uaentudukaropa, creuepupoBanHoro mno crangapty UUID.

2. JlanHBIC O CYOBEKTE:

— wuaentudukaTop cyonekra (“urn:esia:shj_id”), B kauecTBe 3HaYeHUS yKa3biBaeTcs 0id, 3TOT
UACHTU(DUKATOP YHUKAJICH JUIs KaXI0T0 CyObeKTa, 3apeructpupoBanHoro B ECUA;

— obmacte goctyna (“scope”), B KayecTBE 3HAUEHHS — Ha3BaHUE OOJIACTH, K KOTOpOit
npeaocTaBisieTcs goctyn (Hanpumep, “id_doc”).

[Tpumep coodmienus (payload) mapkepa nocryna 8 ECHUA:

{"exp":1393858241,

"scope":"id doc?0id=1000023328",
"iss":"http:\/\/esia.gosuslugi.ru",

"nbf":1393854641,
"urn:esia:sid":"f9cbc3bf-8fal-42c8-a838-6e02baae8328",
"urn:esia:sbj 1d":1000023328,

"client id":"TEST SYSTEM",

"iat":1393854641}

[Moamucsk (Signature) Mapkepa OCYIIECTBISICTCS] [0 TOMY allTOPUTMY, KOTOPBIi yKa3bIBaeTCs B
napamerpe “alg” wmapkepa. Iloamuck BbIUMCHsS€TCS OT JABYX HPEIBIIYIIMX YacTeld MapKepa
(HEADER.PAYLOAD).

Cucreme-KIHeHTy, ucnonb3yromryro Mexanusmbl REST u OAuth 2.0 mis ayreHTndukammmn

HOJII)3OB8.T€HCI>'I, PEKOMCHAYCTCA OCYIICCTBIIATHL IMIPOBEPKY MapKepa NOCTYIIA, UCIIOJIB3Y JaHHBIC O €TO
66

noanucu. B o0miem Bujie 3Ta mpoieaypa BKIYaeT B ce0sl CIeAYIOUE ark .

1. Ocymectienue base64url-mexoaupoBanus MepBbIX ABYX udacTel mapkepa. B header ykasau
aropuT™ muppoBanus (mapamerp alg).

2. Tpetbs yacTh MapKepa AOCTyIa NpeacTaBisieT codoii noanuck B koaupoBke UTF-8 ot 3HaueHmit

nepBbix AByX dactel mapkepa goctyna (HEADER.PAYLOAD). Heo6xoauMo ocCymiecTBUTh

66 [onpobHee CM.: http://tools.ietf.org/pdf/draft-jones-json-web-token-10.pdf,

http://tools.ietf.org/pdf/draft-ietf-jose-json-web-signature-02.pdf, http://tools.ietf.org/pdf/draft-ietf-
jose-json-web-encryption-02.pdf
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MIPOBEPKY JAHHOM 3JEKTPOHHOH MOANUCH C MCIIOJIb30BaHUEM cepTHU(UKaTa KIH04a MPOBEPKH

anektponHo noanucu ECUA.

3. IlpoBepka BpeMeHU BbIIaud, HaYaJIa U MPEKpaIeHUus: MapKepa.

4. TlpoBepka opraHU3aIlH, BEITYCTUBIICH MapKep, a TAaKXKe ajpecara MapKepa.
B.6 Hcnoas3zoBanue OpenlD Connect 1.0 aaa ayrenTnduxkanum
MoJib30BaTe I

B.6.1 O0mme npuHUUIIBI

B o6mem Bue cxema ayreHTuduKanus ¢ ucnoiaszoBanuem OpenlD Connect 1.0 BeirmisiauT

CJIEIYIOIUM 00pa3oM:

CHCTEMa-KIIMEHT TOTOBUT 3allpoC Ha ayTEHTH(HKAIMIO TOJIH30BATENSA C HEOOXOIUMBIMU
napameTpamu;

CHCTEMa-KJIMEHT OTIPABISIET 3alpoc Ha ayTEeHTU(UKALIWIO B agpec CepBHCa aBTOPHU3AINH
ECHA;

CEpBUC aBTOPU3ALIMH ayTEHTU(DULIMPYET MOJIb30BaTENS;

CEpBHC aBTOPU3ALMM MOJYy4YaeT COTJacHe IO0JIb30BaTeNs Ha IPOBEIACHUE AYTCHTHU(PHUKALUU B
JTAaHHOM CHCTEME;

CEpBHC aBTOPM3ALMHU NEPEHAIPABIISET MOJIb30BaTENsl 00PAaTHO B CUCTEMY-KJIMEHT U INepeiaeT
ABTOPHU3ALMOHHBIN KOTI;

CUCTEeMa-KIMEHT (POPMHUPYET 3aMpoC C UCIOIB30BaHNEM aBTOPU3AILIMOHHOT0 KO/1a Ha TOJIYYESHUS
MapKepa UIeHTU(UKALUHY;

CHCTEMa-KJIMEHT MOJIy4YaeT OTBET, COAEPKALUN HEOOXOAUMBIN MapKep UACHTU(PUKAINH;
CUCTEMa-KJIMEHT MPOBOAMT BAJIMJALMI0 MapKepa HAECHTU(UKALUKA U HU3BJIEKAeT U3 MapKepa
UJCHTU(PUKATOP MOJIb30BATENS.

Janee Gosee neTanbHO pacCMOTPEHbI (POPMHUPYEMbIE CUCTEMOM-KIIMEHTOM 3alpOChl U

nostydaemsle el oTBeThl oT ECHA.

B.6.2 IlonyuyeHue aBTOPU3AIUOHHOTO KOJA

B.6.2.1CtanaapTHBIi pe:kuM 3anpoca aBTOPU3ALMOHHOT0 KOJ1a
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UToObI MOJIyYUTHh aBTOPU3AIMOHHBIN KOJI, CHCTEMAa-KIMEHT J0JDKHA MOJyYUTh pa3pelieHne Ha
TIpoBeJIeHHE ayTeHTH(UKALMH MOIb30BaTens® . [l 3TOro cucTeMa-KIMEeHT J0JKHA HATIPABUTh
MOJIL30BATENSl HA CTPAHMILY MpenocTaBieHus npas gocryna B ECUA.

OTa cCchIKa JA0KHA COJIEPKaTh CIEAyoIIne 00s3aTeNbHbIC TapaMeTPhl:

— <client_id> — unenTrdurarop cucreMsl-KineHTa (MHeMOHHKa crucTeMbl B ECHA);

— <client_secret> — noxnuce 3anpoca B popmare PKCS#7 detached signature B xonuposke UTF-
8 ot 3HaveHwuit cienyronux mapamerpo HTTP—3ampoca: scope, timestamp, client_id, state (6e3
paznenureneii). <client secret> momkeH ObITh 3akoaupoBaH B (opmare base64 url safe.
Hcnonp3yeMplid  JUIsi TPOBEPKU TOANUCH CEPTHU(PHUKAT JOIDKEH OBITh TMPEABAPUTEIHHO
3apeructpupoBad B ECUA u npuBsizan k yueTHo 3anucu cucreMbl-kiueHta B ECUA. ECUA
noanaepxkuBaer ceprudukatel B popmare X.509. ECHA mnopnepxkuBaeT alropUTMbl
dbopmupoBanust 3NMeKTpoHHOW moxmucu RSA ¢ gmuHOM Kimroda 2048 u  aaropuTMom
Kpunrorpadguueckoro xamupoBanus SHA-256, a Taxke aJropuTMbl 3JEKTPOHHOW IMOANUCU
I'OCT P 34.10-2001, TOCT P 34.10-2012 u anroput™ KpUNTOTpaguUYECcKOro XIIIUPOBAHHS
I'OCT P 34.11-94.

— <redirect_uri> — ccpuiKa, 0 KOTOPOH JODKEH OBITh HAIIPABJICH T0JIb30BATEIIb MOCIE TOTr0, Kak
JacT paspelleHne Ha MpoBeIeHUE ayTeHTU(PUKaLNY,

— <scope> — o0nacTe AOCTYyMa, T.€. 3alpaliuBacMble IpaBa; i MPOBEACHUS ayTeHTU(UKALUU
HOJIb30BaTeNs SCOPE A0/DKeH uMeTh 3HaueHue openid. Ecinu cucreme motpedyeTcs monydeHrne
JOTOTHUTEBHBIX ~JTaHHBIX O TIOJb30BaTene (Hampumep, JAeTanbHas WHPoOpManus O
10JIb30BATENIE), TO MOTYT OBITh YKa3aHbI IOMOJHUTENbHBIE SCOPe uepe3 npode;

— <response_type> — »To TuUm OTBeTa, KOTOphiil oxumaercss ot ECUA, umeer 3nauenue code,
MOCKOJIBKY CHCTEMa-KIIMEHT JIOJDKHA TTOYYUTh aBTOPU3AMOHHBINA KO,

— <state>— nabop ciy4yailHBIX CUMBOJIOB, UMeIOLTNI BU 128-0uTHOrO HAEeHTH(PHUKATOpa 3ampoca
(HeoOX0MMO /1711 3alUTHI OT IepexBaTa), renepupyercs no crangapty UUID;

— <timestamp> - Bpemsl 3ampoca aBTOPU3AIMOHHOTO Koja B hopmare yyyy.MM.dd HH:mm:ss Z
(mampumep, 2013.01.25 14:36:11 +0400), Heobxonumoe it pUKcAIK Hadalla BPEMEHHOTO
MIPOMEXYTKa, B TEUEHHE KOTOpOro OyleT BalMJEH 3alpoc C JaHHBIM HJIEHTH()HUKATOpOM

(<state>).

67 Anpec B TecToBoii cpene: https://esia-portall.test.gosuslugi.ru/aas/oauth2/ac
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Ecnu B xo11e ayTeHTHHUKAIIMK HE BO3HUKIIO omnbOoK, To ECUA ocymiecTBisieT peupext
MOJIB30BATEIS 10 CChIIKE, YKa3aHHOU B redirect uri, a Takyke BO3BPAIAET JIBa 00S3aTEIbHBIX
rnapamerpa:

— <code> — 3HaycHHE aBTOPU3AIMOHHOTO KO/Ia,;
— <state> — 3nauenue napamerpa State, KoTopslii ObUT TOTYYEH B 3allpoce Ha ayTeHTU(UKAIHIO,

CUCTEMA-KJIMEHT JOJKHA IPOBECTH CPAaBHEHHE OTIIPABICHHOIO U IOJYYEHHOIrO IapaMerpa

state.

B.6.2.2[1poBepka HAIM4YMS AYTEHTU(PUKAIMU B (POHOBOM peKkuMe

Mexanusm ayrentuduxaium, ocHoBanHbiil Ha OpenlD Connect 1.0, mpenycmarpuBaeT
BO3MOXXHOCTH (DOHOBOI1 MpOBEepKH UH(DOPMALIMOHHOM cucTeMoi, nHTerpupoBanHoi ¢ ECUA, nannuus
y nosib3oBatens ceccun B ECUA.

s atoro BebiBaromiasi ECUA cucrema 1opKHA CTIOIB30BATh MMapaMeTp Prompt 3ampoca Ha

MpOBeJICHUE ayTeHTHU(HUKAIIMU cO 3HaYeHueM “‘none”. Ilpumep 3ampoca:

https://esia-portall.test.gosuslugi.ru/aas/oauth2/ac?timestamp=2015.11.27+13%3A03%3A52+%2B0300&scope=
openidé&client secret=MIIFpgYJKoZIhvcNAQcCoIIF1zCCBZMCAQExDzANBglghkgBZOMEAgGEFADALBgkghkiGOwOBBwWGgggNpMI
IDZTCCAk2gAWIBAgIECgPdVzANBgkghkiGI9wOBAQsFADBIMQOswCQYDVQOQGEWISVTEPMAOGAIUECBMGTWOzY293MQO8wDQYDVQQHEWZND
3Njb3cxEDAOBGNVBAOTBONVLXBhbnkxDzANBgNVBASTBINS5c3R1bTEPMAOGAIUEAXMGU31zdGVtMB4XDTEIMTAYOTEOMTUXMFOXDTE?2
MDEyNzEOMTUxMFowYzELMAkKkGA1UEBhMCU1UxDzANBgNVBAgTBk1vc2NvdzEPMAOGALUEBxXMGTW92zY293MRAWDgYDVQOKEWADb21wYW5
S5MQO8wDQYDVQQLEWZTeXNOZWO0xDzANBgNVBAMTBINS5c3R1bTCCASIWDQYJKoZ IThveNAQEBBQADggEPADCCAQoCggEBAKhCeBbYRs89aP
LfO0TIytSufxmZsrgWVy2a0uOi8dyp-
vw6h3cgNh219WNN1yv0OgYpiM8hNs6y7vKrQ2k83aurlb9a2RQ1LX0wlxAW55PHBSTS6I3FNLfLzP10WIjiFEaqJl 98——

L4BkR2Bk CHroffMvUUSfqQVPEfP4PFYD20f1BOoMBmXeemn0-xyZzcnZ00WAVVRSEAYOaFpl89EUVIQmVgvrKkc81Pgkx49dHHOKHFH-
sluvZIkCcgnmdXBcoS5eeDg7EP9XbJuVp4uge 9jDLBMw4 SqzWQVUNMDIOVuSdWJUF8m5Z TKEQONnPVY9f7aqgSJIpiF-
N98TMgurGQzRJICECAWEAAaMhMB8wWHQYDVROOBBYEFMAZZ fnOLJt2NkgTsgQg8biljghRMAOGCSgGSIb3DOEBCWUAA4 IBAQBMznNVeP4
E3fgWU4ZK9D2£780NF330mE9xCLCDBYDTMTMyCP6TEUMkKkDUYZ8UHQbohftwI6SP-0wjvYUeOgfjPu6IzID3n~
YM9642GHpzR0aR1ZXp8FM2p2GG5bQ3bGIEBAa98SLXQzz6£f0cYh3IVE-

YKHXEAGOgrx0Uh6xcTW7hZySEC7409kn0atgp L2p7dHnsjA-coKerKgbN5jJCwz6y0O LBUKCAaffZ89BU-
5qrV_v1XnniF756h2Szk4KczSDex3IFXEUrntEpTWH1YhKNtwzvaMC92xSOgunpNo81x4s90oNIobOKJEVKrlpR caBgioy8SLLWecpS
ocb9BMYICATCCAfO0CAQEWazBjMOswCQYDVQQOGEWJSVTEPMAOGALUECBMGTWIzY293MO8wDQYDVQOHEWZNb3Njb3cxEDAOBgNVBAOTBO
NvbXBhbnkxDzANBgNVBASTBINS5c3R1IbTEPMAOGALIUEAXMGU31zdGVtAgQKAI1XMAOGCWCGSAF1AWQCAQUAOGKkWGAY JK0oZ IThveNAQkDM
0sGCSgGSIb3DOEHATACBgkghkiGI9wOBCQUxDxcNMTUXMT I3MTAWMzUyWjAVBgkghkiGOw0BCQOxIgQgu-JPaWt —
aHVLaF13Qudx5zngCAwpTPfdsv7scyfLMwYwDQYJKoZIhvecNAQEBBQAEGgEAMQOL3Uso76eQQPQ3DzewTUZujGwOi25WZyAYuQCxY1 I~
1iFOIQ74U2s5EPS-rK2EFVkgRPOJHIJ41ECR8010bSowevI63a-4Tk4KF70-h0kLano93sixH0WmeAJpFoj 8-

JpsMhJ EJJwLtOpUv1brWTQtk3dOF-

3vXdh6sX091QtPzol o3DkpS93mk5bYWBPI2nHPvSfbadtBrtjWahq7UA3WUrQHCaLulrsSO0TRitya-Jv-0GJds—
hgEST2x1hbFz7eMgZmlTHsVrBCZngdO-
63SIQVt4p99vD6uMhLKmIFrvNsOElmyaZzL2AweumcyAZmS8Tb3tX953un 5CvVdw&response type=code&redirect uri=https%
3A%2F%2Fesia-portall.test.gosuslugi.ru%2Faas%2Foauth2%2Ftest%2FoauthCallback.xhtml&state=£21125b6-60e2~-
4edc-alab-e7da2d31708f&prompt=none&client 1d=TESTSYS

PesynbraTom 06pabotku ECHA Takoro 3ampoca OyJeT 0JTHO U3 CIEAYIOUINX JAeHCTBHIMA:

—  ©CJIM MMOJIb30BaTelb HE ayTeHTU(DHUIIMPOBaH, TO Oy/IeT BO3BpallleHa OMTNOKA, UTO /IS TTOJTYICHHS

Mapkepa I/IIlCHTI/I(I)I/IKaI_II/II/I Tpe6yeT051 BXOJ IMOJIb30BATCIISI B CUCTEMY. HpI/IMep OTBECTA.

https://esia-
portall.test.gosuslugi.ru/aas/oauth2/test/oauthCallback.xhtml?error=login required&state=85a82a0f-0dea-
4al15-a6d3-887£7d048035&error description=ESTA-007017%3A+OAuthErrorEnum.loginRequired

— €CJIM II0JIb30BaTCIIb aYTCHTI/I(I)I/II_II/IpOBaH, HO OH paHEC HC OaBall JIaHHOM CHCTeMe paspeuicHuc
Ha MMPOBCIACHHUC I/I,E[GHTI/I(I)I/IKaLII/II/I n aYTGHTI/I(l)I/IKaLII/II/I, TO 6yIlCT BO3BpaliCHa 01111/161(21, 4qTO IJId

MOJIy4eHUsl MapKepa uAeHTUPUKAIMHN TpeOyeTcsl coriiacue mnonb3onarens. [Ipumep oTBera:
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https://demo1-esia.reaxoft.ru/aas/oauth2/test/oauthCallback.xhtml?error=login_required&state=85a82a0f-0dea-4a15-a6d3-887f7d048035&error_description=ESIA-007017%3A+OAuthErrorEnum.loginRequired
https://demo1-esia.reaxoft.ru/aas/oauth2/test/oauthCallback.xhtml?error=login_required&state=85a82a0f-0dea-4a15-a6d3-887f7d048035&error_description=ESIA-007017%3A+OAuthErrorEnum.loginRequired
https://demo1-esia.reaxoft.ru/aas/oauth2/test/oauthCallback.xhtml?error=login_required&state=85a82a0f-0dea-4a15-a6d3-887f7d048035&error_description=ESIA-007017%3A+OAuthErrorEnum.loginRequired

https://esia-
portall.test.gosuslugi.ru/aas/oauth2/test/oauthCallback.xhtml?error=interaction required&state=5c1337d4
-009c-4f45-bb31-79031flcelbf&error description=ESIA-007018%3A+OAuthErrorEnum.interactionRequired

— €C/IM NO0Jb30BaTeNb ayTeHTU(UIMPOBAH M OH paHee JlaBaJl IaHHOW CHUCTEME pa3pelleHHE Ha
MPOBEICHUE UACHTU(PHUKAIIMY U ayTeHTU(UKAIIH, TO OYeT BO3BpAIlleH aBTOPU3AMOHHBIN KO/,

KOTOpBIH Jjanee MOKeT ObITh OOMEHSIH Ha MapKep UIeHTU(DUKAIIUY.

B.6.2.3Bb130B cTpaHulbl ayTeHTU(GUKANNH 10/1b30BaTe i ECUA B HOBOM BCILUIBIBAIOIIEM OKHeE
Opay3epa

Mexanusm aytentudukanum, ocnopannslii Ha OpenlD Connect 1.0, obecnieunBaer
BO3MOYXHOCTh BbI30Ba HHTEIPUPOBAHHON CHCTEMOI CTpaHUIIbl ayTeHTU(UKALIMY TTOJB30BATENS B
HOBOM BCILTBIBAIOIIEM OKHE Opay3epa (B BHAE popup).

st peanuzanuu 3Toi BO3MOXKXHOCTH BhI3biBatoias ECHA cuctema gomkHa UCIIOIB30BaTh
napametp display 3ampoca Ha npoBeacHHE ayTeHTH()UKALMU CO 3HaUeHHEeM “popup”. TIpumep

3arpoca:

https://esia-portall.test.gosuslugi.ru/aas/oauth2/ac?timestamp=2015.11.27+13%3A03%3A52+%2B0300&scope=
&client secret=MIIFpgYJKoZIhvcNAQcCoIIF1zCCBZMCAQExDzZANBglghkgBZOMEAGEFADALBgkghkiG9w0BBwGgggNpMIIDZTCC
Ak2gAwWIBAgIECgPdVzANBgkghkiGOwOBAQsSFADBIMOswCQYDVQOGEWISVTEPMAOGALIUECBMGTWI92zY2 93MQO8wDQYDVQOOHEWZNb3Njb3c
xEDAOBgNVBAOTBONvbXBhbnkxDzANBgNVBASTBINSc3R1IbTEPMAOGALIUEAXMGU31zdGVEMB4XDTEIMTAYOTEOMTUXMEFoXDTE2MDE YNz
EOMTUxMFowYzELMAKkGALIUEBhMCU1UxDzANBgNVBAGTBk1vc2NvdzEPMAOGALIUEBxMGTW92Y2 93MRAWDgYDVQOKEWADb21wYW55MQ8wD
QYDVQQLEWZTeXNOZWO0xDzANBgNVBAMTBIN5c3R1IbTCCASIWDQYJK0Z ThvecNAQEBBQADGgEPADCCAQOCggEBAKhCeBbYRs89aPLE0TIy
tSufxmZsrgWVy2a0uOi8dyp-
vw6h3cgNh219WNN1yv0OgYpiM8hNs6y7vKrQ2k83aurlb9a2RQ1LX0wlxAW55PHBSTS6I3FNLfLzP10WIjiFEaqJl 98——

L4BkR2Bk CHroffMvUUSfqVPEfP4PFYD20f1BOoMBmXeemnO0-xyZzcnZ00WAVVRSEAYOaFpl89EUVIQmVgvrKkc81Pgkx49dHHOKHFH-
sluvZIkCcgnmdXBcoS5eeDg7EP9XbJuVp4uge 9jDLBMw4 SqzWQVUNMDIOVuSdWJUF8m5Z TKEQONnPVY9f7aqSJIpiF-
N98TMgurGQzRJICECAWEAAaMhMB8wHQYDVROOBBYEFMAZZ fnOLJt2NkgTsqQq8biljghRMAOGCSgGSIb3DQEBCWUAA4 IBAQBMznNVeP4
E3fgWU4ZK9D2£780NF330mE9xCLCDBYDTMTMyCP6TEUMkDUYZ8UHQbohftwI6SP-0wjvYUeOgfjPu6IzID3n~-
YM9642GHpzR0aR1ZXp8FM2p2GG5bQ3bGIE8RAa98SLX0zz6f0cYh3IVE-

YKHXEAGOgrx0Uh6xcTW7hZySEC7409kn0atgp L2p7dHnsjA-coKerKgbN5jJCwz6y0O LBUKCAaffZ89BU-
5grV_v1XnniF756h2Szk4KczSDex3IFXEUrntEpTWH1YhKNtwzvaMC92xSOgunpNo8lx4s9oNIobOKJEVKrlpR caBgioy8SLLWecpS
ocb9BMYICATCCAfO0CAQEWazBjMOswCQYDVQQOGEWJSVTEPMAOGALUECBMGTWIzY293MO8wDQYDVQOHEWZNb3Njb3cxEDAOBgNVBAOTBO
NvbXBhbnkxDzANBgNVBASTBINS5c3RIDTEPMAOGALUEAXMGU31zdGVEtAgOKAS1XMAOGCWCGSAF1AWQCAQUAOGKkWGAY JKoZ ThveNAQkDM
0sGCSgGSIb3DOEHATACBgkghkiGI9wOBCQUxDxcNMTUXMT I3MTAWMzUyWjAVBgkghkiGOw0BCQOxIgQgu-JPaWt -
aHVLaF13Qudx5zngCAwpTPfdsv7scyfLMwYwDQYJKoZIThvcNAQERBQAEGGEAMQL3Us076eQQPQ3DzewTUZujGwOi25WZyAYUuQCxY1 I~
1iFOIQ74U2s5EPS-rK2EFVkgRPOJHIJ41ECR8010bSowevI63a-4Tk4KF70-h0kLano93sixH0WmeAJpFoj 8-

JpsMhJ EJJwLtOpUv1brWTQtk3d9F-

3vXdh6sX091QtPzol o3DkpS93mk5bYWBPI2nHPvSfbadtBrtjWahq7UA3WUrQHCaLulrsSO0TRitya-Jv-0GJds—
hgEST2x1hbFz7eMgZmlTHsVrBCZngdO—
63SIQVt4p99vD6uMhLKmIFrvNsOElmyazL2AweumcyAZmS8Tb3tX953un 5CvVdwsresponse type=code&redirect uri=https%
3A%2F%2Fesia-portall.test.gosuslugi.ru%2Faas%2Foauth2%2Ftest%2FoauthCallback.xhtmlé&state=£21125b6-60e2-
4edc-alab-e7da2d31708f&display=popup&client id=TESTSYS

Kpome Toro, cucrema 10mkHa 00€CIEUUTh OTKPHITHE CTPAHHIIBI AyTEHTHU(PHUKAIIMH BO
BCILTBIBAIOIIEM OKHE, pekoMeHayeMbiid pazmep — 800x600. [Tpumep dpparmenta javascript as

OTKPBITHA CTPAHUIBI BO BCIIBIBAOIIEM OKHE!

var w = 800;

var h = 600;

var left = ($(window) .width()/2)-(w/2);

var top = ($(window) .height () /2)-(h/2);

var popup = window.open ("request url", "Request popup", "width=" + w + ",height=" + h + ", top=" + top +
",left=" + left + ",location=1,status=0,menubar=0, resizable=0,scrollbars=0");

B nannom ckpunre request_url momken 0biTh 3aMmeneH Ha URL, BbI3biBaromuii

ayreHTUuKanuio nonb3osarens B ECUA. ubiMu ciioBamu, 3T0T request_url nomken obecrieunBaTh
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IIepeHaIIpaBJICHHE [10JIb30BaTENsl Ha CTPAHULy NpeaocTaBieHus rnpas goctyna B ECHA, t.e.

BBINOJIHEHHUE 3aMIpOca Ha IPOBEICHUE ayTEHTH(PHUKAIIMY CO 3HAYEHUEM “popup”’, YKa3aHHOTO BHIIIIE.

ITocne ycnemnHoit ayrentudukanuu ECHA Bo3BpamaeT pe3ynbTar ayTeHTU(UKAIIUY B

OTKpBITOE OKHO Opay3epa. Cucteme, B CBOIO 04epelb, HY>KHO 00ECIeUnTh UCTIOTHEHNE COOCTBEHHOM

JIOTUKHA OJId 3aKPBITUA BCIUIBIBAOIICTO OKHA U II€peaavu pe3yJibTaTOB ayTCHTI/I(i)I/IKaLII/H/I B OCHOBHYIO

Be0-CTpaHUILy CHCTEMBI (M3 KOTOPOW OBUIO NMEPBOHAYAIBHO OTKPHITO BCIUIBIBAIOIIEE OKHO).

B.6.3 Ilonyuyenue mapkepa uIeHTH(PUKALUY B 00MEH HA ABTOPHU3ALMOHHBIH KO

Korz[a aBTOpHSaHI/IOHHLIﬁ KOZI IMOJIY4YC€H, CUCTEMA-KIIUCHT MOKCT C(i)OpMI/IpOBaTL 3aIIpocC

MeroaoMm POST B agpec ECUA aiig nonyuenus Mapkepa HL[eHTHQ)HKauHH68. OnuH aBTOpU3aLIMOHHBIN

KOa MOKHO 0OMEHSATH Ha OIWH MapKep I/IIIGHTI/I(l)I/IKaIII/II/I. B teno 3a1rpoca J0JIKHbBI OBITh BKIIIOYEHBI

CJICAYIOUC CBCACHUA:

<client_id> — unentudukarop cucrembl-kiareHTa (MEHeMOHKKa cucteMbl B ECUA);

<code> — 3HaYeHHE ABTOPU3AIMOHHOTO KOIa, KOTOPBIA ObuT paHee monaydeH oT ECUA wu
KOTOpBI HEOOX0IMMO OOMEHSITh Ha MapKep WACHTU(PHUKALUHY,

<grant_type> — npuHuMaeT 3HaueHue ‘“‘authorization code”, eciau aBTOPHU3AIMOHHBIN KO
0OMEHMBAETCS Ha MapKep HIeHTH()UKALINY,

<client_secret> — nmoamnucs 3anpoca B popmare PKCS#7 detached signature B koguposke UTF-
8 ot 3HaueHuit yerwipex mapamerpoB HTTP—3ampoca: scope, timestamp, clientld, state (0e3
pasnenurenei). <client secret> nomkeH ObITH 3akoaupoBaH B (opmare base64 url safe.
Hcnonb3yemblii  JUIsi TPOBEPKU TOANUCH CEPTUPHUKAT JOIDKEH ObITh MpeABAPUTEIHHO
3apeructpupoBadn B ECUA u npuBsizan k y4eTHoi 3amucu cucteMbl-kinenta B ECUA. ECUA
noanepxkuBaer ceprudukarel B dopmare X.509. ECHUA mnoanepkuBaeT alrOPUTMBbI
dbopmupoBanust 31eKTpoHHOM moamucu RSA ¢ anuHoit kmroua 2048 u  anroputMom
Kpunrorpaduueckoro xamupoBanus SHA-256, a Takke alrOpuUTMbl 3JIEKTPOHHOM IMOAMUCH
I'OCT P 34.10-2001, TOCT P 34.10-2012 u anropuT™ KpHNTOTpaGuyYecKOro XIIIHPOBAHHS
I'OCT P 34.11-94.

<state> — Habop ciay4ailHbIX CUMBOJIOB, UMeIOLTUI BUA 128-0uTHOrO HAEHTH(PHUKATOpa 3ampoca
(HeoOxoauMO Ui 3alUThl OT Iepexsara), reHepupyercsa no crangapty UUID; stor Habop
CHMBOJIOB JIOJDKE€H OTJIMYaTbcd OT TOTO, KOTOPBIA HCHOJB30BAJICS MPH TOIYYEHUH

ABTOPU3ALMOHHOI'O KOJA;

68 Anpec B TecToBoii cpene: https://esia-portall.test.gosuslugi.ru/aas/oauth2/te
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— <redirect_uri> — ccbuika, O KOTOPOW JOJDKEH OBITh HAMpPaBJICH I0JIb30BATENb MOCIIEe
ayreHTU(UKAIUU (TO ke camoe 3HaueHHe, KOTOpoe ObUIO YKa3aHO B 3allpoce Ha MOJy4YeHHe
aBTOPU3ALMOHHOTO KO/A);

— <scope>— o0nacTh I0CTYIIa, T.€. 3alpallrBaeMble Ipasa (To ke caMoe 3HauYeHue, KOTopoe ObLIo
yKa3aHo B 3aIpOCe Ha MOJIyueHHe aBTOPU3AI[MOHHOTO KO/1a);

— <timestamp> — Bpems 3ampoca Mapkepa B (popmare yyyy.MM.dd HH:mm:ss Z (aampumep,
2013.01.25 14:36:11 +0400), Heo6xoauMoe AJisi PUKCALMY HaYalla BPEMEHHOTO ITPOMEXYTKa, B
TE€YEHHE KOTOPOTo Oy/IeT BalKIEH 3alpoc C JaHHBIM HJIeHTU(UKATOpOM (<state>);

— <token_type> — Tun 3ampamiBaeMoro Mapkepa, B Hactosiiee Bpemsi ECUA mnoanepxuBaet

TOJILKO 3HaueHue “Bearer”.

Ecnu 3anpoc yenenrHo npoien nposepky, To ECHUA Bo3Bpamaet otset B hopmare JSON:

— <id_token> — mapkep uaeHTH(DUKALIH;

— <access_token> — mapkep JOCTyIa AJIsl JAHHOTO pecypca (eC/ii OH 3ampaliuBaics);

— <expires_in> — Bpems, B T€UEHHE KOTOPOTO UCTEKAET CPOK JACHCTBUS MapKepa (B CEKyH/ax);

— <state>— Habop ciry4allHbIX CUMBOJIOB, UMEIOIINM BT 128-0uTHOTO HACHTHUUKATOPA 3aIpoca,
reraepupyetcs no ctanaapty UUID (coBnamaer ¢ uueHTU(HUKATOPOM 3ampoca);

— <token_type> — Tun mpenocTaBICHHOTO Mapkepa, B Hactosiiee Bpemss ECUA nopiepxuBaeT
TOJBKO 3HaueHue “Bearer”.

IIpumep otBera:

{

“id token”:
“eyJhbGciOiJSUzIINiIsImtpZCI6IjF1OWdkazcifQ.ewogImlzcyI6ICJodHRWO18vc2VydmVyLmV4AYWIlwbGUuY29tTIiwKICJIzdWI
10iAiIMIQ4Mjg5zYxMDAXI1iwKICJhdWQiOiAiczZCaGRSa3FOMyIsCiAibm9uY2Ui0iAibiOwUzZfV3pBMklgIiwKICJ1leHAIOiAXMzZE
xMjgxOTcwLAogImlhdCI6IDEzZMTEYODASNZ£Q.ggW8hZ1EuVLuxNuuIJKX V8a OMXzROEHRI9R6jgdqrOOF4daGU96Sr P6gp6IcmD3
HP990bilPRs-cwh3LO-pl46waJ8IhehcwL7F09Jd1ijmBgkvPeB2T9CINgeGpe—

gccMg4vEKjkM8FcGvnzZUN4 KSP0aApltOJlzZwgjxqGByKHiOtX7TpdQyHES51cMiKPXfEIQILVgOpc E2DzL7emopWoaoZTF m0 NO
YzFC6g6EJbOEOROSKS5hoDalrcvRYLSrQAZZKf1yuVCyixEoVIGENQC3 osjzw2PAithfubEEBLUVVk4XUVrWOLrL10nx7RkKUSNXNHg

-rvkKMzqgg”,

“expires_in” : 3600,

“state” : “9be638a9-0e05-42el-b4f8-a3e30457fbdd”,
“token type” : “Bearer”,

}
HpI/I HCBO3MOXHOCTH BbIAAYX MapKepa A0CTYyIla BO3BPAIIACTCA KO OIIIMOKH.

B.6.4 IIpoBepka mapkepa ngeHTHUKANNH

[Tocne monmyueHus: Mapkepa UACHTU(DUKAIIMY CHUCTEMa-KIMEHT JODKHA MTPOU3BECTH BATUAAIIMIO
Mapkepa UIAeHTUPHUKAIUH, KOTOpas BKIIIOYAET B ce0sl CIeIyIOIINEe TPOBEPKHU:

1. Tlposepka unentudukaropa (Muemonukn) ECUA, conepxarieiics B Mapkepe HACHTU(HUKAITIH.
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2. TlpoBepka maeHTHUHKATOpPAa (MHEMOHUKH) CHUCTEMBI-KJIMEHTA, T.€. UMEHHO CHCTEMa-KIHEHT

JOJKHA OBITh yKa3aHa B Ka4eCTBE aJpecaTa MapKepa HIeHTH(PHUKALNY.

3. IlpoBepka moxamucu Mapkepa HJIEHTH(UKALMU (C HCIOJIB30BAaHUEM YKa3aHHOI'O B Mapkepe
aITrOpUTMa).
4. Texymee BpeMs TOJDKHO OBITh HE TIO3/IHEE, YeM BpeMs IIPEKpaIeHus CpoKa JIEHCTBUS MapKepa

UACHTH(DUKAIIH.

[Tocne Bamupanuu Mapkepa WJISGHTH(DUKALMU CHCTEMa-KJIMEHT CUUTAeT I10JIb30BaTels
ayTeHTU(UUUPOBAaHHBIM. Jls1 TOJIy4YeHUs [ONOJHUTENbHBIX JaHHBIX O II0JIb30BaTeNe CleqyeT
WCTOJB30BaTh HWACHTU(HUKATOP IMOJIL30BATENsl, W3BJICUCHHBIM W3 MapKepa HWACHTUQHUKAINHA, U
COOTBETCTBYIOIIME Nporpammuble uHTepdeiicet ECHUA (TpeOyromue, B CBOIO oOuepelb, MapKepa
JOCTYTIA).

JletanpHble cBeIEHUS O Mapkepe uaeHTuuKaum npeacrapieHsl B [Ipunoxenuu B.7.

B.6.5 Bbixoa u3 cucremsl (JIOrayT)
Jlisi OCyIIECTBICHUSI BBIXOAa M3 CHCTEMBI TIOJIB30BATENlb JIOJHKEH OBITh MEpEHANpPaBICH II0
CHETMAILHON CCHIIKE ¢ COOTIOACHUEM CIICIYIOIINX TPSOOBAHMIA:
— TPOTOKOJI 3arpoca JI0JKEeH ObITh https;
— nyrts B HTTP-3anpoce nomxken ObITh paBeH /idp/ext/Logout;
— 3ampoc I0/DKEH MMETh mapamerp (query param) ¢ umenem client_id, cogepskaiiuii MHEMOHHKY
oOpararoreiicsi cucteMsl, 3apeructpupoBantoit B ECUA;
— 3ampoc MOXET UMETh mapameTp (query param) ¢ uMmeHeM redirect url, cogepskammii aapec, Ha
KOTOPBIH MMOJIb30BaTelNb OyIeT MepeHanpaBiieH Mocie YCIEeUTHOTO JIoTayTa.

ITpumep 3ampoca:
httpi://esia.qosusluqi.ru/idp/ext/Loqout?client_id=ESIA&redirect_url=https://esia.gosuslugi.ru/registra
tion

B ECUA s MHTErpHpOBaHHON CHCTEMbI MOKET OBITh OmpezesieH mapametp system.siteUrl,
conepxammii URL-anpec cucrembl, Ha KOTOPBIA OyJeT BO3BpAIICH IMOJIH30BATEIh IMOCJE JIorayTa.
Redirect _url nomxen ObITh MOACTpPOKO# System.siteUrl.

[Tpu 06paboTKe 3ampoca MPOU3BOATCS CICAYIONINE TPOBEPKHU:

1. TlpoBepka, uto mepenan oOsi3aTenpHBIM mapamerp client id. Ecim oH He mepeman, To

Bo3Bpariaercs HTTP-kox «400 Bad Request».

2. TlpoBepka, 4TO cHCTeMa ¢ MHEMOHHKOI, yKa3aHHOW B mapametpe client_id, 3aperucrpupoBana

B ECUA. Ecnii cucrema He 3apeructpupoBana, To Bo3Bpamaercss HT TP-kox «403 Forbiddeny.
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ITocne ycneumHoro BoimoaHeHus 3tux nposepok ECUA onpenenser URL nepeanpecaunu nocie

YCICHIHOIO JIorayrTa:

B.7

Ecmu s cucremsl B HacTpoiikax ECHUA He 3aman napametp system.siteUrl, to 3ampoc mociie
norayta Oynet HanpasiieH Ha cailt ECHUA.

Ecnu B 3ampoce He 3aman napametp redirect url, To 3ampoc moce jgorayrta Oyaer HanpaBJieH 1Mo
azpecy, 3agaHHomy B System.siteUrl.

Ecnu napamerpsr redirect url u system.siteUrl we cootserctByror mpyr mpyry (redirect_url
JIOJDKEH OBbITh ToCTpOKOit System.siteUrl), To 3ampoc mociie orayta Oy/eT HalpaBjeH Ha CalT

ECHA.

CeeeHus1 0 CTPYKTYype MapKepa uaeHTUUKAINA

Crpykrypa Mapkepa WJIEHTU(UKALMK aHAJIOTMYHA CTPYKTYpe Mapkepa JocTyna (CM.

[Tpunoxkenue B.5) 1 cOcTOUT U3 TeX K€ TPEX YacTeil: 3arojJ0BOK, HAOOP YTBEPKICHUM U MOAIKUCH.

OCc00EHHOCTD 3ar0JI0BKa Mapkepa I/I,Z[eHTI/I(bI/IKaLH/II/I COCTOMUT B TOM, YTO HET'O 3HAYCHHUC anI/I6YTa

“sbt” paBuo “id”.

[Tpumep 3aronoBka mapkepa uaeHtudukanuu 8 ECUA:

{"alg" B "R5256", "sht": "id", "typ" B "JWT", "ver":0}

CooOuienue, BKIOYaroIee B cedst cofepKaTellbHbIe YTBEPXKIECHUS 0 MapKepe UACHTU(DUKAINH

H ITOJIB30BATECJIC, BKIIOYACT CJICAYIOIIUC anI/I6YTBIZ

1)

2)

3)

4)
5)

6)
7)
8)

Bpemst ayreHTH(ukanmu (“auth_time”) — Bpems, Kkoraa mpou3oULIa ayTeHTH(UKAIUSI
MOJIh30BaTeNs, yKa3zbiBaeTcs B cekyHaax ¢ 1 saaps 1970 r. 00:00:00 GMT;

BpeMs IpekpaieHus aeictsus (“exp”), ykassiBaercs B cekyHaax ¢ 1 susaps 1970 r. 00:00:00
GMT,;

uneHtudukatop cyobekra (“sub”), B kauecTBe 3HaueHWs yKasbiBaercsi 0id. DToT
UICHTU(PUKATOP YHUKAJIEH JUIs KaXKI0ro cyObekTa, 3apeructpuposanHoro B ECUA, u ocraercs
HEU3MEHHBIM TPH TOCIEAYIONIMX ayTeHTH(UKAIUAX; agpecaT Mapkepa (“aud”), ykaswiBaeTcs
client id cucremsl, HalIpaBUBIIEH 3aMIPOC HA AyTEHTU(PUKALIUIO;

opraHu3anysi, Belmyctusias Mapkep (“iss”), ykassiBaercss URL ECHA;

BpeMs Hauana aewcteus (“Nbf”’) — B cexyrmax ¢ 1 saBaps 1970 r. 00:00:00 GMT, T.e. Mapkep
Henb3s 00padaThIBaTh /10 HACTYIJICHUS YKa3aHHOTO BPEMEHH;

BHYTpeHHHH uaeHTudukarop ceccun ECUA (“urn:esia:sid”);

Hayayo 0J0Ka onucaHus cyObeKTa BbI3oBa ceccuu (“‘Uurn:esia:shj”);

nceBIOHMM cyobekTa (“urn:esia:sbj:nam”) — sayrpennwuii st ECUA rceBaoHUM MOIb30BaTENIS;
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9) oid cyonekra (“urn:esia:sbj:0id”) — oid y4eTHO# 3amUCH MOJIL30BATEIIS,;
10) Tun cyObekTa (“urn:esia:sbj:typ”), MoxeT MpUHUMATh pa3InYHbIC 3HAYCHUSI, HATIPUMED:
“P” — ¢dusmueckoe MU0 — yIpoIIEHHAs, YIPOIIEHHAs, TOTOBAsT K TOJITBEPKICHUIO, WIIH
cTaH/japTHas y4ETHasl 3aIuCh);
— “PR” — ¢usuueckoe nuIio — moATBEpKAEHHAS yUETHAS 3aTUCh,
- “OL” — ropunuueckoe o (FOJI);
—  “OB” — unnuBuayanbHbI npeanpuaumatens (UI1);
—  “OA” — opran ucnonbauTensHol Biaactu (OVB);
- “BR” — ¢uman FOJI.
11) npusHak MOATBEPXkKACHHOCTH cyObekTa (“urn:esia:shj:is_tru”) — “is trusted” — yuerHas 3anuch
MOJIb30BaTENs MOATBEp K IeHa. [[apaMeTp OTCYTCTBYET, €CITU yUeTHAs 3aIKCh HE TIOATBEPKICHA;
12) cioco6 aBropu3anuu (“‘urn:esia:zamd”), MoxkeT npuHUMATh JBa 3HaYeHus: “‘DS” (anmekTpoHHas
noanuck) win “PWD” (maposb);BpemMst Beigaun (“iat”), ykaspiBaeTcs B CeKyHAax ¢ 1 sHBaps
1970 r. 00:00:00 GMT;
13) meton ayrentudukanuu (“amr”, npuBaTHOE 0003HAYCHHUE), MOXKET MPUHUMATH J[BA 3HAYCHHUS:
“DS” (anexTponnas noanuce) wim “PWD” (mapois);

ITpumep coobuienus mapkepa uaeHtupukamun B ECUA:

{

"auth time": 1478618846748,

"exp": 1478629648,

"sub": 1000328225,

"aud": "TEST SYsS",

"iss": "http://esia.gosuslugi.ru/",

"nbf": 1478618848,

"urn:esia:sid": "0d543cfl6cd43b4a2cdlb6ff96f1lcb7da3ca2610d4004b8816e951a8a7257ac53",

"urn:esia:sbj": {
"urn:esia:sbj:nam": "OID.1000328225",
"urn:esia:sbj:oid": 1000328225,
"urn:esia:sbj:typ": "P",
"urn:esia:sbj:is tru": true

}I

"urn:esia:amd": "PWD",
"iat": 1478618848,
Wamr™: "PED™

[Moamuck (Signature) mapkepa OCYIIECTBISIETCS IO alTOPUTMY, KOTOPBIA YKa3bIBaeTCsS B
napamerpe “‘alg” wmapkepa. Iloamuce BBMHCHSETCS OT JABYX MpPEOBIAYIIMX YacTell Mapkepa

(HEADER.PAYLOAD).
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B.8 VYnanennass uieHTHPUKANUA C UCNOJIH30BAHUEM OHMOMETPUUYECKOI

UIeHTU(PUKALUU

[lponienypa ynanéHHOW WACHTU(GUKAMK BKJIIOYACT IIOCIEOBATEIILHOEC IMPOXOXKIACHUE
ayrentudukanuu B ECHA no noruny/mapoito u Bepudukanuu B OMOMETpUIECKOM CCTEME IO CTETIEHN
CXO0XKECTH OMOMETPUUYECKOT0 00pasIa.

CucTembl, B KOTOPBIX Ha JJAHHBIA MOMEHT JOCTYITHA OMOMETpUYeCKast HICHTU(PUKAIINS:

— Enunas 6uomerpuueckas cuctema.

Peanuzanus B3aumopeiictBus IC ¢ OMOMETpUYECKON CHCTEMOW NPH WHUIUALMK yIaJCHHON
UICHTH(UKAIIMN TIPOU3BOAMTCS COTJIACHO AaKTyaJdbHOW BEepCUU METOIUYECKUX pPEKOMEHIAnN
OMOMETPHUYECKON CHCTeMBI. B paMkax 3TOro mporecca JTOKHO OBITh BBICTPOCHO CTaHIApTHOE
B3auMmozeiicteue ¢ ECUA Ha cneayromux stanax:

— TIONy4YeHHWE CIEIMUAIBHOIO MapKepa JOCTyNa i B3aUMOACHCTBHS C OHOMETPUYCCKOM

CHCTEMOM;

— 3aBeplICHHE YAAJCHHOW HWACHTU(DHUKAIMKM TIOJH30BATENs, TOJYYCHHE I0Jb30BATEIIHCKOTO

Mapkepa JocTyma.

OO61mas cxeMa B3auMO/IEUCTBHS YYaCTHUKOB YCHJIEHHOHN ayTeHTU(UKAIIMK TPE/ICTaBICHA HUXKE.
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1. IHosryyeHnne cneuaaIbLHOr0 MapKepa J0CTyNa JJIsl B3auMo/elicTBUS ¢ O0MOMeTpHYeCcKOoi
CHCTEMOM

HNudopmannoHHas cucreMa peaau3yer ayTeHTHU()UKALNIO KJIMEHTa U [TOJyYeHHE CIIeLUaIbHOTO
Mapkepa JOCTyna Juld B3aUMOJCHCTBHUA C OMOMETPHUYECKOW CHCTEMOMH, pa3pellarolliero KIUEHTY
OMOMETPHUECKYIO BepH(PHUKAINIO B OMOMETPUIECKOH CUCTEME.

Jist 5TOro MHGOPMALMOHHAS CHCTEMa Pealn3yeT B3aUMOICHCTBUE C CEPBUCOM aBTOPU3ALINU U
nonydenus: mapkepa pocryna ECHUA, cornmacHo Ilpunoxenuto B.2 «Mojeinb KOHTpPOJSE HA OCHOBE
JEJIErMPOBAaHHOTO NIPUHATHS PELICHUs TaHHOHOTO JOKYMEHTA.

B 3ampoce nHa aBropmzammio MC nomkHa ykaszaTh scope «openid» M crHenuanbHBIA ScOpe
OMOMETPHUYECKOW CHCTEMBI, KOTOPBIH YKa3aH B aKTyaJbHBIX METOAWYECKHX PEKOMEHIAIUIX
OMOMETPUUYECKON CUCTEMBI.

ITonb3oBarens aBropusyercs B ECMA 1o noruHy ¥ maposiro U AaeT corviacue Ha NPOBENCHUE
YCUJICHHOH ayTeHTH(HKAIIMKA C WCIOJIH30BAHUEM €ro OMOMETPUYECKHX JAaHHBIX B OMOMETPHUYECKOM
cucremMe (B ciy4asx, €CIM COTJIaCHE MOJb30BaTeNs U3 JaHHOW MH(OPMAIMOHHOW CHCTEMBI eIle He
MOJIYYEHO).

B pesysbrare 3aBepuienus otana, UC monyduT cnenuanbHbiid Mapkep noctymna (access_token),
o0aaroui CleAyIUMU OTINYUIMU OT CTaHAApTHOro Mapkepa noctyna ECUA:

— Kopotkoe Bpems xuznu (TTL);
— Hanmumue B cocrase mapkepa goctyna URL REST-cepsuca ECMA nns nepenauu pacuimpeHHOro
pesynbrata Onomerprueckoi Bepudukaruu u3 EBC (mapametp ext_vrf_url).

B nannom ciyuae MC He momyuaet mapkep ooHossenus (refresh_token), o ects miist kasxaoro
ciydas ycuiieHHoH ayreHTudukanuu MC Heo6XxonuMo 3anpaiuBaTh MapKep JA0CTyIa 3aHOBO.

[Tpumep nmosmyyeHHOTo pacmupeHHoro Mapkepa uaeHtudukanuu B ECUA:

{

"access token":"eyJ2ZXIi0JjEsInR5cCI6IkpXVCIsInNidCI6ImMFjY2VzcyIsImFsZyI6I1JTMjU2In0.eyJuYmYiOjEIM]jgyMTI
4NTUsInNjb3B1Ijoib3BlbmlkIGIpbyIsImV4dF92cmZfdXJIsIjoiaHROCHM6XCOcL2VzaWEtZGV2LnR1c3QuZ29zdXNsdWdpLnJ1XC
91c21hLXJzXC9%hcGlcL3BlYmxpYlwvd]jFcL2V4dFwvdnImXCOyZXN1bHQiLCIpc3MiOiJodHRWOlwvXC91lc21lhlmdve3VzbHVnaSSyd
VwvIiwidXJuOmVzaWE6c21kIjoiMDI4Z)kONWI5MEWN2%1iMjc5MTE4YTM1OGM2M27iNDRhMzdj0GZ1i0TAYMjA10GOxZ%)1hMjdiN Iz
MDg5230Q3YSIsInVybjplc21hOnNial 9pZCI6MTAWMDI5OTI4MiwiZXhwljoxNTI4MIEzZNDULLCIpYXQi0jEIM)gyMTIANTUs ImNsaWV
udF9pZCI6I1RFUIRfULIITINO . FqmQrXLPOBAP8S18u612Xy]jtGWK3uNRASIU7hH6NNHCSVEfijYtFgqmHOv4can zXrzEKgG6Y E21T1
6XcRuG_YoTnpB1BnH3FcCLIMqoiYONETNC5AysumpTkmMXYPQqmJ40POVNyqJYye8TUtOmyO9bI4Z3duvwz3z11PZS1GZHIeETrWoRUg
yb316t4kKku9pboM4gAgdul 5gLeq3HcIPZVB8XTQc625A0Xg6qIPI5S2CCchIRXIV-
MMZytX2ezKCs30Cyl1lXzg9mgk90EfgdT70HGQCDOLW] fhNm232yRikmhl -
u7M4QyCiOeChelQXFtjx38iaDDUgstHwWMQOsK7UQ", "id token":"eyJ2ZXIiOjAsInR5cCI6IkpXVCIsInNNidCI6ImlkIiwiYWxnIj
01UIMyNTYifQ.eyJhdWQiOiJURVNUX1INZUyIsInN1YiTI6MTAWMDISOTI4MiwibmImIjoxNTI4MjEyODULILCIhbXIi0iJQVOQiLCJlcm
46ZXNpYTphbWQi0iJQV0QiLCIJhdXRoX3RpbWUiOJEIMjgyMTI20TQsImlzcyI6Imh0dHA6XCI9cL2VzaWEuz29zdXNsdWdpLnJ1XC8iL
CJ1lcmd 6ZXNpYTpzaWQi0i IwMihmOTQ1YJkyMTA3ZmI yNzkxMThhMzU4YzY zZmI ONGEZzN2M4 ZmI 5MDI yMDU4 ZDFmOWEyN2 I 2MjMwOD1m
NDdhIiwidXJuOmVzaWE6c2JgIljp7InVybjplc2lhOnNiajp0eXAi0iJQIiwidXJuOmVzaWE6c2JgOmlzX3RydSI6dHI1ZSwidXJuOmV
zaWE6c2Jg0m9pZCI6MTAWMDIS50OTI4AMiwidXJuOmVzaWE6c2IgOm5hbSI6Ik9IJRCAXMDAWM ) k5MjgyIn0sImV4cCI6MTUYyODIyMzY1INS
wiaWFOIjoxNTI4MjEyODUl£fQ.P-5adtNRIECAgrJ7SCbXN6hHXxSAaP20lryX1Hswvye jyObow-—
7SBN28ez1SG3C3Gxt8dZ0q3JrKVa92Fr2PVNcIACNNgHIDEY 4sSVTCKUJiTTXTW4nINYmTTrczoAwuqir7PvNRYUtZuFAES8CWFrAl
PPKExT0XaAP4Fc5BL XOUPEwW7XVYEjasBXzhoEMOOcVoGpztolATyxqYhkiR9AgXtd sjyedsv15SvEBxpGJIOm8gSO eM orfC2 REyF
0XQtbblFW4gLe9zsko6vtmlQDW28Unl01pXwAVhIN1oOO1IATiTOuYWqOgxrt2U2B9kZPCak8nbgdizZx4NtNg",
"state":"21335561-1ee3-£501-79b3-bb10c06£d0£3",

"token type":"Bearer",

"expires_in":600
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}
ITpumep cocraBa paciupenHoro mapkepa gocrymna (PAYLOAD-yacts):

{
"nbf": 1528212764,

"scope": "openid bio",
"ext vrf url": "https://esia-portall.test.gosuslugi.ru/esia-rs/api/public/vl/ext/vrf/result",
"iss": "http://esia.gosuslugi.ru/",

"urn:esia:sid": "028£f945b92107fb279118a358c63fb44a37c8fb9022058d1f9%9a27b623089f47a",
"urn:esia:sbj id": 1000299282,

"exp": 1528213364,

"iat": 1528212764,

"client id": "TEST SYS"

2. 3aBepuieHue yAaJeHHOM HaeHTUPUKAIUT N0JIb30BaTeJIsl, nmoJiyyeHue
10JIb30BaTEJbCKOI0 MapKepa 10CcTyna

HNudopmannoHHas crucTeMa peaqu3yeT ayTeHTH(PUKANIO KINESHTa U MOJyYeHHE CTIeIUAIbHOTO
Mapkepa JOCTyma Ui 3aBEpUICHHs TMpolecca yIaJeHHOW WICHTU(UKAIMK TI0Jh30BaTENd B
ECHA/Guomerpudeckoii cucteme.

Jns aToro nHGOpMAIMOHHAS CUCTEMA PEeaTU3yeT B3aUMO/ICHCTBUE C CEPBUCOM aBTOPU3AIINH U
nosydeHust mapkepa poctyna ECHUA (aHalmoru4Ho npeabiayneMy 3Taiy).

B 3anpoce Ha aTopm3anuio®® mHOOpManMOHHAS cHCTeMa JOIKHA yKa3aTh scope «Openidy» u
criemuanbHBIl  scope  («ext_auth_result»’®), mapamerp verify token (momyusen B pesynbTare
Bepu(dHKauu OMOMETPUUECKHUX JaHHBIX B OMOMETPHUYECKOMN CHCTEME).

B pesynbrate 3aBepmienus odtama, WC Ilotpebutens bJ/lH mnomyuyuT coenuanbHBIHN
MI0JIb30BATEIbCKUN pACHIMPEHHBIH MapKep JOCTyIla, KOTOpbIM OyJeT colep)kaTh pe3yibTar
OroMeTpuuecKoil BepuduKaru.

ECHA BbIIacT faHHBIN MapKep AOCTYIA TOJIBKO B CIIydae:

— Hamuus B ECHUA ycnmemHoro pesynpraTa OHMOMETpUYECKOW — BepUpHUKAUU
ITonw3oBaTens;

— YCHELIHOTO CpaBHUBAas NOJY4YEHHBIX NHapameTpoB verify token or OGuomerpuueckoii
cUCTeMBbl U MH(OPMAIIMOHHBIN CHCTEMBI;

— Haynmuus coracus [Tonp30Barens Ha Mpe1OCTaBIEHNE IEPCOHAIBHBIX JAHHBIX.

B nannom ciiywae IC He momyuaer mapkep oOHoBieHus (refresh_token), To ects anst xaxxmoro
ciydas ycusieHHoH ayteHTudukanuu MC u nonydeHus J0CTyna K JaHHBIM M0JIb30BaTeNsl HEOOX0IUMO
3arpammBarh MoJIb30BaTeIbCKUN MapKep JOCTYIa 3aHOBO.

[Tonp3oBarens aBToMaTuuecku ayreHTuuuupyercs B ECHUA.

[Tpumep nmosmyyeHHOTO pacmiupeHHoro Mapkepa uaeHtudukanun 8 ECUA:

{"access token":"eyJ2ZXIiOjEsInR5cCI6IkpXVCISInNidCI6ImMF]jY2VzcyIsImFsZyI6I1JTMjU2In0.eyJu¥mYiOjEIMjgyNz
gyNDgsInNjb3Bl1IjoiZXh0X2F1dGhfcmVzdWx0P29pZD0xMDAWM] k5MjgyIGOwZW5opZCIsImlzcyI 6ImhOdHA6XCOcL2VzaWEuzZ29zd

89 Anpec B TecToBoii cpezie: https://esia-portall.test.gosuslugi.ru/aas/oauth2/te
0 Ha6op naunsix, noctynnbiii VIC o qaHHOMY SCOpE, omucad B [Ipunoxennu B.4, m.4
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XNsdWdpLnJ1XC81iLCI1lcm4 6ZXNpYTpzaWQiOiIOMWM50DUzM]jc5Z) JkOTIJhZDMwYWIS5YJkOMjMwMzUSYTM5MjUwZWY3ZTVhNzZ1MDgz
ODgyZDYwZjhkZGYxZjhjIiwibWF0Y2giOnsidm9pY2UiO0iIwLjklIiwiZmFjZSI6IjAUOCIsIm92Z2XJhbGwiOiIwLjkifSwidXJuOmv
zaWE6c2JgX21kIjoxMDAWM] k5MjgyLCJI1leHAIOJEIMjgyODkwNDgsImlhdCI6MTUyODI30DI00OCWiY2xpZW50X21kIjoiVEVIVEITWV
MifQ.Icad4l -BWPg6WO0O-mYfA80zvhPuvousw9051YdgDw9gcpF3CwekIUjNTnnehJHQiBwVIm2-

EucjzK8ZXOyvmFPHccOR Yx6xV6hfLOehidOrphx-w9-

PRuw9vAfsMrAs fvTRzgv6Ek13HpiSr57BLOTUcCRgKDsac]jVayemQOvzA4CLYmT Jbam8wVs93itlzlkvl G3J-jUV29sMpz—

6ycOF yUOmwXdx90gTkVvZrefGD0g04ISys dl-

937231ytzZ20viJjlEbrvxz2Xj3vNX60v2YekJOJTk88DPCT8TcHPK 3wWNhQPLATpliWYtg690UVYtJITLpTFv8uVTbCkpA",
"state":"c5edcf06-6993-bd32-£c28-12d707388622",

"token type":"Bearer",

"expires in":10800}

[Tpumep cocraBa pacmupernHoro mapkepa noctymna (PAYLOAD-vacTs):

{
"nbf": 1528278248,
"scope": "ext auth result?0id=1000299282 openid",
"iss": "http://esia.gosuslugi.ru/",
"urn:esia:sid": "41c¢9853279f2d92ad30ab9%b94230359a39250ef7e5a76e083882d60£8ddf1£8c",
"urn:esia:sbj id": 1000299282,
"exp": 1528289048,
"iat": 1528278248,
"client id": "TEST SYS"
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NMPUNNOXEHUE I'. CEPBUC PETUCTPALIUU
MMOJIb30OBATEJIS U HOATBEPXKIEHUSA JUYHOCTHU

B nensx peructpanuu nonb3zopateneil B ECUA, a Takxke nmoATBEp>KIACHUS JTUYHOCTH
MoJIb30BaTesei, co3aan u onyoaukoBan B CMOB anekTponHbli cepBuc «CepBUC pErHCTpallun
none3oBareneii EnuHol cucteMsl naeHTH(UKAMY U ayTeHTHGUKanun» '+, CepBHC NpeHA3HAYEH JUIs
ucrnonb3zoBanus Oneparopamu Beinauun kitoua [1311 — opranuzanusmu, KOTopbie B COOTBETCTBUU C
noctaHoByieHreM [IpaButenscTBa PO ot 25 ssaBapst 2013 1. Ne 33 «O06 ucnosnbp30BaHUN TPOCTON
AIEKTPOHHON MOJIUCH MPU OKa3aHUHU IOCYAAPCTBEHHBIX U MYHUIIMIAIBHBIX YCIyT» 001a1aloT
MPaBOM CO3aHus (3aMEHbI) M BBIJIAYM KJF0UA ITPOCTHIX JIEKTPOHHBIX MOAMUCEH U YCUICHHBIX
KBTM(DUIIUPOBAHHBIX AJICKTPOHHBIX IMOAMKUCEH B IEJSIX OKa3aHUs TOCYIapPCTBEHHBIX U
MYHHIUMATBHEIX YCITYT 2,

Hannsiit ceppuc ECUA noanepsxuBaet cienyomue GyHKIUH:

— HHHULMMPOBAHUE PETUCTPALIMU HOBOM MOATBEPKAEHHON yUETHOM 3anucu noib3osarens B ECUA
C BBIJAYCH UIACHTH(HUKATOpa 3asiBKH Ha PETUCTPALMIO I[OJIb30BATENs, a TakKe Maposis
MOJIH30BATEJS JJIs IEPBOTO BXO/1a B CUCTEMY;

— TOJATBEp)KIEHUE Y4YETHOW 3amucu (NMOATBEpKIEHHUS JUYHOCTH) moib3oBatens ECHUA, B Tom
YUCJe — BbIJaua KOJa TOJITBEPXKICHUS NJIsi MOATBEPXKICHUS YNPOIICHHOM Y4YETHOM 3amucu
MOJIH30BATENS,

— HHUIMMPOBAHUE TPOIEAYPHl BOCCTAHOBJIEHUS JOCTYIA K MOJATBEPKACHHOW YUYETHOW 3amucHu
nonb3oBarens B ECUA c¢ Beimaveit uaeHTudukatopa 3assBKM Ha BOCCTAHOBJIIEHHE JOCTYIa, a
TaK>Ke MapoJisl MOJIb30BATENs Vsl BXOJIa B CUCTEMY;

— yJAJECHHE YYETHOW 3aIUCH;

— UHUIMMPOBAHUE PETUCTPALMU MOATBEPXKAEHHON yué€THOM 3amucu nosb3oBarens B ECHUA nHa
0a3e CyIIecTBYIOIIEH YIPOIIEHHO!;

— perucTpanus JIaHHBIX O JACTSIX MMOJIh30BaTENs;

— TPOBEpPKa CTaTyca BHIMTOIHIEMON orepaiuu (110 perucTpalyy mojib30BaTeNsl / BOCCTAHOBIICHUIO

nocryma)’?;

"t SID mamHOTO CepBuca B TecToBOH cpene CMDIB — SID0003419, B mpoxykTusHOI — SID0003923.

"2 TlopsAmoK cO3/1aHus 3aIIMCH PETUCTPA OPTAaHOB M OPTaHM3AIM, HMEIOIINX TIPaBO CO3AaHMS (3aMEHbI)
Y BBIJIAYM KJTFOYA MPOCTOU deKTpoHHOM noanucu (Omneparopos Beimauu kiatoua [1911), onpenenen B
n. 12 Pernmenra.

73 JleranpHast mHpOpMAIHs 0 paboTe cepBrca M MOTyYeHNH K HEMY JT0CTYHA COAEPKUTCS B
PykoBoncTBe nonp3oBarens anekTpoHHoro cepsuca CMOB «Cepsuc perucrpanuu EnnHoit cuctemsl
UIEeHTU(DHUKAIINN U ayTeHTH(UKAITII.
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.1

IIOUCK yquHoﬁ 3aI1nucCu.

IHonyuyenue J0CTyNA K 3JIEKTPOHHOMY CEPBHUCY

Kaxxaplii opran/opranusanus JUisi UCIIOJIb30BaHUs ITporpaMMHoro uHTepdeiica ECUA mo

perucTpanuu ITOJIb30BaTEICH JOJIXKEH:

1.

10.

11.

[lonaTth 3asBKy Ha CO3JaHHME 3allMCU PErUCTpa OPraHOB M OpraHU3alMi, MUMEIOIIMX IPABO
co3aHusl (3aMEHbl) M BbIIAYM KJIIOYa MPOCTOM BJIEKTPOHHOW MOAMUCH COMIacHO 1. 12
Pernamenra.
HopaboTats (pa3padorats) cBoro C, B kKoTopoii OyaeT npeaycMoTpeHa GpyHKIUS perucTpaluu
nonb3oBareneit ECUA.
CrenepupoBate s WC  kpunrorpadpuyeckue KIOYM ¥ BBITYCTUTh HA  HHUX
KBamupuuupoBaHHbIi ceptudukar JIT:

— Ceprudukar gokeH ObITh BBINYIICH Ha ropuamdeckoe auno (comepxutr OI'PH u ums

OpraHu3alIuH).
— Cepruduxar qomKeH ObITh BRITYIEH aKKPEAUTOBAaHHBIM Y11,
— TpebGoBaHuss K  KJIIOUYEBOMY KOHTEHHEpYy  OIpPENeNAIOTCA  IKCIUTyaTallMOHHON
nokymeHnTarueit Ha C, kotopast OyJeT UCI0JIb30BaTh KITFOUH.

3apeructpupoBath UC B CMOB (cormacno permamenty CMOB mnonaercs 3asBka Ha
peructpanuio 1C).
ITonyunts aiigs UC B CM3B npaBa Ha nocryn k cepsucy ECHUA 8 CMOB.
3apeructpupoBars MC B ECUA cornacho . 6 Pernamenra.
3apeructpuponats nojaxitoueHue MC B recroBom kontype ECUA 17151 0TpabOTKM MHTErpaliuu
coryacHo 1. 9 Pernamenra.
3apeructpupoBath noakiatoyenne MC B mpoayktuBHoM KoHType ECHUA nns orpaboTku
MHTErpanuu cornacHo 1. 10 Permamenra.
3apeructpupoBath B ECUA LleHTpsr 00CimyXuBaHusi oprana/opranuzanuu. J[Jist 5Toro MoXHO
BOCHOJb30BaThCs TexHomornyeckum nopraiom ECHUA.
Hactpouts cBoro MC corimacHo e€e OSKCIUIyaTalMOHHOM JOKyMeHTauuu. B dactHOCTH,
HeoOxonumo 3aBectu B MC wuaentuduxartopsl LleHTpoB oOcCHyXuBaHHs, IMOJY4YE€HHbIE Ha
MpEeABIAYILIEM 11are, a TAk’K€ YCTAaHOBUTB CETEBYIO CBA3HOCTh K CMOB u 3a1ate ucnonb3zoBanue
KITIOYel, COOTBETCTBYIOUIMX 3apeructpupoBanHomy B ECUA u CM3B ceprudukary UC.
Crnenuamucram  LleHTpoB 0OCHyXHBaHHS, KOTOpbIe OYAYT BBIIOJHATH PErHCTPALUIO

nonb3oBareneit B ECUA, HyxHo BeiTycTuTh cpenctBa KOII. B ceprudukarax oOs3aTenbHO
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nowkHel 061Th OI'PH opranmzamum (w3 Tex, yTo momydwid npaso Boigaun [1911), CHUIIC
COTPYJHUKA.
12. Jlatp poctyn cnernuanuctam LlentpoB oocmyxuBanus k MC coracHo ee 3KCIuTyaTallmOHHOM

JIOKYMEHTAITUH.

I'.2 Perucrpaunus nmoJsb3oBartejiei

OO01as cxema perucTpalyy MoJjib30BaTeNs C UCIIOJIb30BAHUEM IEKTPOHHOI'O CEPBUCA
BKIIIOYaeT B ce0s caenyromue maru (Pucyrok 18):

1. UC ornpapmnseT 3anpoc Ha perucTpanuio, BKIYAOIINNA IEpCOHANIbHBIE JaHHbIE MOJIb30BaTeNs,
a TaK»Ke Psi JONOJHUTEIBHBIX [1ApaMETPOB.

2. ECHA Bo3sBpammaer uneHTH(GHUKATOP 3aBKHA HA PETUCTPAIHIO ITOJIB30BATENs, a TAK)XKE MepeaaeT
apoJib JUIsl IEPBOTO BXOJA.

3. ECHA mnpoBoauT mpoBepKy JaHHBIX moib3oBatenss B BI'MP, ecnu mpoBepku mpoiineHs
YCIIEUIHO, TO PETUCTPUPYET YUETHYIO 3AMUCH.

4. WC npu HEoOXOAMMOCTH BBI3bIBAET METO/I, TO3BOJISIFOIINN MPOBEPUTH CTATYC BBIIOJIHAEMOM
perucTpanuu, B KadyecTBE BXOJHBIX IMAapaMETPOB YKa3biBas HUICHTU(PUKATOP 3asBKU Ha
PEruCTPaLMIO TI0JIb30BATEIIA.

5. ECHA Bo3Bpamiaer cratyc perucTpaiuu mojib30BaTesl.
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act Peructpauus nonb3osatens /

uc HOW opr

ECUA

JNnyHocTb
none3oBaTtens
npoeepeHa, nony4yeHbl
MAEHTUUKALMOHHbIE
AaHHble Nonb3oBaTens

Bbi3oB cepBuca ECUA no
yAaneHHoN perncTpaumm

OcywectBnenue ®JK

nonb3oBaTtens

3anpoca

@K npoiiaeH?

BosBpaT kopa

CoxpaHeHue

ownbKmn

Co3piaHue 3aABKU Ha
perucTpaumio ¢
naeHMdmKaTopom

F'eHepupoBaHue napons
Ans nepBsoro Bxoaa

Ve
OTBeT Ha 3anpoc:
naeHMMdMKaTOp 3asiBKM U Naporb|

MpoBepka AaHHbIX B BIFUP)

uaeHMdmKaTopa

Bbi3oB cepBuca,
nossonswero

Ans nepBoro Bxoaa (ecnm
\_ naponb 3anpalumBancs)

Mposepka
BbINONHEHA

onpenenuts CocToaHue
BbINONHEHUA 3asBKU

WcnonHexune 3asBkun

3aBepLLeHo?
[HeT]
laal
BeinonHeHo ¢ oumbkon?
lAa]
[HeT]

YuyeTHas sanucb
3aperucTpuposaHa

ﬁ)TEST Ha 3anpoc 0 COCTOAHUU yCI'IeLLHO?
/k 3anBKMN

[na] [HeT]

WHdbopmposaTs
Co3patb y4eTHyI0 3anuch

nonk3oBsarenis 06 ownbke
M0 AOCTYNHbLIM KOHTAKTam

Oumbka
perncTpaumn

UHdopmpoBaTth
nonb3oBarens o6 ycnexe
perucTpauum no
[OCTYNMHBLIM KOHTaKTaM

YyeTHas sanuch
3aperncTpuposaHa

Pucynox 18 — O61mas cxema perucTpaiyy mojib30BaTess
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I'.2.1 3anpoc Ha perucTpannio HOBOH MOATBEPKIACHHON Y4eTHOM 3aNUCH

JUi MTHULMUPOBAHMSI PETMCTPALlM HOBOM MOATBEP)KAEHHON y4ETHOM 3alMCU MOJIb30BaTels B
ECHA Heo6xo1uMo BbI3BaTh METO «3aperucTpUpOBaTh MOATBEPKAEHHYI0 YyuéTHYIO0 3anuck B ECA
C BbLIa4el apoJIs AJIs IEPBOIO BXOAAN.

B kauecTBe BXOJHBIX MapaMEeTPOB METOJ M10Jy4aeT NePCOHAIbHbIE JaHHbIE PErUCTPUPYEMOTO
I10JIb30BaTENIsl, HEOOXOJUMBbIE AJIs IPOBEACHUS ONEepallui, a TAKXKE JaHHBIE O ClI0co0e JOCTaBKHU MapoJis
U1 TIEpBOTO BX0Ja B cUCTeMy. BO3MOKHBI ciieayroliye criocoObl JOCTaBKU:

— OTIpaBKa Ha ajjpec 3JIEKTPOHHOM MOUTHI (P YCIOBUH, YTO IIPU BBI30BE CEPBUCA aPEC YKa3aH

Cpely JIMYHBIX JJAHHBIX TOJIb30BATEIIs);

— OTIpaBKa Ha HOMEpP MOOWIbHOro TeiedoHa (MpH YCIOBUH, YTO IPU BHI30BE CEpPBHCA HOMEP
yKa3aH CPe/iv JIMYHBIX JJAHHBIX M0JIb30BATEIIs);
— OTHpaBKa napoiisi He TpeOyeTcsi (HampuMep, eciii MoJIb30BaTeNlb OyAeT BXOAUTh B CUCTEMY C

UCIOJIb30BAHUEM JJIEKTPOHHOM MOJIKCH).

B kauecTBe BBIXOJHBIX MapaMETPOB METOJ BO3BpALIAET PE3YJbTAT BBIIIOJHEHUS OlEpaluu
(ycnmemHo unu He ycnewmHo). Ilpu ycnemHoM 3aBeplIeHHH B OTBETHOM COOOIIEHUH COJAEPIKUTCS
UICHTU(UKATOP 3asIBKU Ha PETHCTPALIUIO MoJib3oBatens (requestld), mockonbky BepuduKalys JaHHBIX
I0JIb30BATENSl OCYILECTBISETCSI B aCHHXPOHHOM pekuMe (B Crily BO3MOKHON HenoctynHoctu BI'MP
®OUB nnst ocymiecTBaeHUs BepuPUKaIUK MEPCOHATBHBIX JTAHHBIX MOJB30BaTENEH ).

[Tpu HeycremHOM 3aBEpLICHUHM METO]I BO3BpAIllaeT OUIMOKY, COJEpIKAILIYI0 KOJ U TEKCTOBOE
OIMCaHHEe OLINOKH.

Ecnn 3asBka Ha peructpauuio cosfgaHa ycnemno, ECMA HampaBiseT Mnojiab30BaTeNo IO
YKa3aHHBIM B 3aIpoce KaHajaM CBSI3U yBEIOMJIEHHE 00 yclexe NPOBEPKU U BO3MOKHOCTH BXOJa B
YUYETHYIO 3anuch. Ecinu TaHHBIE NOIB30BaTeNsd He mpouun npoBepky o bI'MP (u B 3adBke ykazaH e-
mail u/wnu Homep MobunbHOTO Tenepona), ECUA HampaBiseT 1moiabp30BaTelio YBEJOMICHHE 00 ITOM.
Perucrpanus yuérHoil 3amucu, AgaHHble Npoduias KoTtopoidl He mpouun npoepky no BI'MP, ne

MPOU3BOJUTCA.

I'.2.2 IIpoBepka cOCTOSIHUA BBINOJHEHUS 3aMPOCA

s mpoBepku craryca peructpaunu MC nomxHa mpousBecTd Bb3oB Merona «lIposeputh
CTaTyc 3asBKM Ha BBINIOJHEHHE OIepaluu», B KadecTBE BXOJHBIX MapaMEeTPOB METOJ IOJIydaeT
uaeHTH(OUKATOp 3asBKM Ha perucrpanuio mnojb3oBarens (requestld). Cucrema, ocyiiecTBIsIOIas
Bb30B cepBuca ECUA, ¢ ucnonb3oBanuem requestld Moxer mony4uTsh TaHHBIC TOJBKO IO 3apocam,

KOTOpBIE OBIIIM MHUIIMMPOBAHBI €l CaMOA.
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B oTBeTHOM CcOOOIIEHNH TTepeaaeTcss HHPOPMAaLKs O TEKYIIEM CTAaTyCce BBIIOJHEHUH OTepaluu

IO PEruCTpaturu 1moJib30BaTCIIA.

I'.3 IloarBepxkaeHue JUYHOCTH MOJIb30BATEIS

CepBuC perucTpanuy TOJb30BaTelield, 3apeructpupoBaHHbix B CMOB, obecneunBaet
BO3MOKHOCTh TIOATBEPKIACHUS TMUHOCTH B LlenTpax obcmyxuBanus OnepaTtopa Bbiaun kitoya [1911.
Jlist 3TOr0 HE0OX0MMO BBI3BAaTh MeTOA «lloATBEepANTH TMYHOCTH rpaxaannHa P® mim uHOCTpaHHOTO
rpaxxaanuna B ECMA» nanHoro cepBuca.

YToObl MOATBEPIUTH CBOIO YYETHYIO 3alHCh, TOJIH30BATENb JOHKEH MPEIBAPUTEIBLHO CO3aTh
YIIPOLICHHYIO (HEMPOBEPEHHYIO) WJIM CTAaHAAPTHYIO (MPOBEPEHHYIO) YUETHYIO 3aliCh. DTO MOXKET
crenars J000H MOJIb30BaTENb, UMEIONIMKA HOMEP MOOWJIBHOTO TejedoHa WM aapec IEKTPOHHOH
nmouthl, wucnons3ys BeO-untepdeiic ECUA. TloarBepxaeHHas ydeTHas 3aluCh CO3/aeTcCs
M0JIb30BaTEJIEM M3 YITPOIIECHHOM (HEMPOBEPEHHOM) YIETHOM 3aITUCH B PE3YJIbTaTe YCIIEIIHOW MPOBEPKU
JUYHBIX JAHHBIX MOJIL30BATENS B 0A30BBIX TOCYIapCTBEHHBIX MH(DOpMannoHHBIX pecypcax (CHUJIC,
®UO, naciopTHbIE AAHHBIE U Jp.) U MOATBEPKICHUS JUYHOCTH OJHUM U3 JOCTYIIHBIX CIIOCOOOB, B
YaCTHOCTH, MTOCPEACTBOM oOpalieHus B oauH u3 LleHTpoB obcmyKuBaHusl.

[Ipu peructpanuu y4yeTHoW 3anucu B LleHTpe oOCTyXMBaHUS C TIOMOIIBIO METOAA
«3aperucTpupoBaTh MOATBEPXKIEHHYIO YUETHYIO 3amuch B ECUA ¢ Bblgadeil maponst JJisi epBOro
BXOJ1a» Cpa3y CO3[aeTcsl MOATBEPKACHHAS yUeTHAs 3alllCh MOJIb30BaTEIs.

B xauecTBe BXOIHBIX TAPAaMETPOB METO/I, HAIIEJICHHBIN Ha MTOATBEPKICHUE JINYHOCTH, MTOTYYaeT
JaHHbIE JOKYMEHTA, YJIOCTOBEPSIOLIErO JIMYHOCTh, & TAaKXKe s JOMOJHUTEIBHBIX MapaMeTpoB. B
YaCTHOCTH, MOXET OBITh TEpelaH OJIMH M3 BO3MOXKHBIX THUIIOB KOHTakTa (email wim mobile) mms
MIeHTUHUKAINY 3asBKH HA TIOITBEPK/ICHNE YUETHOM 3armcu’ .

B kadecTBe BBIXOJIHBIX MapaMeTpOB METOA BO3BpAIACT PE3YJIbTAT BBIIIOJIHCHUSA OIICPALIUH.

I'.'4 BoccraHoBJeHHE J0CTYIIA K YUYETHOM 3aNIMCH M0JIb30BaTEJIA

CepBuC perucTpanuy TOJb30BaTelield, 3apeructpupoBaHHeix B CMOB, obecneunBaet
BO3MOKHOCTh BOCCTAHOBJICHHUS JI0CTYyNa K NOATBEPKACHHON YYETHOM 3aIIMCH I1OJIb30BATENS IPU SIBKE
B Llentp o6cnyxuBanus OnepaTtopa Bbiiaun kitova [1311. J[nst BoccTaHoBIIEHUS T0CTyIa HEOOX0IMMO
BbI3BaTh MeTo] «BoccraHoBuTh noctyn k yuérHoil 3anucu ECUA c Bblgauell maposst s BXoJa»

JaHHOT'O CE€pBHCA.

“ VkazaHue 0JJHOr0 THMa KOHTaKTa H€06XOI[I/IMO UL ¢liydast, Koraa UMCECTCs HCCKOJIbKO 3asBOK Ha
MOATBCPKACHUC TUYHOCTU C HACHTUYHBIMH JaHHBIMU JOKYMCHTA, YAOCTOBEPAIOUIETO TUYHOCTD.
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B kauecTBe BXOAHBIX NApaMETPOB METOJ MOJIYYAeT MEPCOHAIbHBIEC JTAHHBIE IOJIb30BATEIS,
HEOO0XOAUMBIE JUIS IPOBEJICHUS ONIepaliH, a TAKXKE JaHHBIE O CIIOCO0E JOCTaBKH Mapois AJIs BXoJa B
cucreMy. Bo3MOXHBI cieyromue crnocoobl 10CTaBKH:

— OTIIpaBKa Ha aJIpec 3JIEKTPOHHOM MOUTHI (IIPHU YCIIOBUH, UTO IIPU BBI30BE CEPBHUCA aPEC YKA3aH

CpeIH JIMYHBIX JaHHBIX MOJIb30BATEIIs);

— OTHpaBKa Ha HOMEpP MOOWIBHOrO TeiedoHa (MPH yCIOBUH, YTO MPHU BHI30BE CEPBHCA HOMED
yKa3aH CPe/iv JIMYHbIX JaHHBIX [T0JIb30BATEIIs).

B kauecTBe BBIXOJIHBIX MapaMETPOB METOJ, BO3BPALIAET PE3YJbTAT BBIIIOJIHEHUS OlEpaliu
(ycnemHo wunau HeycnemHo). Ilpu ycnemHom 3aBeplieHMM B OTBETHOM COOOIIEHMM COJEPIKUTCS
UIeHTU(UKATOp 3asiBKU Ha BOCCTaHOBJIeHHE jnoctyma (requestld), mockosibky mpu BOCCTaHOBICHHH
J0CTyIa OCYIIECTBIIIETCS BepU(UKaALUsA JAHHBIX IOJb30BATENsS B ACHHXPOHHOM peXuUME (B CUILY
B0o3MOKHOHU HenoctynmHoctd BI P ®OUB mist ocymiecTBiieHUs BepupUKAIINH IEPCOHATBHBIX JAHHBIX
TI0NIb30BaTeIe), a TAKKE TAPOITh IS BXOJA B CUCTEMY .

[Tpu HeycnenHoM 3aBeplIEHUU METOJI BO3BPALLAET OLIMOKY, COJEpKallyl0 KOJ U TEKCTOBOE
OIMCaHKUE OLIMOKH.

Ecin 3asBka Ha BOCCTaHOBJIEHME JOCTyna BbllloHEHa ycnemHo, ECHMA Hampasiser
MI0JIB30BATENI0 IO YKa3aHHBIM B 3alpoce KaHallaM CBSI3U YBEAOMJIEHHE 00 Yycnexe MpOBEpKH U
BO3MOKHOCTH BXOJia B YYETHYIO 3alUCh. ECIM JaHHBIE NIOJIB30BATENS HE NPOUUIA IpoBepKy 1o bI' P
(u B 3asBKe yka3aH e-mail u/umu Homep MoOmIbHOTO Tenedona), ECUA HampaBiseT mojb30BaTelio
yBeJIOMJIEHHE 00 3TOM, IIPU 3TOM BOCCTAHOBJIEHHE JJOCTYIA K YYETHOM 3aMMCH HE IPOU3BOIUTCA.

Cnemmamuct Llentpa oOcnyxkuBanusi Omnepatopa Bbigaun kitoda [I3I1 umeer BO3MOKHOCTH
MIPOBEPUTH CTATyC BoccTaHOBIEeHUs foctyna. [ atoro UC Oneparopa Bbaaun kimtova 1311 nomxuaa
IIPOM3BECTH BBI30B MerTona «lIpoBepuTh cTaryc 3asBKM Ha BBIOJIHEHHE OIEpPALMU», B Ka4eCTBE
BXOJHBIX IapaMeTpPOB METOJ TOJy4aeT HACHTU(PUKATOP 3asBKM HA BOCCTAHOBJIEHHE JIOCTYIA
(requestld). Cucrema, ocymectsistomnias Be3oB cepsuca ECHUA, ¢ ucnons3oBanuem requestld mosxer
MOJIYYUTh JaHHBIE TOJIBKO IO 3aIpocam, KOTOpble ObLITM MHUIIMUPOBAHBI €if caMoil.

B oTBeTHOM coo01meHNN nepenaeTcs HHGOpMAIHs O TEKYIIEM CTaTyce BBIIIOJHEHUS ONepaliu

BOCCTAHOBJICHUSA JOCTYyIIA K yquHOﬁ 3aliMCH I10JIb30BaTCIIA.

> Heo6X0aMMOCTH BBITONHEHNS TIPOBEPOK JAHHBIX TI0IH30BATENS CBSA3aHA C TEM, 4TO Er0
uneHTudukanuonssle nanuele (OGO, nanHbIe TOKYMEHTA, YAOCTOBEPSIONIEr0 JUYHOCTD) MOTIIH
HU3MCHUTBHCA K MOMCHTY BOCCTAHOBJICHUA JOCTYyIIA. B sTom CJIy4dac MoJib30BaTCjib COXpPaHACT
BO3MOXHOCTb BOCCTAHOBJICHHUSI IOCTYIA K CBOEU YUETHOM 3aIUCH.
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I'.'S VYnajgenue yuyeTHOH 3alMCH MOJIb30BATEIS

CepBuC perucTpanuy IoJb30BaTeneli, 3apeructpupoBanHbix B CMDB, obecneunBaer
BO3MOKHOCTb yJaJ€HUs IOATBEPKICHHOM YYETHOM 3aluCU II0JIb30BaTeNsl Npu siBKe B LleHTp
obcnyxxkuBanusi Omneparopa Bblmaunm kiroua [IDI1. Jlns ymanmeHus HE0OXOAMMO BBI3BaTh METOJ
«Y naiTh Y4€THYIO 3anuch noJib3oBaresisi ECHA».

B kauecTBe BXOAHBIX IAPAMETPOB METOJ MOJIYYAET MEPCOHANbHbIE JTAHHBIE I0JB30BATEIs,
HEOO0XOAUMBIE JIsl TIPOBEICHHSI OTICPALIHH.

B kauecTBe BBIXOAHBIX MapaMeTPOB METOJ BO3BPAILAET PE3YJIbTAT BBINOJIHEHUS ONEpalUU
(ycnemHo wnu He ycnemHo). [Ipu ycmemiHoM 3aBepilieHHH B OTBETHOM COOOILEHUU COJEPIKUTCS
uieHTH(OUKATOp 3asBKM Ha YyAajeHue ydeTHOW 3amucu (requestld), mockonbky mnpu ynalieHHH
OCYIIECTBISICTCS BEpUPHUKAIMS JTAaHHBIX MOJIB30BATENsI B ACHHXPOHHOM PEXUME (B CHILY BO3MOXKHOMH
vegoctynHoctu BI'MP ®OWB anga ocymiecTBieHuss BepU(PHUKAUMU MEPCOHATBHBIX JIaHHBIX
nonb3oBareneii)’®.

[Tpu HeycnenmHoM 3aBeplIEHUU METOJI BO3BPALLAET OLIMOKY, COJEpKallyl0 KOJ U TEKCTOBOE
OIHMCaHNE OIIUOKH.

Ecnu 3asBKa Ha ynaneHue BoinojaHeHa ycnemHo, ECYMA npou3BoauT yaaneHue y4eTHOU 3aucu
Y HampaBIseT MOJIb30BATEN0 YBEAOMIICHHE 00 STOM.

Cnemmamuct llentpa o6cmyxuBanus Omnepatopa Bbigaun kiatoua [1911 mMeer BO3MOKHOCTH
MIPOBEPUTH CcTaTyc ynaieHus yuetHoi 3anucu. s sroro IC Onepatopa Beigauu kiatoda [1911 nomxna
MpOU3BECTH BBI30B MeroAa «IIpoBepuTh cTaryc 3asiBKM Ha BBINOJIHEHHE OINEpaluu», B KayeCTBE
BXOJIHBIX TIAPaMETPOB METO]] MOJydYaeT MACHTH(HUKATOp 3asBKU Ha ynanenue (requestld). Cucrema,
ocymiecTBisifomas Bei3oB cepuca ECUA, ¢ ucnonb3oBanuem requestld mMoxeT moyduTh JaHHBIC
TOJIBKO IO 3alpocam, KOTOpble ObLIIM MHUIIMUPOBAHbI €11 caMoil.

B oTBeTHOM cooOuieHnn nepegaerca UHGpoOpMalus O TEKYIIEM CTaTyce BBIITOJIHEHUS ONlepaluu

yAaJlCHUuA yquHOﬁ 3allMCH I10JIb30BAaTCIIA.

® Heo6x01MMOCTh BEITIONHEHHS IPOBEPOK JAHHBIX MOJIB30BATENs CBA3aHA C TEM, UTO ET0
uneHtudukanonnsle nanuble (OGMO, qanHbIE TOKYMEHTA, YIOCTOBEPSIOUIETO JINYHOCTh) MOTJIN
M3MEHUTBHCS K MOMEHTY yJlaJeHUsl yYETHOU 3alucy. B 3TOM cirydae 1mosnb30BaTesb COXpaHsaeT
BO3MO>XHOCTb YJAJIUTh CBOIO YYETHYIO 3aIHCh.
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I'.6 3anpoc Ha perucrpanuio NOATBEPKACHHOM YYETHOM 3alIMCH HA
0a3e cymecTBYIOUIE YIPOLIIEHHOM

Jnst *HUIMUPOBAHUS PErUCTpali MOATBEPAKAEHHONW YUE€THOM 3anucu nosb3oBaTens B ECUA
Ha 0a3e CyIIeCTBYIOUICH yIpoIeHHOM He00X0 MO BbI3BaTh MeTO «lloaTBEpKIeHIE yUeTHON 3aIUCH,
CO3/IaHHOM Ha OCHOBE CYIIECTBYIOIICH YIPOIICHHON.

B kauecTBe BXOAHBIX MapaMeTPOB METO]I MOJIYYaeT MMePCOHAIbHBIC JaHHbIE PETUCTPUPYEMOTO
0JIb30BAaTENsl, HEOOXOAUMBIE JUIsl IPOBE/ICHUS OTIepaIUH.

B kauecTBe BBIXOJHBIX MapaMETPOB METOJ BO3BpAIlAeT PE3yJbTAT BHIIOJHEHHUS OIepaluu
(YCHemHo Wiy He YCHENIHO).

[Tpu HeycrenrHoM 3aBepILIEHUH METOJ BO3BpAIlaeT OIUOKY, COMAEPKaIlyl0 KOJ U TEKCTOBOE

OIIMCAHHE OLIMOKH.

I'.'7 JlodaBjieHMe JaHHBIX O AE€TAX MO0JIb30BATEJIS

Jiist moGaBiIeHUs JaHHBIX O JIETSIX B MOATBEPKIACHHYIO YUETHYIO 3aIiCh mosib3oBaTens B ECUA
HE00XO0/AMMO BbI3BaTh METO «3aperucTpupoBaTh JaHHbBIE O JETAX B HOATBEPKIEHHON YUETHON 3anKcH
B ECHA».

B kadectBe BXOJHBIX IApaMETPOB METOJ IMOJy4yaeT WJACHTU(PUKALMOHHbIE JaHHbIE
3aperucTPUPOBAHHOrO MOJIb30BaTeNs (AJI1 ONpEeNICeHUs] YYEeTHOW 3amucH, B KOTOPYIO HEOO0XOIUMO
N00aBUTh JaHHBIE O JIETSAX) U JIaHHBIE O JETAX.

B kauecTBe BBIXOIHBIX apaMeTpoOB METOA BO3BpAIIACT PE3YJIbTAT BBIIIOJIHCHUSA OIICPALINH.

I'.8 Ilouck y4eTHOM 3alIUCH MOJIb30BATEIA

Jns moucka ydetHou 3amucu moiib3oBatenss B ECMA HeoOxomumo Bb3BaTh MeTon «llomck
YUYETHOM 3aIUCH.

B xadyecTBe BXOJHBIX MapaMETPOB METO/I OTy4YaeT UIeHTU(UKALMOHHBIE TaHHBIE TPaKJaHIHA.

B kadecTBe BBIXOIHBIX napaMeTpOB METOJ BO3BPAIIACT PE3YJIbTAT BBITIOJIHCHUA OIICPpAIlHH.

I''9 Pexomenaanum nmo UCnoJib30BAHUIO CEPBHUCA

I'.9.1 O0mme pexkomeHIAUMN
HpI/I O6paH_ICHI/II/I II0JIb30BAaTECJIA B HCHTp O6C.]'Iy>KI/IB€lHI/I$I77 PECKOMCHAYCTCA BBIACHUTH OCHOBHYIO
I CJIb 06paH_[eHI/I$I, B 3aBUCHUMOCTH OT I3TOI'O BBIGpaTB MCTO/ CCpBUCA ECHA. OcHoBHBIE ClCHapuunu

npecTaBieHsl B Tabaume 17

" Hopsaoxk peructpanuu LlenTpos o6cnyskupanus Onepatopos Bbinauu kmoya 1211 onpesieneH B 1.
14 Pernamenra.

186



Tabnuna 17 — Lenu obpalieHus mojib30BaTes

Ne Heas oOpamennst

PexoMenayemoe neiicraue

Perucrpamnus 8 ECUA (mons3oBarens
1. | He 3amoJIHSI 3asIBKY Ha

MOATBEPK/ICHUE YUETHOM 3aIHICH )

Be130B MeTO1a «3aperucTpupoBarthb
MOATBEPKAEHHYIO Yu€THYI0 3anuch B ECUA ¢
BbIIau€ll MapoJis AJis IEPBOro BX0/1a» cepBUca

ECHA

[TonTBepskieHNE YYETHOM 3alUCH

ECHA (monp30Bateib 3an0JIHI

Br3oB metona «IloarBepauTh TUYHOCTD

rpaxaanuHa P® uiam HuHOCTpaHHOIO

3a4BKY Ha NOATBCPIKACHUEC U YTO OHA

ObLJTa YCIICIITHO MMPOBEPEHA)

2.
3as1BKY Ha MOATBEPKIACHUE YUETHOM rpaxxgannaa B ECUA» cepsuca ECUA
3aImcy, 3asBKa MPOBEPEHa)
Br130B MeTO12 «3aperucTpupoBaTh
MOATBEPKIEHHYIO Yu€THYIO 3anuch B ECUA ¢
Perucrpanus 8 ECUA (nonb3oBateinb
BBIJIAYEH 1MapoJIst JI7Isl IEPBOTO BX0J1a» CEpBHUCA
HE YBEPEH, YTO KOPPEKTHO 3aMOJTHUII
3. ECHA. Cnenyer npenynpeauTs M0JIb30BaTeNs,

YTO JUIsl IEPBOT0 BXO/1a B YUETHYIO 3allUCh
cienyer ucnoanizoats cBsizky CHWIC u

napoJb, BelaHHbIN B LleHTpe oOcmyxuBaHus

Bo1sicHUTB, 10 KaKUM NIPUYUHAM
4. | peructpauus B ECUA ne mpouuia

YCIIELTHO

Bo13oB merona «IIpoBeputh 3asBKy Ha
PEruCTpaLMIO YYETHOH 3allUCH» Il BBIACHECHUS
JeTaneil OIMOKY U MOCIEIYIOINN BbI30B
METOJ1a ««3aperucTpupoBaTh NOATBEPKIAEHHYIO
yuétHyto 3anuck B ECUA c Beinaueit napomus
JUTSI IEPBOTO BXOJa»» C UCIPaBICHHBIMHU

napaMeTpamu 3anpoca

Boccranosnenune nocryna
5. | (momp30oBaTenb paHee ObLI

3apeructpupoBad B ECHA)

Br3oB meTona «BoccTaHOBUTH AOCTYT K

y4eTHOM 3anucu noss3osarersi» cepsuca ECUA

I'.9.2 Pexkomenaanuu no BoI00PY cnocoda 10CTABKH MAPOJIst

[Tpu perucrpanuu noaTBepxaAeHHON yuyeTHoOW 3amucu B ECHUA pexomeHayeTcs OTHPaBIsAThH
1apoJib JUIsl IIEpBOro BXOJa Ha HOMEpP MOOMJIBHOTO Tele()OHA I0JIb30BATENs, €CJIM MPOU3BOAUTCS
oOBbIYHAs perucTpaunus nojb3oBareis. EcIu Mpou3BOAMTCS perucTpanusi ¢ Bbladel MOJIb30BATEINIO

JJIEKTPOHHOM MOAIMUCH, TO PEKOMEHAYETCS HE OTIPABJIATH IapOJlb.
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Ecnu nosp3oBarens He ©MeeT MOOMIIBHOTO Tele(oHa, TO AOIYCTUMO HUCIOIb30BaTh OTIPABKY

mapoJjd JJi IEpBOTO BXOAa HAa aApCC BHGKTPOHHOﬁ IIOYTHI.

r.9.3 PeKOMeHI[aHl/IH Mo COXPAaHCHHUIO TaHHBIX MMOJb30BaTE/IsA
[Tpu popmupoBaHUM 3ampoca Ha PETUCTPALIUIO MTOJIH30BATENS PEKOMEHYEeTCsl COXPAHSITh:
— uaeHTU(HUKATOp 3asBKH HA PErUCTPAIIMIO TToJib3oBaTess (requestld)
— BCE JaHHBIE, IepelaHHbIe METOY «3apeTrUCTPUPOBATH MOATBEPKAEHHYIO YUETHYIO 3aIKCh B

ECHA c Bpl1adeil napoJs Ajs IEPBOro BXOIay.

Ecnu monb3oBatens OyneT mpouH(OPMHUPOBAH O BO3HHKIIEH B XOJE PETUCTpallUU OMIMOKE
(Hampumep, MO agpecy JIEKTPOHHOM MOUTHI), TO OH OyIeT MMETh BO3MOXKHOCTh OOpaTUTHCS B CBOM
LlenTp 0OCITYyKMBaHUS JIJISl IPOSICHEHUS CUTYauu. B aToM cimydae unentudukarop 3assku (requestld)
u MeToJ] «[IpoBepHTH 3asBKY Ha PETHCTPALIMIO YIETHOM 3aITMCH» TIO3BOJIST MOIYYUTh JOTTOTHUTEIHHYIO
uH(pOpMaLIKIO O IpHUUKMHAX Mpobaembl. B uacTHOCTH, eciu mpH 3ampoce Oblia AomylieHa orneyarka, To
cnenuanuct lLleHTpa oOcnmyKuBaHUs, HMes COXpAaHEHHBbIC [AaHHBIE MOJB30BaTENsl, OYyIeT HMETh

BO3MOXHOCTDL OTHPABUTH UCIIPABJICHHYIO 3asBKY HAa PEruCTpalnuio y‘-ICTHOfI 3aIlluCH.

I'.9.4 Pexomenganum no Bbi3oBy Mmeroaa «IloarBepauTh JUYHOCTHh IPAKIAHUHA

P® wiaun nnocrpannoro rpa:xkananuia B ECUA»

ITpu BEI3OBe cepBuca «lloaTBepAUTH JMYHOCTH TrpaxkaaHWHa P@ wiM HMHOCTPaHHOIO
rpaxxaannaa B ECUA» crnenyer ydecTb, 4TO 1a)ke IIPH SBHOM YKa3aHUH HOMEpa MOOMIBHOTO TenedoHa
/ ampeca 3JIeKTPOHHOM MOYTHI BO3MOXKHA CUTYaIUsl, YTO y4eTHasl 3aluch, TpeOyroas MoATBEPKICHUS
JIMYHOCTH, He Oy/ieT HaliZileHa. DTO BO3MOKHO, HalIpUMED, €CIIH MO0JIb30BATENb COOOIINI HEKOPPEKTHBIN
HOMEp MOOMJIBHOrO TenedoHa / agpec 3JIEKTPOHHOM MOYThI, JUOO 3TOT THUI KOHTAKTa HE OBbLI
MOATBEP:K/IEH B yueTHOM 3anucu. CielyeT yTOUHUTD y TI0JIb30BaTeNsl, KaKOM JIOTWH OH MCHOJIb3YET AJIs
BXO/1a B CBOIO YUYETHYIO 3aIIUCh U OCYILECTBUTH BbI30B MeToa «lloaTBepAUTh INYHOCTh rpakJaHUHA
P® wnu nnocrpannoro rpaxnannia B ECMA» UMEHHO € 3TUM IapaMeTpoM.

[Ipy yka3aHWM KOHTAaKTOB HEOOXOAMMO MepeaaBaTh TOJBKO OJUH THUN KOHTakTa (email mim
mobile) 115 uieHTUUKALNY 3aBKU Ha MOATBEPKACHUE YUETHON 3alHCH.

Ecnu nonp3oBarens He HOMHUT HOMEP MOOMIIBHOTO TenedoHa / apec 3IeKTPOHHOM MOYTHI, TO
MO>KHO MPEUIOKHUTh €My ITPOBECTU PETUCTPALIMIO YUETHOM 3anucH. JJis 3TOro cienyeT BbI3BATh METO
«3aperucTpupoBaTh MOATBEPKAEHHYIO yuéTHYI0 3anuchk B ECHA c¢ Bbyiaueil maposis Juisl IEpBOTO

BXoda».
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NMPUNOXEHWE [1. HEPEKOMEH/YEMBIE K
JTAJBHEHIIEMY UCIIOJIB30BAHUIO
®YHKIIUOHAJBHBIE BO3MOKHOCTHU ECUA

1.1 OO0mue cBegeHus!

B pesynabTaTe pa3BuTHS HEKOTOpble (DYHKIHMOHAIbHBIE BO3MOXHOCTH ECHUA coxpanstorcs
HCKJIIOYUTEINIBHO B LIEJISAX 00ecredeH sl 0OpaTHOM COBMECTUMOCTH.

Pazpabotunkam panee unrerpupoBanHbix MC ¢ ECUA pexomenayercst oTKa3zaTbCs OT UX
UCIOJIb30BaHUSI.

Pa3paborunku BHOBB uHTerpupyeMbix UC ¢ ECUA pekoMeHayeTcs HCIONB30BaTh aKTyallbHbIE

¢byHkunonambHbIE BO3MOKHOCTH ECUA.

.2 Ycrapesumue yreep:xaenus SAML

Tabnuna 18 — [lepeyenn aTpuOyTOB, MOAAEPKKA KOTOPBIX B OyayieM OyAeT nmpekpaiieHa

Ne | ATpudyrt Onucanue IIpumevyanue

1. | assuranceLevel YpoBeHb JOCTOBEPHOCTH Pexomennyercs ucnonb30BaTh
UACHTU(DUKAMH TOJIb30BATENS. aTpUOyTBHI:
Bo3MoHBI crienyromye - personTrusted — mst
3HAYCHUS: OTIpe/IeIeHNUS
AL10 — ynpomennas ITOATBEPKICHHBIX YUETHBIX
(HempoBepeHHas) yueTHast 3aInCeit;
3aI1Ch; - authnMethod — mst
AL15 — crannapTHas OIpEEIIEHUsI METOA
(mpoBepeHHas1) y4eTHasl 3aInCh; ayTeHTU(UKAIUH.

AL20 — moarBepkIeHHAs
y4deTHasl 3aIucCh;
AL30 — moarBepkIeHHas
ydeTHas 3aInCh

(ayrentudukanus no KOIT).

2. | attachedToOrg [Ipu3Hak BKIIOUEHHOCTH Heo0OxoauMo ucnons308aTh

(mpucoenaunenus) k opranusanuu | globalRole

3. |inn MHH nons3oBarens Heo0xoamMo HUCIToIb30BaTh

personINN
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Ne | ATpudyrt Onucanue IIpumeyanue
4. | name NwMs nonib3oBates Heo6xoauMo ncnosp30BaTh
lastName / firstName /
middleName
5. | nsild Muemonuka OI'B Heo0x0a1umMo KCI0JIb30BaTh
orgOGRN wu orgType
6. | personType Kareropus nosbn30BaTels. Heo6xoauMo ncnosp30BaTh
[TpuHUMaeT ciemyromnme personCitizenship
BO3MOXXHBIC 3HAUYCHUA:
R — rpaxmanun P® (Russian);
F — uHOCTpaHHBII IrpaXIaHUH
(Foreigner).
7. | snils CHWJIC none3oBares. Heob6xommMo HCIobp30BaTh
personSNILS
8. | userType Tun nosib3oBaTest Heo6xoaumo ucnons30Bath
globalRole
9. | userName JIoruH monn30BaTes. Heo6xoauMo ucrons3osars userld,
personSNILS

YcrapeBiiue napaMeTpbl CepBUCAa PerucTpamun

Tabmuua 19 — Ilepeuens arpulyToB, MOAEPKKA KOTOPBIX B OyAyIieM OyaeT npekpalieHa

ATpuOyT

Onucanue

IIpumeyanue

mode

Crioco6 mocTaBKU apoJs s

NIEpBOro BXo4a B CUCTEMY

3nadenue nmapamerpa direct Oyaer
BBIBEICHO U3 DKCILTyaTaIlluu

30.10.16

YcrapeBuiye CKOynbl

Tabmuua 20 — [TepeueHb CKOYIOB, MOAAEPKKA KOTOPBIX B OyayiieM Oy/JeT mpekpalieHa

Ha3zBanue scope

Ha3panue Habopa naHHBIX

IIpumeyanue

usr_inf

[TpocMoTp BCex MepCOHATBHBIX

JaHHBIX O ITOJIB30BaTCIIC.

BriBeneHO U3 3KCIUTyaTalluu

14.07.17
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Ha3zBanue scope

Ha3panue HaGopa 1aHHBIX

IIpumeyanue

2. | org_inf [IpocMoTp BCeX MaHHBIX 00 BrIBeieHO U3 dKCIUTyaTaIiu
opranuzanuu «{Ha3panue}» n ee | 14.07.17
COTPYTHUKAX.

3. | usr_brf [TpocMOTp HaHHBIX O BriBenieHO U3 IKCIITyaTauu
0JIb30BaTese. 14.07.17

4. | org_ful [TonHbIA JOCTYI KO BCEM JaHHBIM | BbIBEIEHO M3 3KCIUTyaTalluy
opranm3anyu «{Haspaaue}» mee | 14.07.17
COTPY/IHUKOB

5. | shj_inf [TpocMOTp TaHHBIX O CYOBEKTE. BriBenieHO U3 KCIITyaTaruu

14.07.17
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NMPUNOXEHUE E. EQHBIN CEPBUC
YIPOILIEHHOUN NJIEHTU®UKAIINU TOJIb30BATEJIEN
EJNHOU CUCTEMbBI HIEHTU®UKALINU U
AYTEHTUOUKALINN

B nensax unenTudukanum noyip3oBaTenei U NpoBepKU KOPPEKTHOCTH HHPOPMALIUHU, KOTOPYIO
OHU MPEAOCTABISAIOT 00 UMEIOMIMXCS Y HUX IOKYMEHTax, co37aH u onyonukoBad B CMOB
AJICKTPOHHBIN cepBUC «ENMHBINA CEpBUC YIPOIICHHOW HIeHTU(PUKAIIUY TTOTb30BaTenel EauHoit
CHCTeMbI HAEHTH(UKALUN U ayTeHTHGUKAUny» . CepBUC TIpeIHA3HAYEH JUTA HCIOJIb30BAHUS
(bMHAHCOBBIMU OpraHU3alMAIMU BO HcHONHEHUE TpeboBannii denepanbHoro 3akoHa ot 7 aBrycra 2001
r. N 115-®3 «O npoTuBoeHCTBUY JIeTaJIN3alUMU (OTMBIBAHHUIO) 10XO0B, IOJYyYEHHBIX MPECTYIHBIM
nyrem, U GUHAHCUPOBaHUIO TeppopusMa» U Pacniopsikenus IlpaButensctBa Poccuiickoit denepaunn
ot 15 aBrycra 2012 r. N 1471-p.

CepBuc MOXKeET ObITh MCIIOJIB30BaH B PEXKUME IIPOBEPKU JAHHBIX MOJIb30BATES.

B pexume «poBepka TaHHBIX MOJB30BATENS», HICHTH(UKALMS JHUYHOCTH W  3ampoc
paspelIeHus Ha IPOBEPKY JaHHBIX JOKYMEHTOB I10JIb30BaTeNs He mpoBoauTcs. [IpoBepka 3amyckaercs
HEMOCPEJCTBEHHO B MOMEHT 00pallleHus K CEpBUCY (B JAHHOM PEKUME).

B pexxumMe «ripoBepka JaHHBIX MOJIb30BATENS» BBIMOIHSIIOTCS CIEAYIONIINE IPOBEPKU:

— mnacnopta (coorBerctBust PUO u nacnopra);
— CHMIJIC (cooterctBust DO u CHUJIC);
— HHH (cootserctBus ®UO u UTHH).

Enunelii cepBuC noaaepKuBaeT cieayromme GyHKIHUU:

— UHUIMHPOBAHHE 3aIpoca Ha IPOBEPKY JTAHHBIX MOJIb30BATES;

— IPOBCPKaA CTaTyCa BBIIIOJHCHU 3al1poCa Ha MPOBCPKY JAHHBIX IMMOJIb30BaATCIIA.

E.1 Tlony4eHue 10CcTymna K 3JIeKTPOHHOMY CEPBHCY

[Topsimok 1 mpaBuIIa MOIYyYEHUs JOCTYIA K €IMHOMY CEPBUCY YNPOIIEHHOW NASHTH(PUKAIIUN
nosb3oBaresneit Equaol cucteMbl HACHTH(GUKAIIMY U ayTeHTH(DUKAIIMN PUBEICH B TOKYMEHTE
«PernmameHT nHPOPMAITMOHHOTO B3auMoIecTBUsl YyacTHHKOB ¢ Onepatopom ECHUA u Onepatopom
IKCIUTyaTaluy HHPPACTPYKTYPhI SJIEKTPOHHOTO MPaBUTENbCTBAY. H(MOpMAIIUs CONEPIKUTCS B TyHKTE

«HOpHI[OK COorJIaCoOBaHUd IpaBa UCII0JIb30BaAHUA Enunoro CCpBHUCA ynpomeHHoﬁ I/I,Z[CHTI/I(I)I/IKB.L[I/II/I

78 SID manHOTO cepBrca B TecToBOi cpexe CMOB — SID0004152, B poxykTuBHO# — SID0004769.
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noJip3oBareseil Ennnoii cucreMpl HACHTUGHUKAIMY U ayTeHTU(UKAUIY. JJOKYyMEHT JOCTYIEH 110

anpecy http://minsvyaz.ru/ru/documents/4244/.

E.2 IIpoBepka 1aHHBIX M0JIb30BATE/IA

[TpoBepka JaHHBIX MOJIB30BATENS C UCIIOJIB30BAHUEM AJIEKTPOHHOTO CEPBHCA BKIIIOYAET B ceOs
CJIEIYIOILME LIaru:

1. UC ormpasusier 3ampoc Ha MPOBEPKY JAHHBIX MOJb30BATEINsl, BKIIOUYAIOIIMN MEpPCOHATbHbIE
JAHHBIE M0JIb30BaTElIs;

2. cepBHUC BO3BpalllaeT UACHTU(PUKATOD 3a5IBKH;

CEpPBHUC MHULIMMPYET MPOBEPKY JIAHHBIX MoJb30Barens B bl MP;

4. UC npu HEOOXOIUMOCTH BBI3BIBAET METOJI, IMO3BOJIAIONINI MPOBEPUTH CTATYC BBINOIHAEMOM
MIPOBEPKHU JaHHBIX MOJIH30BaTENsl, B KAUECTBE BXOJHBIX TApaMETPOB YKa3bIBask UIACHTHU(PUKATOP
3as1BKH;

5. CEepBUC BO3Bpallla€T CTATyC ONEpaluy IPOBEPKU JAHHBIX MOjb3oBaTensd. Ecinu onepauus

3aBepIleHA TO BO3BPAIIACTCS CTATyC ONEpaliu (JIaHHbIC BaJTUIHBI WU JaHHBIC HE BaJTUIHBI).

E.2.1 3anpoc Ha uaeHTHPUKALUIO U IPOBEPKY JAHHBIX MOJIb30BATEJIS

JU11 THULIMUPOBaHMSI TPOBEPKH JJAHHBIX MOJIb30BaTelNsi HEOOXOAUMO BbI3BaTh METO/]
«OTnpaBuTh 3apoc Ha MPOBEPKY AAHHBIX MOJIb30BaTeNs (0€3 OTIPaBKH MOJI30BATENIO 3apoca Ha
paspernieHue).

B kauecTBe BXOJHBIX TapaMeTPOB METO/]] IIOJIy4YaeT MepCOHAIbHBIE JaHHbBIE IPOBEPSIEMOT0
nonib3oBarens (cepust u Homep nacnopta, PO, CHUIIC, MHH), HeoOxoaumbie Al TPOBEACHUS
olepanuu.

B kauecTBe BBIXO/HBIX TAPaMETPOB METO/ BO3BPAIIAET CTATyC BHIIIOJIHEHUS Ollepalvu
(YCHemHo Wiu He YCHElIHO), UASHTU(PHUKATOP 3asBKH HAa UJIEHTU(UKALIMIO MTOJIb30BATENS U IPOBEPKY
ero naHHbIX (requestld), mockoabKY IpOBEpKa JAHHBIX MOJIb30BATENs OCYIIECTBISETCS B
ACUHXPOHHOM peXUME

[Tpu HeycnelTHOM 3aBepIIEHUH METO BO3BpalIaeT OMUOKY, COAEepKAIlYI0 KO U TEKCTOBOE

OMHUCAHUE OIINOKH.

E.2.2 IIpoBepka cocTOSIHMS BbINOJTHEHHS 3aIpoca

21.]'[5[ IMOJIYUCHUA pE3YyiIbTaTa I/I}IGHTI/I(l)I/IKaHI/II/I IMOJIB30BATEIIA U IPOBEPKHU €0 JaHHBIX JOJIKCH

ObITh BbI3BaH MeTO1 «[loyuuTh pe3yabTaT 00pabOTKH 3ampoca Ha MPOBEPKY JaHHBIX MOJIb30BATEN
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(6e3 moaTBEepIKACHUS MMOJIB30BATEIIEM PAa3PELICHHUS )», B KAUeCTBE BXOJHOTO ITapaMeTpa METO/
MOJTy4YaeT UACHTHU(HUKATOP 3asBKH HA MPOBEPKY JaHHBIX Mojb3oBatesns (requestld).

B BBIXOJHBIX apaMeTpax nepenaercs HHPOpMaLus O TEKYIIEM CTaTyCe BBIIOJIHEHUS
oIlepaLuy 110 NPOBEPKE JaHHBIX M0JIb30BaTeNs. B citydae, eciau onepanus poBepKH 3aBepllieHa, B
OTBETHOM COOOIIEHUH MEPENAETCS PE3YyIbTAT IPOBEPKU . YKa3aHbl JAHHBIE KOPPEKTHBI, B IPOLIECCE
00paboTKH, TaHHBIE HEKOPPEKTHBI HJIM HEBEPHBIH KOJI 3arpoca.

[Tpu HeycnentHOM 3aBepIIEHUH METO/1a BO3BPALIAET OLIMOKY, COAEPIKAILYI0 KO U TEKCT

OILINOKH.
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